Supplementary Material:
Computing Tight Differential Privacy Guarantees Using FF'T

A Proofs for the results of Section 3

A.1 Integral representation for exact DP-guarantees

Throughout this section we denote for neighbouring datasets X and Y the density function of
M(X) with fx(t) and the density function of M(Y") with fy (¢).

Definition A.1. A randomised algorithm M with an output of continuous one dimensional
distributions satisfies (€,8)-DP if for every set S C R and every neighbouring datasets X andY

/SfX(t) dtgef/sfy(t) dt+6  and /Sfy(t) dtgea/sfx(t) dt + 0.

We call M tightly (,0)-DP, if there does not exist &' < & such that M is (e,8")-DP.

The following auxiliary lemma is needed to obtain the representation given by Lemma A.4
(see [3, Lemma 1| for the discrete valued version of the result).

Lemma A.2. M is tightly (g,0)-DP with
5(c) = max { [ (o) = 0,0} b, [ smax{ (o) — e fx(0),0} dt}. (A1)
R R

Proof. Assume M is tightly (e, §)-DP. Then, for every set S C R and every neighbouring datasets
X and Y,

/fx(t)—eafy(t) dtg/max{fx(t)—effy(t),()} dt
S S

< / max{ fx(t) — e fy(t), 0} dt.
R



We get an analogous bound for [, fy (t) —e®fx(t) dt. By Definition A.1,
0 < max { /max{fx(t) —e“fy(t),0} dt, /max{fy(t) —e“fx(t),0} dt}.
R R

To show that the above inequality is tight, consider the set

S={teR: fx(t) >e“fy(t)}.
Then,
/fx(t) et fy (1) dt = /max{fX(t) et fy (1),0} dt
S

5 (A.2)
= /max{fx(t) — e fy(t),0} dt.
R
Next, consider the set
S={teR: fy(t) >efx(t)}

Similarly,

/fy(t) —effx(t)dt = /max{fy(t) —efx(t),0} dt. (A.3)

S R
From (A.2) and (A.3) it follows that there exists a set S C R such that either

/ Fr(t) dt = ea/ fr(®) dt+6 or / fy () dt = ea/ Fe(t)dt +6
S S S S

for 6 given by (A.1). This shows that § given by (A.1) is tight. O

The next lemma gives an integral representation for the right hand side of (A.1) involving
the distribution function of the PLD (see also Lemma 5 of [5]). First we need the following
definition.

Definition A.3. Let M : XN — R be a randomised mechanism and let X ~ Y. Let fx(t)
denote the density function of M(X) and fy (t) the density function of M(Y'). Assume fx(t) >0
and fy(t) >0 for allt € R. We define the privacy loss function of fx over fy as

fx(t)
fr(t)

Lxy(t) =log



Lemma A.4. Let M be defined as above. M is tightly (¢,6)-DP for

d(g) = max max{éX/Y(E)a 5Y/X(€)}7

X~Y
where L (g
dLy ) (s
s - X/Y
Sove) = [ e (L () T s
Lx;y(R)N[e,00)
dcyl (s)
e—s - Y/X
by x (€) = / (1= o)y (£7x () — 25— .

Ly, x (R)N[g,00)
Proof. Consider the privacy loss function Lx/y () = log ?;—8 Denote s = Lx,y(t). Then, it

clearly holds fy(t) = e™*fx(t) and
max{fx(t) — e*fy (t),0} =max{0, (1 — ") fx(t)}
:{a—e%ﬂﬁﬁ% if s> ¢, (A4)

0, otherwise.

Consider next the integral [, max{0, fx(t) — e®fy(t)} dt. By making the change of variables
t= £)_(}Y(s) and using (A.4), we see that

/maX{O, fx () —eSfy(t)} dt = /max{(), (I —e"%)fx(t)} dt
R R

-1

dL
= / max {O, (1 — esfs)fx (E;(}Y(s)));/;/(s)} ds
Lx,y(R)
d )_(}Y(s)

- (1= e ) fx (L ()

Lx;y R)N[e,00)

ds,

d -1
since %(8) > 0 for all s € Lx/y(R). Analogously, we see that

At (s
/ max{0, fy (t) — e fx (1)} dt = / (1 _e”)fy(ﬁ;/lx(s))zg(() ds.
R

Ly x(R)N[g,00)

The claim follows then from Lemma A.2. O



Definition A.5. Let the assumptions of Definition A.5 of the main text hold and suppose Lx y :
R — D, D C R is a continuously differentiable bijective function. The privacy loss distribution
(PLD) of M(X) over M(Y) is defined to be a random variable which has the density function

dﬁ_ (s)
fX( X/Y( )) #7 SG'CX/Y(R)7

uJX/Y(S) =
0, else.
We directly get from Lemma A.4 the following representation.

Corollary A.6. A randomised algorithm M with an output of continuous one dimensional
distributions is tightly (¢,8)-DP for

5(c) = max max{x/y (). By x (0)). (A5)
where - -
Sy (€)= /<1e Yy (s) ds, Sy x(e) = /<1e€—s>wwx<s>ds.

A.2 Privacy loss distribution of compositions

In order to use the representation given by Corollary A.6 for a composition of several mechanisms,
we need to be able to evaluate the privacy loss distribution for compositions. This is given in
the following theorem which is a continuous version of [5, Thm. 1.

Theorem A.7. Let X, Y be adjacent datasets and let fx(t) denote the density function of M(X),
fy (t) that of M(Y), fx/(t) that of M'(X) and fy(t) that of M'(Y). Consider the PLD wy of
the composition of M and M" (either Mo M or M" o M). Denote by wx,y the PLD of M(X)
over M(Y') and by wx:/y+ the PLD of M'(X) over M'(Y'). The density function of wg(/y is
given by

o0

wkyy(s) = / wxy (Hwxr vy (s —t) dt.

—00

Proof. We first show that the privacy loss function of a composition is a sum of privacy loss
functions. Let £ Iy denote the privacy loss function of the composition mechanism. Then,

¢ _ fxxo(tita)\ Ix(t1) fx:(t2)
ey t2) =log (fmn,w) ) = log (fy(tl)fw(ta)>

_ x(t1)) fx(t2) (A.6)
o <fy(t1))> s (fy'(tz)>
=Lx/y (t1) + Lxryy(t2).
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Let S € R be a measurable set. By using the property (A.6) and by change of variables we see
that

W)Cg/y(s) = // Ix,x:(t1,t2) dty dta
{(tl,tg)ERzlﬁc(tl,tg) €S}

= // fX(tl)fX/ (tg) dt; dto
{(t1,t2)ER? : L/ (t1)+Lx1 /vy (t2) €S}

AL, (s1)
= // Fx(Lx)y (1)) ){(/1721

{s1+s2 €SN {Lx/y R)+Lxs /)y (R)}

d‘C)_(}/YI (82)

fX’ (E)_(}/Y/(SQ)) T d81 dSQ

= // wx/y (81)wx /v (s2) ds1 dsy

{s1+s2 €S}
= / / wX/y(sl)wX//y/(t—yl) d81 dt.
S —00

From Corollary A.6 and Theorem A.7 we get the following integral formula for §(e).
Corollary A.8. Consider k consecutive applications of a mechanism M. Let € > 0. The
composition is tightly (e,9)-DP for 6 given by

i(e) = nax maX{dX/Y(5)7 5Y/X(5)}a

where
oo

ox/y(e) = /(1 —e"7) (wX/Y «h WX/Y) (s) ds,

where (wx)y sk wx/y)(s) denotes the density function obtained by convolving wx/y by itself k
times (an analogous formula holds for §y;x(€)).

We also give the following result for the relation between wy,y and wy,y. This result can
be used to determine which the value max{dx,y,dy,x }. This result can be seen as a continuous
version of Lemma 2 in [5].

Lemma A.9. Let the privacy loss functions Lx;y and Ly, x and the privacy loss distributions
wxy and wy;x. Then, it holds Ly ;x(R) = {t € R : —t € Lx;y(R)} and for ally € Lx/v(R):

WX/Y(S) = eSWY/X(—S)-

5



Proof. From the definition it follows that
Lxy(t) = —Ly/x(t),

and therefore also

E_l

y/X(S) = [')_{}y(_s) (A~7)

for all y € Lx/y(R). Let y € Lxy(R). Then,

ALt (s)
Wy (5) = Fx(Exy () —
(s () 1 (A8)
- X/Y(S) ‘C/X/Y(E;(}Y(S)).
We notice that
fx()  _  fx(®)
Bor® 55—
00
Sy @) fy () = fi () fx (¢
IO OIS0k
fy @) () fy (t) — fy () fx (t)
_ oLxyyn_fr(t)
Ly (1)
and the claim follows using (A.8) and (A.7). O

One easily verifies the following corollary of Lemma A.9.

Corollary A.10. For the convolutions it holds

(WX/Y =% wX/Y) (s) =e” (WY/X = wy/X) (=s).



B Tight privacy bounds for the Gaussian mechanism via one di-
mensional distributions

In this Section we show that the tight bounds of DP-SGD can be carried out by analysis of one
dimensional mixture distributions. This equivalence has also been used in [1, Proof of Lemma
3]. We consider three different subsampling methods: sampling without replacement, sampling
with replacement and Poisson subsampling (see |2] for further details).

In the next subsection we also rigorously show that tight privacy bounds for DP-SGD can be
obtained from the analysis of one dimensional distributions.

B.1 Equivalence of the privacy bounds between the multidimensional and
one dimensional mechanisms

As an example, we consider the Poisson subsampling. In this case each member of the dataset
is included in the stochastic gradient minibatch with probability q. This means that each data
element can appear at most once in the sample. The basic mechanism M is then of the form

M(X) =" fla) +N(0,0°10),

zeEB

where B is a randomly drawn subset of {z1,...,zx} and [|f(z)||2 <1 for all z € B.

Consider the case of remove/add relation ~p and let X and Y be neighbouring datasets.
Consider first the case ¢ = 1, i.e., |B| = N. The condition of (g,d)-differential privacy states
that for every measurable set S C R? and every neighbouring X and Y:

P(M(X) € §) < eP(M(Y) € S) + 6. (B.1)

Suppose X =Y U {2’} and assume ||f(2')||2 = 1. and we easily see that this is then equivalent
to the condition that for every measurable set S C R%:

P(N(f(z),0°14) € S) < e"P(N(0,0%1) € S) + 6. (B.2)

Let U € R%4 be a unitary matrix such that

This means that U is of the form U = [f(ac’) [ﬂ, where U can be taken as any d x (d — 1)

matrix with orthonormal columns such that U” f(z') = 0.



Due to the unitarity of U, the condition (B.2) is equivalent to the condition that for every
measurable set S C R%:

P(UN(f(z'),0%13) € US) < e°P(UN(0,0%1,) € US) + 6. (B.3)

Furthermore, due to the unitarity of U, UN(0,021;) ~ N(0,0%1;) and we see that (B.3) is
equivalent to the condition that for every measurable set S C R%:

P(N(e1,0°1,) € US) < eP(N(0,0%1,) € US) + 6, (B.4)

where US = {Uxz : = € S}. Then, we see that the condition (B.3) is equivalent to the condition
that for every measurable set S C R:

P(N(1,07%) € §) < e“P(N(0,07) € ) + 6. (B.5)

Thus, if X and Y are given as above, finding the parameters € and ¢ that satisfy (B.1) amounts
to finding values of € and § that satisfy (B.5).

When ¢ < 1, we see that f(2’) is in B with a probability q. Reasoning as above, we arrive
at the the condition that for every measurable set S C R%:

P(q]\f(f(a:’),a2[d) + (1 — @) N(0,0%1,) € S) < eS]P’(/\/'((),JQId) €S)+4,

where gN (f(2'),0%13) + (1 — ¢)N(0,021,) denotes a mixture distribution. Similarly, this leads
to considering the one dimensional neighbouring distributions

fx =gN(1,0%) + (1 —gN(0,0%) and fy := N(0,0?).

In order the condition (B.1) holds for all X ~r Y, then it has to hold that for every measurable
set § C R both

P(fX € S) < QEP(fY € S) +46 and ]P)(fy € S) < eap(fx € S) + 4.

With an analogous reasoning, we see that in the case of substitution relation ~g the worst
case is obtained by considering the neighbouring distributions

N (1,0%) + (1 — ¢)N(0,0?)

and

N (=1,02%) + (1 — Q)N (0,52).

Finally, we note that the case || f(z')]]2 < 1 would lead to neighbouring distributions fx
and fy that are closer to each other than in the case ||f(z')||2 = 1. This would give tighter
(e,0)-values, i.e., |[f(z')]]2 = 1 gives the worst case. This could be shown rigorously by scaling
the parameter ¢ and considering the analysis below.



B.2 Poisson subsampling
B.2.1 Neighbouring relation with remove/add

As shown above, for the analysis in case of Poisson subsampling it is sufficient to consider the
density functions (see also [8] and [3])

—(t—1)2 42

fx(t) =q—=e 22 +(1-¢q) ,
V2mo2 \/27ra (B6)

7152

Q

fr(t) = Fgrze®?
The privacy loss function Lx/y(t) is then given by

—(t— 1)2 —¢2
1
q e 22 4 (1—-gq) 2t_1
Ly (t) = log =252 i ~ log (4¢3 + (1-9)).
———e 202
22

We see that Ly/y(R) = (log(1 — ¢),00) and that Lx/y is a strictly increasing continuously
differentiable function in the whole R. Straightforward calculation shows that

_ e —(1—q 1
EX/y( s) = 0210g(q)+2
and
d o2es

a8 = Y rpms

The privacy loss distribution wy/y is then given by the density function

d‘*‘)X/Y {fX( X/y( )) ﬁx}y( s), if s >log(1 —q),
ds

0, else.

The privacy loss distribution % has its mass mostly on the positive real axis (equals zero

for y < log(1l — ¢)) and so do the the convolutions (fs/y xR de/Y Therefore, by Lemma A.9

. d .
and its corollary, we see that w(fs/x has its mass mostly on the negatlve real axis (equals zero

for y > [log(1 —¢)|). Thus the representation (A.5) supports the numerical observation that
generally 6 = dx/y.

B.3 Sampling without replacement and ~g-neighouring relation

Denote by m the batch size (fixed) and ¢ = m/N. In case of sampling without replacement and
(€,d,~g)-DP, the differing element is in the minibatch with a probability ¢, and without loss of



generality, we may again consider the density functions

—(t— 1)2 42
1 2 — 207
Ixlt) =azme = + (1 Q)meﬂ’ (B.7)
1 —<t+1>2 —¢2 '

Frlt) = g e 57 4 (1— g) e,

T

The privacy loss function is then given by

p =u=D? =2

2t—1
4 e 2%+ (1—q) e e [4€27 (=)
1 —(t+1)2 42 - g —2t—1 .

¢ 50 2t +(1-q) e’ ge 27 +(1—q)

Now Ly,y(R) = R and Lx/y is again a strictly increasing continuously differentiable function
in the whole R. Denote

Lx,y(t) =log

1

and c=gqe 272,

o

€Tr = 67
Then, solving .CX/y(t) = s leads to the equation

cx+(1—gq) ot
cx™l 4+ (1—q)

—= c?+(1—q)(1—e®z—ce®=0
P L Bt R Y/ (e e
2c
We find that
_ —(1=q¢)(1—e®)+ /(1 —q)%(1 —e®)?2 +4c?%e®
,CX/Y( )—0210g< \/2c
and

4c?e®—2(1—q)%e3(1—e*®) . s
(5) = o 2 ier+(—qpien? T (L 4)e

Viactes + (1 —q2(1—e®)? — (1 —g)(1 —e%)

In case of odd loss functions (fy (—t) = fx(t) and Lx,y(—t) = —Lx/y(t)) we have the following:

d 1
dsﬁX/Y

de/y §) — dwy/X (3)
ds ds
This follows from using the oddity of Lx/y and Lemma A.9. Therefore, if fy(—t) = fx(t) and
Lxy(—t) = —Lx,y(t), it holds § = dy,x = dx/y by the representation (A.5).

We remark that in (g,6, ~g)-DP, the Poisson subsampling with the sampling parameter ~y
(i.e., each sample is in the batch with a probability ) is equivalent to the case of the sampling
with replacement with ¢ = -, as in both cases the differing element is included in the minibatch
with probability ~.

10



B.4 Sampling with replacement and ~g-neighouring relation

Consider next the sampling with replacement and the ~g-neighbouring relation. Then the num-
ber of times the differing sample 2’ is in the batch is binomially distributed, i.e., the probability

l m—~_
for being in the batch ¢ times is (l> <l> (m), where m denotes the batch size and n the

n n ¢
total number of data samples.

Then, without loss of generality, we may consider the density functions (m denotes the batch

size)
m 2
—=p
mé
()= A Yo -0 (7)e 5

- (B.8)
m 2
m —(+H
M
where ¢ = 1/n. The privacy loss function is then given by
N 0 —egmy N
eEq (1=gm=*(7) e 2 ZZ%
=0 =0
EX/Y(t) = ]'Og m 7(t+é)2 = log m Y
Z qﬁ(l _ q)m—é (7?) e 202 Z ch—é
=0 =0
where ,
4
c=q¢1—-qm" <TZ> e2? and z=eo?. (B.9)
Since ¢g > 0 for all £ = 1,...,m, clearly > ;" coxt is strictly increasing as a function of ¢ and

Yoo cex ! is strictly decreasing. Moreover, we see that

Z?L:o Cémé

Sigcert

Z[ 0 CN

S cﬂ_z—>oo as t — oo.
=0

—0 ast— —o0 and

Thus, Lx/y(R) = R and Lx,y(t) is a strictly increasing continuously differentiable function in
the whole R. To find E;(}Y(s) one needs to solve Lx/y(t) = s, i.e., one needs to find the single
real root of a polynomial of order 2m.

To find EX/Y( s), i.e. to solve Lx,y(t) = s for a given y, one may use e.g. Newton’s method.

11



C Error estimates

For the error analysis we consider the Poisson subsampling with (g, d, ~g)-DP, i.e., we consider

the PLD density function (Sec. B.2.1)

_ ) flg(s)d'(s), if s >log(1—q),
w(s) = 0

otherwise,
where
1 —(t=1)? _ 1%
f(t) = \/W [qe 202 + (1 - Q)e 202]’

g(s) = 0% log (es — (ql — q)> - %

(C.1)

Theorem C.1. Let the vector C* be defined as in Sec. 5.3. Total error of the approzimation
(determined by the truncation parameter L and the discretisation parameter n) can be bounded

by three terms as follows:

oo n—1

/(1 — e ) (wHw)(s)ds — Az > (1—eTEANCF| < I(L) + I(L) + I3(L,n),

p =0

where

mm:/Wmem,

L
L

B(1) = | [ w)(s) - @k B)(s) ds|,
L

n—1

Is(L,n) = /(1 — )@@ D) (s)ds — Az Yy (1—eT AR

] =0

12



Proof. By adding and subtracting terms and using the triangle inequality, we get

o0

n—1
/(1 — e (w* w)(s) ds — Az Z (1- e‘s_(m””))C’éf
€ =0
00 L
< /(1 — e %) (w " w)(s) ds — /(1 — e %) (w " w)(s) ds
) L ) L
+ /(1 — e %) (w " w)(s) ds — /(1 — e %) (@ @ D) (s) ds
5 : - (C.2)
+ /(1 — ") (@@ Q) (s) ds — Az Z (1 — egf(m’”))CéC
e =0
o0 L
/w* w)(s) ds| + /(w “Fw)(s) — (@@ D)(s) ds
L €
L n—1
/ (1—e* %) (@@"D)(s )ds—AxZ( —esm (A2 O
=0
O

We consider next separately each of the three terms on the right hand side of (C.2).

C.1 Tail bounds for the convolved PLDs
The first term on the right hand side of (C.2) is bounded by the tail of the convolved PLDs:

0o L

/(1—65S)(w*kw)(s)ds—/(l—e ) (w ** w)(s) ds g/oow* w) (C.3)
L

3 3

In this Section we show how to use existing Rényi differential privacy (RDP) results to bound
the tail (C.3).

The Chernoff bound (see e.g. [7]) states that for any random variable X and for all A > 0 it
holds
E[eAX ]

PIX > t] = Ple™ > M) < =

(C.4)

From the RDP bounds given in [4] we obtain the following bound for the moment generating
function E[e?].

13



Lemma C.2. Suppose g < é and o > 4. Suppose \ satisfies

1
1< < 5020 — 2log o,

) < %020—10g5—210g0

c+log(g\) +1/(202)"

where ¢ = log (1 + ﬁ) Then,

2¢%(A + 1)\

Ele?] < 1
[e™] <1+ =

Proof. Making change of variables y = L(t) (recall: L(R) = (log(1 —¢q),00) and L(t) is a strictly
increasing differentiable function), we see a connection to the Rényi differential privacy:

E[e™] = eMw(s) ds
log(l/—q)
= / MW £y (8) dt
7 fx(t)>A
__4 (F) s
B o fX(t)>)\+1
__4 (fy(t) friyd
Here fx(t) = qui(t) + (1 — huo(t), where po(t) = —-—e®® and i (t) = —sle 5, and

fy(t) = po(t). Therefore

ot s Fx(®) A1 B o0 i (t) A1

—00 —0o0

From the proof of [4, Thm. 11| we get a bound for (C.5) which shows the claim. O

Theorem C.3. Let the assumptions on o and q of Lemma C.2 hold. Assume w;, 1 = 1,...,k
are independent PLDs of the form (C.1) determined by o and q. Denote Sy := Zle w;. Then,

it holds .
2 1
P(S, > L) < <1 + w‘) e IA

2
o
for all \ that satisfy the assumptions of Lemma C.2.

14



Proof. Since w;’s are independent, we have by Lemma C.2,

k k
]E[e)\sk] - H]E[e)\wi] < <1 + 2q2()\+1)>\) )

: o
i=1

Using the Chernoff bound, we find that

2¢° (N + 1)>\> " S\
—_— (&3
0-2

P(Sk > L) < <1+

For all X\ that satisfy the assumptions of Lemma C.2. O

The parameter A in Theorem C.3 can be chosen freely as long as it satisfies the conditions of
Lemma C.2. The A that minimises the function A2e =1 is given by \ = % This choice leads to

the following bound.

Corollary C.4. Let L be chosen such that X\ = L/2 satisfies the assumptions of Lemma C.2.
Then, we have the following bound:

k
235+ 1)\ 2
o2 ©

P(S, > L) < <1+

Notice that

o0

P(S,>L) = /(w «* W) (s) ds.
L

Example 1. Set ¢ = 0.01, 0 = 4.0. We numerically observe that the conditions of Lemma 9
hold up to A &~ 14.3. Thus, Corollary 4 holds up to L = 28.6. Figure 1 shows the convergence of
the bound with respect to L.

Example 2 (Illustration of the bound (7.3) of the main article). When ¢ = 0.01 and o = 2.0,
the conditions of Lemma 9 of the main article hold for A up to ~ 9.5 (i.e. (7.3) holds for L up to
~ 19). Figure 2 shows the convergence of the bound (7.3) in this case.

15
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Figure 1: Convergence of the bound given by Corollary 4 for ¢ = 0.01 and o = 4.0.
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Figure 2: Convergence of the bound (7.3) of the main article for ¢ = 0.01 and o = 2.0 for
different number of compositions k.
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C.2 Errors arising from truncation of the convolution integrals and periodi-
sation

We next bound the second term on the right hand side of (C.2), i.e. the term

L L

/(1—658)(w * w)(s) ds—/(1—e”)(w ®F &) (s) ds| .

15 &€
We easily see that this can be bounded as
L L
/(1 — e %) (w " w)(s) ds — /(1 — e ) (@ @ Q)(s) ds
: (C.6)

L ;
g/‘(w*kw—w@ﬁw)(x)‘ dx—l—/‘(w@kw—&@k@)(x) dx

C.2.1 Truncation of the convolution integrals

We first bound w **¥ w — w ®* w. We have the following pointwise bound.

Lemma C.5. Leto >0 and 0 < g < % Let w be defined as above, and let L > 1. Then, for all

r €R,
k k _(e?Lyo)?
(w*"w—w®"w)(x)| < koe 202,
1 1
where C' = o2 log(3;) — 3
Proof. By adding and subtracting, we may write
witw—wefv=we (W lw-—wer lw)+we (W tw —wx (webtw), (C7)
where
w® (W lw) —ws (wew)(x)
L 00
= /w(t)(w ®F L w)(z —t) dt — / w(t)(w @ w)(z —t) dt
—L —00
= —/w(t)(w ®F L w)(z —t) dt,
L

17



since w(s) = 0 for all s < log(1 —¢) and —L < log(1 — ¢). Using Lemma D.3 of Appendix, we
see that for all x,

‘(w@ (w1 w) —ws (wak? w))( < m>a£(w / (x—t)dt
L
< maxw(s) (C.8)
s>L
_ —(c2140)?
< oe 202
Using again Lemma D.3, we see that for all x,
00 L
[(wrw—wew)(x)| = / wt)w(z —t) dt — /w(t)w(a: —t)dt
—00 —L
= /w(t)w(x —t)dt
s (C.9)
< _
< rsnzaziw(s)/w(x t) dt
L
_ —(e%L+0)?
< e 202
The claim follows from the recursion (C.7) and the bounds (C.8) and (C.9). O

C.2.2 Error arising from the periodisation

We next bound the second term on the right hand side of (C.6). The bound is expressed in
terms of the the log of the moment generating function of the privacy loss function £ = Lx y
(see also [1]) which is defined for all A > 0 as

a()) :=log E [eMO)].
i fx (t)

As shown in equation (7.2) of the main text, a(\) is related to the moment generating function
of the privacy loss distribution as
E[e?] = e®W), (C.10)

Thus, using the Chernoff bound and (C.10), tail bounds involving w can bounded in terms of
a(A). Bounds for a(\) in the case of Poisson subsampling with ~g neighbouring relation are
given in [1] and [4].

18



Lemma C.6. Let w be defined as above. Then,

2 o
/ ’(w ®F w—o®FD)(z)| de < eL/De="5 4 o Z eka(nL)g=2(nl)*

n=1
Proof. We see that

@@ T —wek w)(x)

L
k—1
:/w /wtkl x—Z-,l O dty . Aty
—L

—L

L L
— /w(tl) c.. /w(tkl) w(x — Zf;ll tZ‘) dt1...dtg—1
L L
7 i (C.11)
= /w(tl) - /w(tkl) &(x — Zf 11 ) dtq...dtg_q
L L
L L
_ /w(tl) ... /w(tk—l) w(r — Zf:f t;) dty ... dtg—q
L g

L L
— /w(tl).../w(tk 1)( (:B—Zi:ll ti)—w(x—Zi: ti)) Aty ... dtg_y
"y -L

since w = w on the interval [—L, L].
Recall that @ is the 2L-periodic function for which &(t) = w(t) for all ¢t € [-L, L]. Therefore

Bt)—wt)= > @ult)—r(t), (C.12)
neZ\{0}
where
N w(t—2nL), ifte[2n—-1)L,(2n+1)L]
“n(t) = 0 else
and

(t) = {w(t), if ¢ > L

0, else.

Thus, from (C.11) and (C.12) it follows that
(@@ & —w ek w)(x) = Ci(z) + Ca(x), (C.13)

19



where

L L
Ci(x) = /w(tl) e /w(tk_l) Z O (z — Zf:_ll t;) dty ... dtg—q
L .y

nez\{0}
and
L L
k—1
Cﬁﬂ:/w@)”/wQAV@—ELﬂMdh”
-L -L
We see that |C(z)| can be bounded as
L L
N k-1
’Cl($)| = /w(tl) e /w(tk_l) Z wn(x — Zi:l ti) dty
—-L -L neZ\{0}
L L
. k—1
_ /wm)n/}whﬂwﬂx—Eltnal
TLGZ\{O}_L —L
L L
k—1
< /w(tl) ./w(tkl)w(a:—QnL— ot
L “L

IA
3
m
M N
N
_
o

neZ\{0} o oo
= Z (w** w)(z — 2nL)
neZ\{0}

Next, consider the expression

L

= nezZ\{0}

20

jfwun“./ﬂqmgwm—anL_Esz

Cdtg .

coodtp_q

odt

z) dty...dtg_1

ti) dt1...dtg—1

Z (wxFw)(x—2nL) dz = Z /(w*kw)(m—2nL) dx+2/(w*kw)(:c+2nL) dx
n=1 e n=1 e

. (C.14)



Clearly, for the second term on the right hand side of (C.14),

. L+2nL

i/LW*wx—i—%LL =3 | @) s

n=1 =l onL

o0

Z / wF w)(z) dz
"=l ionr (C.15)

<Z/w*w ) dx
n12nL

< Z eka(nL)e —2(nL)? ’

where on the last step we use the Chernoff bound for each term with A = nL.
In order to bound the second term on the right hand side of (C.14) we consider the following.
From the Chernoff bound we get

Plw<—-L)=P(-w>1L)< ey (C.16)

for all A > 0.

Let us use again the notation of the proof of Lemma C.2, i.e., denote fx(t) = qui(t) + (1 —

—t2 —(t=1)
q)po(t), where po(t) Tors3® 202 and pq(t) = \/2;_76 202 | and fy(t) = po(t). By change of

_ 1
variables s = Lx/y (t), we see that

oo o0

vy [ Neg XY 0N
Ele ]_/e O fx(t) t_/<fX(t)> fx(t) dt. (C.17)

—0o0 —00

From [4, Corollary 7] it follows that for all A > 1,

(R (0 R (0

(C.18)

Le., from (C.17) and (C.18) we find that for any A > 1 it holds

E[ef)\w] S E[e()\*l)w] — ea()‘fl)‘ (C].g)
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Using the bounds (C.16) and (C.19) we get for the second term on the right hand side of (C.14):

w L (1—2n)L
Z/w*w )(x —2nL) dx—z / w*w ) dz
n=1 n=1__% 1
—(2n—1)L
< Z / (w *F w)(x) da (C.20)

e a(nL)e—2(nL)2 7

&8 ||

3
Il
—

where on the last step we use the Chernoff bound for each term with A = nL + 1. Substituting
(C.15) and (C.20) into (C.14), we see that

/ |Cy(z)| dz < 2 Zeko‘("L)e_Q("L)Q. (C.21)
n=1
Moreover,
L L
k—1
/|C2 )| dz —/ /w t1). /w tp—1)r(z — Zi:l t;) dty ... dtg_1 dx
€ —L
. . (C.22)
k—1
:/w(tl).../w(tk_l)/r(:n—zizl t;) dz dty . .. dig_s.
iy gy €
Clearly, for the inner factor in the integrand it holds by the Chernoff bound (setting A = L/2)
L o)
k—1
/7“(33 - Zi:l t;) dz < /w(t) dt < e /27
€ L

Thus, from (C.22) it follows that
2
/\Cg(ac) dz < e*(E/2e~% (C.23)
Substituting (C.21) and (C.23) into (C.13), we get

2 o0
/ ‘(W ®F w—o@F 07)(33)’ de < eL/De=% 1 9 Zeka("L)e_Q(”L)2.

n=1
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C.3 Error expansion with respect to Ax

The purpose of this section is to show that the following assumption used in the main text holds
(recall Ax =2L/n):

There exists a constant K independent of n such that

L n—1
/(1 — T @ @7 D)(s) ds — Az Y (1—eT A CF = KAz + O((Ax)?). (C.24)
e /=0

We motivate this assumption using the Euler-Maclaurin summation formula which gives the
following expansion for the error of the Riemann sum formula (see [6, Ch. 3.3]).

Lemma C.7 (Euler-Maclaurin formula). Let f € C*™*2[a,b]. Let N € Nt and denote Az =
(b—a)/N. Then,

N-1 m
Az Y fla+ilz) - / b f(@) dz = A D= 10) o) o) Z(M)Q’f@( FEED @) = P D(a))
i=0 @ ’

ma2 Bom+2 m
where B; is the 1th Bernoulli number.

Consider the discrete convolution vector C* as defined in Section 5. By definition (summa-
tions periodic, indices modulo n),

n—1 n—1
Cf =Az) ©(jAn)CI!, Cf = Ax) &(jAz)B(iAx — jAz)
=0 j=0
If, instead, we consider the discrete convolutions
n—1 n—1
Ck = Ame(jA:z)Cf:jl, C? = Az Zw(jA:c)w(iAa: — jAx),
j=0 =0

then by the Euler—-Maclaurin formula there clearly exist a constant K independent of n such
that

)

CF — (W@ w)(~L +iAz) = KAz + O((Az)?)

forall k =1,...and ¢ = 0,1,...,n — 1. Since the integrands in the convolution integrals of
w ®F w are piecewise smooth (we omit details here), it also has to hold
CF — @ @"T)(~L +iAz) = KAz + O((Ax)?) (C.25)

for some constant K independent of n.
Using (C.25) and the Euler-Maclaurin formula and the fact that the expressions in (C.24)
are piecewise smooth, verifies the assumption (C.24).
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D Auxiliary results

The following lemma is needed in the derivation of Newton’s iteration.

Lemma D.1. Let ~
fe) = [ (el ds.

Then, .
fe) == [ e gls) s
Proof. Writing . .
fe) = [ g ds—et [ e gts) s

and using the fundamental theorem of calculus and the chain rule, we see that

fl(e) = —g(e) — ee/ooe_sg(s) ds+e-e “g(e) =— /OO e ?g(s) ds.

O]

Recall that for the error analysis we consider the neighbouring relation ~p, i.e., we consider
the density function

o(s) = {ﬂg(s))g'(s), if s > log(1 —q),

0, otherwise,
where
F) = ——— [go "5 + (1 - ge"37] (D.1)
g qe o — q e o 5 .
V2mo?
S—(1— 1
g(s) = o log (e(q)) t3 (D.2)
q

The following lemmas which are be needed in the analysis of the approximation error.

Lemma D.2. For all s € (log(1 — q), 00):
o 1

ed?.
qV 2T

Proof. Consider first the case s € (log(1 — g),0]. We see that then g(s) € (—oo, 3] and therefore

w(s) <

(g(s)—-1)* _9(s)?

e 202 S e 202 .
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Thus,

Moreover, for all s € (log(1 — q), 0],

g(s) = < . (D.4)

Using (D.3) and (D.4), we find that

o efgéj);
w(s) < e —(—q) (D.5)
We make the change of variables x = g(s). Then,
1 Ly s
ey cu R
and from (D.5) we see that
w(s) <~ eimeaE T o o T ok
T qV2r qV2r T qVer
which shows the claim for s € (log(1 — ¢),0].
Assume next s > 0. Then,
2,5 2 2
g(s) = 5 _U(f_ -1 —01;‘1 < %.
Since f(g(s)) < \/2;?, we see that when s > 0,
o
w(s) < Nor
O
Lemma D.3. Foralls>1 and 0 < q < %
w(s) < oo

where C' = o2 log(ziq) -1
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Proof. Since s > 1,

1
es—(l—q)zies

and therefore s . .
g(s) = o log (e — _q)> +52 o?s+C,
q

where C = o2 10g(2—1q) + 3. We see that C > 3, since 0 < ¢ < . Then also

Flols) < —mmge T
= Vorg? )
Furthermore, when s > 1,
/ o’e’ 2
9(8)—e5_(1_q) <2

Thus, when s > 1,

O
D.1 Bounds for derivatives
Lemma D.4. Suppose o > 1. For all s € (log(1 — q),00):
3
W(s)| < 460—%0—
6] < 1722
and
o o3
| (s)] < 1le2e? —.
q
Proof. Denote
w(s) = fg(s))g'(s),
where i ) )
g(s) = o?log <e—(—q)> + - (D.6)
q 2
and
50 = < lae ™5 +(1- e 57)
= qge 20 —q)e 202].
2mo?
Straightforward calculation shows that
W'(s) = f'(9(s)(d'())* + f(g()g"(s) (D.7)
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and

W (s) = f"(g(s)(g'())* + 3F(g(5))g" (s)g () + f(g(5))gP(s). (D.8)
Moreover,
rrN oe®
g(s)= = 1—q)
g — 02(1 —q)e’
g"(s) (es—(l—Q))27 (D.9)
2 S(nS
oy 21— ges(e® + (1 - g))
g () (es—(l—q))?’
Case s > 0. When s > 0, it holds
e’ B 1 < 1
et —(1-q 1-L27¢

2
, o
g(s)| = —,
(6] <
" o?
19" (s)] < 2 (D.10)
202
Notice that when s > 0, g(s) > % By an elementary calculus, we find that when ¢ > 1, for
t> % it holds
1
t) < —
=,
1 ¢t _e=»* 1
"(t) < —e 22 < -
f()_\/mge S (D.11)
1

a2
q
8 (D.12)
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when s > 0.

Case s € (log(1 — ¢,0)). When s € (log(1 — ¢),0), from (D.9) it follows that

0,2
Ol ey st
2
"\l < U—,
e < (er —(1-q)°
‘9(3)(8)‘ 20?

<
T (es— (1)’

(D.13)

Consider next the five terms on the right hand sides of (D.7) and (D.8). Consider first the term

f(g(s))g”"(s). By (D.13), we have the bound

2
o
Fg(s))g"(s) < f9(s) ———
(er—(1-1q))
Next, make the change of variables x = ¢(s). Then, since (see (D.6))
1 1 =2etl
_—— = q e 202 y
e —(1—q)
the bound (D.14) gives
4o 31 —(z+2)* 1 30
s)NG"(s) < o2q 2 f(z)e ga;2<o2 _26032 e 22 < eo? —,
Ha(s))g'(5) < o 2 fla)e 587 < o et eSS < o G

2

(D.14)

(D.15)

(D.16)

as f(t) < -2 27 for t < 3 and g(s) < % for s € (log(1 — ¢,0)). With a similar technique,

V2mo?

i.e., by using the change of variables = = g(s) and (D.15), we find after tedious calculation that

fwmwﬁﬁswég,
f@@M%W§@$§,
31/(9(6))g" (50 (5) < 0552 75,

¢M®MW@§éﬁ$;
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Substituting (D.16) and (D.17) into (D.7) and (D.8) gives the bounds

1 (D.18)

for all s € (log(1 — ¢,0)).
The claim follows from the bounds (D.12) and (D.18).
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D.2 Tables of numerical convergence for Section 8

n FA err(L,n)

-10%  0.0491228786423 2.01-1072
-10°  0.0496089458356 3.12-10~*
-10°  0.0496013846114 1.06- 10~
-10°  0.0496014103882 1.71-107°
-10°  0.0496014103252 2.66- 10~
-10%  0.0496014103146 8.88 - 10~ !2
-10%  0.0496014103163 2.22-107!2

CRR= e SR RSOy

W =

Table 1: Convergence of §(¢)-approximation with respect to n (when L = 12) and the esti-
mate (7.4). The tail bound estimate (7.3) is O(10724).

L FA estimate (7.3)
2.0 0.0422160172923 3.32-1071
4.0 0.0496008932869 4.96-1073
6.0 0.0496014103158  3.32-107
8.0 0.0496014103134  1.00-1071°

10.0 0.0496014103134  1.36-10716
12.0 0.0496014103163  8.30 - 10~24

Table 2: Convergence of the §(¢)-approximation with respect to L (when n = 3.2 - 10°) and the
error estimate (7.3). The estimate err(L,n) = O(10712).
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