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Abstract

Recent advancements in Generative Adversar-
ial Networks (GANs) enable the generation of
highly realistic images, raising concerns about
their misuse for malicious purposes. Detecting
these GAN-generated images (GAN-images) be-
comes increasingly challenging due to the signifi-
cant reduction of underlying artifacts and specific
patterns. The absence of such traces can hinder de-
tection algorithms from identifying GAN-images
and transferring knowledge to identify other types
of GAN-images as well. In this work, we present
the Transferable GAN-images Detection frame-
work (T-GD), a robust transferable framework for
an effective detection of GAN-images. T-GD is
composed of a teacher and a student model that
can iteratively teach and evaluate each other to im-
prove the detection performance. First, we train
the teacher model on the source dataset and use it
as a starting point for learning the target dataset.
To train the student model, we inject noise by mix-
ing up the source and target datasets, while con-
straining the weight variation to preserve the start-
ing point. Our approach is a self-training method,
but distinguishes itself from prior approaches by
focusing on improving the transferability of GAN-
image detection. T-GD achieves high performance
on the source dataset by overcoming catastrophic
forgetting and effectively detecting state-of-the-
art GAN-images with only a small volume of data
without any metadata information.

1. Introduction

Recent advancements in Generative Adversarial Networks
(GANSs) (Choi et al., 2019; Zakharov et al., 2019; Karras
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Figure 1. Sample data used for our experiment. Images inside the
green border are real images, while those inside the red border are
GAN-images. The left-hand side images in row order are from
CelebA, StarGAN, FFHQ, and StyleGAN. The right-hand side
images in row order are from PGGAN and StyleGAN2.

et al., 2019b; Shaham et al., 2019) enable the generation of
realistic images, which has now become feasible through
few-shot or single-shot learning. Some GANs manage to
further reduce visible artifacts and patterns, such as blurred
object shape, checkerboard artifacts, semantically strange
objects, and unnatural backgrounds. For these reasons, even
high-resolution images produced by the latest GANs are
hardly distinguishable from real images or by human inspec-
tion.

A typical way of detecting GAN-images is to train Convo-
Iutional Neural Networks (CNNs) and a binary classifier
with a large number of images generated from GANs. Some
researchers (Marra et al., 2019a; Zhang et al., 2019; Yu
et al., 2019) have shown that the detection performance can
be improved by analyzing artifacts and patterns in GAN-
images. Many of the existing methods has achieved high
performance in detecting GAN-images when the model tests
on the same dataset used during the training phase (Tariq
etal., 2019; 2018; Jeon et al., 2019). Moreover, this binary
classifier can be realized by the use of existing and well-
structured CNN architectures (Tan & Le, 2019; Jeon et al.,
2020).
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Figure 2. Overview of our T-GD network. For efficient transfer learning, our network uses L?-Starting Point (red) and Self-training (blue).

However, above methods are ineffective for improving trans-
fer learning performance. That is, when the CNN classifier
is trained on one dataset, it shows poor performance on
other datasets. ForensicTransfer (Cozzolino et al., 2018)
introduced an autoencoder for the GAN-image detection.
They apply autoencoder and detect GAN-images through
reconstruction error. This learning method has advantages
regarding lower data usage, when the model is well trained.
Although the ForensicTransfer showed promise for model
transferability, its performance remains mediocre. In pre-
vious research, either artifacts, patterns, or augmentations
were utilized individually for successful transfer learning,
yet it is possible to combine them to transfer knowledge of
GAN-image detection.

In this paper, our objective is to maintain a high detec-
tion performance during transfer learning on the source
and target datasets, without suffering catastrophic forget-
ting. While many studies on transfer learning have already
shown impressive performance, they have not applied for
GAN-image detection. Therefore, in this work, we pro-
pose a novel regularization method with self-training for
transfer learning by combining and transforming regular-
ization, augmentation, self-training, and learning strategies
to improve transferability of GAN-image detection. In par-
ticular, our approach is inspired by starting point as the
reference (SPAR), L?-SP (Li et al., 2018), which regular-
izes the weight variation of a target model by referring to
the weights pre-trained on the source dataset. The limitation
of the latter method is that it cannot provide an optimal

solution for transfer learning. As the regularization strength
changes, the control of the regularization can easily be lost.
Our approach overcomes this issue through self-training,
where the teacher model automatically helps control the
strength of regularization when the student model learns
from the target dataset.

In addition, we introduce a novel augmentation method to
solve the over-fitting problem by transforming Cutmix (Yun
et al., 2019), which randomly mixes up a rectangle patch
of training images. Note that the original Cutmix mixes up
inter-class images; our experiment showed that this renders
the learning process highly unstable for a binary classi-
fier, and thus we transform the inter-class Cutmix to an
intra-class Cutmix to increase the stability of the learning
process. Also, our method combines Gaussian blur (Xuan
et al., 2019) and Joint Photograph Experts Group (JPEG)
compression (Wang et al., 2019), which were previously
studied for GAN-image detection.

For transfer learning, we apply learning strategies, such as
Weight Standardization (Qiao et al., 2019) (WS), Group
Normalization (Wu & He, 2018) (GN), and the tuning of
learning rate and momentum rate (Li et al., 2020). WS and
GN achieved comparable performance on image classifica-
tion, not depending on batch size statistics. Also, we imple-
ment transfer learning using low learning and momentum
rates for stochastic gradient descent (SGD) inspired by (Li
et al., 2020). These have been experimented on object detec-
tion transfer, but we demonstrate that these strategies also
work well for transfer learning across different domains. Fi-
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nally, we integrate these approaches into one framework, thedge distillation, and continual learning. In particular, start-
Transferable GAN-generated image Detection frameworkng point as the reference (SPAR) (Li et al., 2018) and
(T-GD). Compared to general methods of transfer learningpeep Learning Transfer using Feature Map with Attention
and recent GAN-image detection, we show that T-GD iS(DELTA) (Li et al., 2019) usd.? regularization as a starting
equipped with robust transferability and achieves high perpoint to maintain the source dataset as the inductive learning

formance. method during domain adaptation. The difference from ours
is that we use self-training to control the regularization ef-
2. Related Work fect, which has the advantage of preventing either excessive

or minor regularization.
GAN-image detection. Widely used approaches for the . o i
detection of GAN-images include the addition of a Iearning(Ylm etal., 2017) proposed two additional layers to calcu

. ; ... “late the ow of solution procedure matrix for knowledge
method, the transformation of GAN-images, the application . . )
. distillation, but our T-GD shows robust performance in trans-
of data augmentation, and the use of metadata. Another

X . . : er learning without these layers and expensive computation.
technique, based on multi-task incremental learning (Marrq_earning with continual tasks (Zenke et al., 2017), where

et al., 2019b), shows great promise for transferability within L ; .
. . . L the node weight is regularized based on the importance of
different types of GAN-images, changing the existing learn-_~ . LY
revious tasks, is similar to our method. However, we pro-

N9 ”.‘e‘hOd (autoenco.der) _and. loss funcUon (mcrementa\'i/)ide the following differences: First, the source and target
learning). However, a lingering issue is the need for a large

amount of data; our work directly alleviates this problem datasets differ in size (see Table 2), resulting in relatively

RS . low computational cost in.2-SP. Second, in our task,
maintaining the model performance with a smaller amount_ | .~ ", o ;
. i .~ achieving generalizability using a small amount of target
of data. (Nataraj et al., 2019) proposed using a combination, _. . : o
of Co-occurrence matrices and JPEG compression to trandata is as essential as the prevention of forgetting; to address
P s trade-off, we chosk?-SP using all weights. Third,

form GAN-images for data augmentation. Co-occurrence nlike continual learning on each independent task, our

matrices are extracted from three color channels in the pix : - .

: ; : . T-GD focuses on transfer learning within the GAN-image
domain following JPEG compression and are used to tra'r(]domains
the CNN. In their approach, the JPEG compression con- '
tributed to the improvement of performance, but the transSelf-training. Self-training methods (Yalniz et al., 2019;
formation of the input data into co-occurrence matricesXie et al., 2019) were used to increase the state-of-the-art

caused over- tting and reduced generalizability. top-1 accuracy of ImageNet (Russakovsky et al., 2015). The

Some methods identify a unigue artifact spectrum Causeaﬁference from our work is that our objective is to increase

by the up-sampling component (Zhang et al., 2019), Wh"eransferablllty and not the single model performance. We

4 . isea teacher-student structure, and inject noise to the stu-
others use the photo-response non-uniformity (PRNU) patj o el and the input data to prevent over- tting by ef-
tern as the input of CNN classi ers (Marra et al., 2019a) P P gby

Augmentation technigues requiring domain knowledge Offect|ve techniques, such as dropout (Srivastava et al., 2014),

GAN-image detection, such as Gaussian blur and Gaug-tOChaStlc depth (Huang et al., 2016), and intra-class Cut-

sian noise (Xuan et al., 2019), were also studied and thmIX (data augmgntaﬂon)). Also, self-training was used fqr
T . ; omain adaptation by (RoyChowdhury et al., 2019). Their
combination of Gaussian blur and JPEG compression was L N . .
. . elf-training model is video-speci ¢, applying a teacher

shown to achieve high performance (Wang et al., 2019). . N
: . . odel to the target domain, which is different from our

However, employing a single data augmentation method o
. - : image classi cation task.

achieved limited transfer learning performance. Therefore,
we use the combination of JPEG compression and Gaussian

blur to achieve better transfer learning results. Similar to3. Our Method

prior digital ngerprint techniques, GAN ngerprints i.e., The rst step of T-GD is to train the pre-trained models,

image and model ngerprints) are used to differentiate realrlamel the binary classi ers predicting whether an image is
and GAN-images using metadata (Yu et al., 2019). The y Y P 9 9
AN-generated or not.

assumevhite-box attack scenaripsihere detectors possess
knowledge of the data and the model (metadata informationCNN binary classi er. We chose CNN binary classi ers

of attackers. Our approach differs from theirs, where ours isas classi ers for the source dataset. This choice has three
constrained t@ non-adaptive black-box approach scenario advantages: (1) it is easy to reuse pre-trained models, (2)
detectors only possess knowledge of the training data.  many pre-studied CNN architectures can be utilized, and
(3) it shows a more stable performance in binary classi ca-
tjion than other methods such as autoencoders. We pre-train
e CNN binary classi er on the source dataset and trans-

Transfer learning. Several transfer learning methods have
been explored in terms of meta-learning, self-supervise
learning, domain adaptation (Zamir et al., 2018), knowl-
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fer ( ne-tune) this pre-trained model to the target datasetof the learned information aratastrophic forgetting
For instance, Ef cientNet (the CNN classi er) is trained )
on the PGGAN-dataset (the source) and ne-tuned on the 12(w) = kwks: (2)

StyleGAN-dataset (the target).
Y ( gey) Equation 2 is the function, namely thé 2-norm ofw.

Ef cientNet. We implemented Ef cientNet-BO (Tan &

Le, 2019) and used it as the CNN classi er. Although 1

Ef cientNet-B0 has the lowest number of parameters (about min - Iy + 12(Wre ): ®)
four million) among the Ef cientNets, it performs well =1

in GAN-image detection in our experiment, compared to|n Eq. 3, the rst term is the same as in Eq. 1, representing
Inception-V3 (Szegedy et al., 2017) and Xception (Cholletthe cross-entropy loss function. The second term is the
2017). Another change we make to the model is the use alunction or thel 2 regularization term (Eq. 2) ofis. , the
WS (Qiao et al., 2019) and GN (Wu & He, 2018), instead ofweights of the FC layers, scaled bywhich is equivalent to
batch normalization (BN) (loffe & Szegedy, 2015), due to in Eq. 1. Note that thé 2 regularization is applied solely
their superior ef ciency regarding transfer learning to thatto the FC layers since over- tting and forgetting are delayed,
of batch statistics. but not completely prevented in the course of learning.

ResNext. We implemented ResNext32id (Xie et al., | 2-SP. Letwbe the pre-trained weights from the source
2017) and used it as the CNN classier, where dataset, as shown in Section 3.1, serving as the starting point
ResNext32 4d has more parameters (about twenty mil(SP) as the reference, as well as a regularization point that
lion) than Ef cientNet-BO. We also replace BN with WS provides guidance for transfer learning when ne-tuning.
and GN. Using L2-norm, we de ne_2?-SP as follows:

3.1.L2-SP so(W; W0 = KWeony — Weony K55 (4)

The next step is transfer learning. The weight of the prewherew,,, denotes the weights of the convolution layers,
trained model from the source dataset is used as the SPABxcluding those of the FC layers. Equation 4 indicates that
In particular, we usé 2-SP for transfer learning. Regu- L2-SP is a one-to-one mapping between the convolution
larization can lead to a better optimization by preventinglayers of the source and target datasets, e.g., the PGGAN-

over- tting when learning from scratch;2-SP differsin  classi er (the source) to the StyleGAN-classi er (the target).
that the starting point from a well pre-trained source dataset

guides the learning process by referring to the informatior-0SS function. We combine Eq. 4, sharing the architecture
of the pre-trained source dataset. This method does n@f e source and target models, with the second term of
require freezing the weights of the pre-trained model nof=d- 3, accounting for the FC layer ( nal layer) as follows:

using weight decay. Our method regularizes convolution

layers and fully-connected (FC) layers independently. min = JOyi) + sp(w;wo) + 2 (Wie ):
won.

General form of regularization. Let w be the weight 1=t o .

parameters, andi(y\;y;) be the loss function of the neural JMiyi) = yilog(i) (1 yi)log(l W)

networks, wherg) is thei™ score predicted by the models (5)

andy; is thei™" label. And ( w) is thep-norm function of
the weightw as a general form of regularization l1o6g,(x;)
is the neural network function with th& datax;, andn is
the dataset size. Equation 1 indicates the general form
the loss function with a weight regularization component:

wherel is the negative log-likelihood loss function, and
and are tunable hyperparameters of which (Li et al., 2019)
yse values in the range from 0.1 to 0.01. The difference from
q_z—SP is that we transform and into , a parameter
which adjusts itself according to the learning situation. More

1% details about the transformed parameters are provided in
min — J(P;yi)+ (w); Section 3.3.
LT 1)
W= fu(xi); 3.2. Self-training for L 2-SP

We transform the transfer learning framework into a self-
training framework. In other words, the source/target model
is changed into a teacher/student model. In addition to the
role of a typical source model, which serves as SPAR and a
L 2 regularization. L2 regularization is used in transfer regularizer to guide the learning process, the teacher model
learning to avoid over- tting and to overcome the forgetting has the role of adjusting the parameters based on the learned

where balances the regularization and the loss function,
is the cross-entropy function, andis theL! or L?-norm
of the parametew.






