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Abstract

In this work, we present a family of vec-
tor quantization schemes vgSGD (Vector-
Quantized Stochastic Gradient Descent) that
provide an asymptotic reduction in the com-
munication cost with convergence guaran-
tees in first-order distributed optimization.
In the process we derive the following fun-
damental information theoretic fact: ©(5%)
bits are necessary and sufficient (up to an
additive O(logd) term) to describe an un-
biased estimator g(g) for any g in the d-
dimensional unit sphere, under the constraint
that ||g(g)|l2 < R almost surely. In particular,
we consider a randomized scheme based on
the convex hull of a point set, that returns an
unbiased estimator of a d-dimensional gradi-
ent vector with almost surely bounded norm.
We provide multiple efficient instances of our
scheme, that are near optimal, and require
only o(d) bits of communication at the ex-
pense of tolerable increase in error. The in-
stances of our quantization scheme are ob-
tained using the properties of binary error-
correcting codes and provide a smooth trade-
off between the communication and the esti-
mation error of quantization. Furthermore,
we show that vgSGD also offers some auto-
matic privacy guarantees.

1 Introduction

Recent surge in the volumes of available data has moti-
vated the development of large-scale distributed learn-
ing algorithms. Synchronous Stochastic Gradient De-
scent (SGD) is one such learning algorithm widely used
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to train large models. In order to minimize the empir-
ical loss, the SGD algorithm, in every iteration takes
a small step in the negative direction of the stochas-
tic gradient which is an unbiased estimate of the true
gradient of the loss function.

In this work, we consider the data-distributed model
of distributed SGD where the data sets are partitioned
across various compute nodes. In each iteration of SGD,
the compute nodes send their computed local gradients
to a parameter server that averages and updates the
global parameter. The distributed SGD model is highly
scalable, however, with the exploding dimensionality
of data and the increasing number of servers (such
as in a Federated learning setup [22]), communication
becomes a bottleneck to the efficiency and speed of
learning using SGD [11].

In the recent years various quantization and sparsifica-
tion techniques [2, 5, 7, 21, 26, 29, 33, 35, 37] have been
developed to alleviate the problem of communication
bottleneck. Recently, [19] even showed the effectiveness
of gradient quantization techniques for ReLU fitting.
The goal of the quantization schemes is to efficiently
compute either a low precision or a sparse unbiased
estimate of the d-dimensional gradients. One also re-
quires the estimates to have a bounded second moment
in order to achieve guaranteed convergence.

Moreover, the data samples used to train the model
often contain sensitive information. Hence, preserving
privacy of the participating clients is crucial. Differen-
tial privacy [13, 14] is a mathematically rigorous and
standard notion of privacy considered in both litera-
ture and in practice. Informally, it ensures that the
information from the released data (e.g. the gradient
estimates) cannot be used to distinguish between two
neighboring data sets.

Our Contribution: In this work, we present a family
of privacy-preserving vector-quantization schemes that
incur low communication costs while providing con-
vergence guarantees. We provide explicit and efficient
quantization schemes based on convex hull of specific
structured point sets in R? that require O(dlog d/R?)
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bits to communicate an unbiased gradient estimate
that has variance bounded above by R?: this is within
a log d factor of the optimal amount of communication
that is necessary and sufficient for this purpose.

At a high level, our scheme is based on the idea that any
vector v € R? with bounded norm can be represented
as a convex combination of a carefully constructed point
set C C R?. This convex combination essentially allows
us to chose a point ¢ € C with probability proportional
to its coefficient, which makes it an unbiased estimator
of v. The bound on the variance is obtained from
the circumradius of the convex hull of C. Moreover,
communicating the unbiased estimate is equivalent
to communicating the index of ¢ € C (according to
some fixed ordering) that requires only log|C| bits.
We provide matching upper and lower bounds on this
communication cost.

Large convex hulls have small variation in the coeffi-
cients of the convex combination of any two points of
bounded norm. This observation allows us to obtain
e-differential privacy (for any € > ¢y), where €y depends
on the choice of the point set. We also propose Ran-
domized Response (RR) [36] and RAPPOR [15] based
mechanisms that can be used over the proposed quan-
tization to achieve e-differential privacy (for any € > 0)
with small trade-off in the variance of the estimates.

The family of schemes described above is fairly general
and can be instantiated using different structured point
sets. The cardinality of the point set bounds the com-
munication cost of the quantization scheme. Whereas,
the diameter of the point set dictates the variance
bounds and the privacy guarantees of the scheme.

We provide a strong characterization of the point-sets
that can be used for our quantization scheme. Us-
ing this characterization, we propose construction of
point-sets that allow us to attain a smooth trade-off
between variance and communication of the quantiza-
tion scheme. We also propose some explicit structured
point sets and show tradeoff in the various parameters
guaranteed by them. Our results* (summarized in Ta-
ble 1) are the first quantization schemes in literature to
achieve privacy directly through quantization. While
our randomized construction is optimal in terms of
communication, the explicit schemes are within log d
factor of a lower bound that we provide.

Empirically we compare our quantization schemes to
the state-of-art schemes [5, 33]. We observe that our
cross-polytope vqSGD performs equally well in practice
while providing asymptotic reduction in the communi-
cation cost. The communication results are compared

*Note that e denotes the privacy parameter and ¢ refers
to the packing parameter of e-nets.
TO¢ hides terms involving &

in Table 2.

While differential privacy for gradient based algorithms
[1, 30] were considered earlier in literature, cpSGD [4]
is the only work that considered achieving differen-
tial privacy for gradient based algorithms and simulta-
neously minimizing the gradient communication cost.
The authors propose a binomial mechanism to add
discrete noise to the quantized gradients to achieve
communication-efficient (e, d)-differentially private gra-
dient descent with convergence guarantees. The quan-
tization schemes used are similar to those presented in
[33] and hence require ©(d) bits of communication per
compute node. The parameters of the binomial noise
are dictated by the required privacy guarantees which
in turn controls the communication cost.

In this work we show that certain instantiations of our
quantization schemes are e-differentially private. Note
that this is a stronger privacy notion than (e, d)-privacy.
Moreover, we get this privacy guarantee directly from
the quantization schemes and hence the communication
cost remains sublinear (logd) in dimension. We also
propose a Randomized Response [36] based private-
quantization scheme that requires O(log d) bits of com-
munication per compute node to get an e-differential
privacy while losing a factor of O(d) in convergence
rate. Table 3 compares the guarantees provided by

our private quantization schemes with the results of
cpSGD [4].

Organization: In Section 2, we describe some other
related work on communication efficiency in the feder-
ated learning setup. We start in Section 3 describing
the settings for our results. The vqSGD quantization
scheme is presented in Section 4. In Section 5 we pro-
vide a handle to test whether a point-set is a valid
vgSGD scheme, and prove existence of a point-set that
achieves a communication cost equal to the dimen-
sion divided by the variance, which matches a lower
bound we prove. We provide a few structured deter-
ministic constructions of point sets in this section as
well. Section 6 emphasizes the privacy component of
vgSGD - and derives the privacy parameters of several
vqSGD schemes. Due to space constraint, the sec-
tion containing experiments (Section A) is delegated
to the appendix in the supplementary material. Miss-
ing proofs of all theorems/lemmas, and some further
schemes can be found in the supplementary material.

2 Related Work

The foundations of gradient quantization was laid by
[27] and [32] with schemes that require the compute
nodes to send exactly 1-bit per coordinate of the gradi-

t0js hides terms involving §.
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Point set Error | Communication (bits) Privacy Efficiency
(Theorem 1) fo any ¢ > log(@) | Ne : Ofexp(e))
(Proposition 5 4 Niog 24 : o)
Cpoms Do ytone (Con) £ Nlog2d e>0(ogd) | O(d)
(Proposition 11] 3 O.(Na) : o (1))
%E)Té);i:lggi) 12) & Nlog(d+1) € >log7 O(d)
%Eiirg;i?or(lcﬁ) = Nlogd e > log(1+v2) O(d)
o tope (Con) + KR g N log(2d) >0 o)
(Theotens 16 sipplement) | 2Nd >0 o

Table 1: List of results (per-iteration of SGD). (IN: number of worker nodes, d: dimension).

Method Error Comm
QSGD [5] min{ %, Y43 L | Ns(s +Vd)
DME [33] min{ -, % Nsd
vgSGD Qc., Nis Nslogd
Gaussian Nic Nsc

Table 2: Comparison of non private quantization schemes.

Method Error Comm DP (e)
cpSGD [4] os (£) | os |22 %
vgSGD Qc., o(#) O (logd) | e> O(logd)
vaSGD Qcg o (%) O (logd) | e>log7
vaqSGD Qcyp o <%) O (logd) | e >log(2.5)
vqSGD Qc,, + RR | o <%) O(logd) | e>o0

Table 3: Comparison of private quantization schemes. (INV:
number of worker nodes, s,¢: tuning parameter (> 1))

ent. They also suggested using local error accumulation
to correct the global gradient in every iteration. While
these novel techniques worked well in practice, there
were no theoretical guarantees provided for convergence
of the scheme. These seminal works fueled multiple
research directions.

Quantization & Sparsification: [5, 35, 37] propose
stochastic quantization techniques to represent each
coordinate of the gradient using small number of bits.
The proposed schemes always return an unbiased es-
timator of the local gradient and require ¢ = Q(v/d)
bits of communication per compute node to compute
the global gradient with variance bounded by a multi-
plicative factor of O(d/c). The quantization techniques
for distributed SGD, can be used in the more general
setting of communication efficient distributed mean
estimation problem, which was the focus of [33]. The
quantization schemes proposed in [33] require O(d)
bits of communication per compute node to estimate
the global mean with a constant (independent of d)

squared error (variance). Even though the tradeoff
between communication and accuracy achieved by the
above mentioned schemes are near optimal [39], they
were unable to break the v/d barrier of communication
cost (per compute node). Moreover, the schemes pro-
posed in [5, 33] are variable length codes that achieve
low communication in expectation. The worst case
communication cost could be higher. In a parallel
work [26], the authors propose an efficient fixed-length
quantization scheme that achieves near-optimal conver-
gence with T-rounds of SGD. However, the goal of their
work is different from ours, and the methodologies are
different as well.

In this work, we propose (fixed length) quantization
schemes that require o(d) (as low as logd) bits of com-
munication per iteration of SGD, and are almost opti-
mal as well. In fact for any c-bits of communication,
the quantization scheme with Gaussian points achieves
a variance of O(d/c) that meets the lower bounds for
any unbiased quantization scheme (also shown in the
current work).

Gradient sparsification techniques with provable con-
vergence (under standard assumptions) were studied
in [2, 6, 18, 31]. The main idea in these techniques
is to communicate only the top-k components of the
d-dimensional local gradients that can be accumulated
globally to obtain a good estimate of the true gradi-
ent. Unlike the quantization schemes described above,
gradient sparsification techniques can achieve O(logd)
bits of communication, but are not usually unbiased es-
timates of the true gradients. [29] suggest randomized
sparsification schemes that are unbiased, but are not
known to provide any theoretical convergence guaran-
tees in very low sparsity regimes.

See Table 2 for a comparison of our results with the
state of the art quantization schemes.
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Error Feedback: Many works [17, 20] focused on
providing techniques to reduce the error incurred due
to quantization using locally accumulated errors. In
this work, we focus on gradient quantization techniques,
and note that the variance reduction techniques of [17]
can be used on top of the proposed quantization.

3 Preliminaries

Let [n] denote the set {1,2,...,n} and let 14, 04 denote
the all 1’s vector and all 0’s vector in R respectively.
For any x,y € R?, we denote the Euclidean (¢3) dis-
tance between them as ||z —y||2. For any vector € RY,
z; denotes its i-th coordinate. For any ¢ € R¢, and
r > 0, let Bg(e,r) denote a d-dimensional ¢5 ball of
radius r centered at ¢. Also, let S~ denote the unit
sphere about 04. Let e; € R? denote the i-th standard
basis vector which has 1 in the ¢-th position and 0
everywhere else. Also, for any prime power g, let F,
denote a finite field with ¢ elements.

For a discrete set of points C' C R?, let coNV(C) de-
note the convex hull of points in C, i.e., CONV(C) :=

{ZCGC’ acc|a.> O’ZCGC ae = 1}

Suppose w € R? be the parameters of a function to be
learned (such as weights of a neural network). In each
step of the SGD algorithm, the parameters are updated
as w < w — ng, where 7 is a possibly time-varying
learning rate and g is a stochastic unbiased estimate of
g, the true gradient of some loss function with respect
to w. The assumption of unbiasedness is crucial here,
that implies Eg = g.

The goal of any gradient quantization scheme is to
reduce cost of communicating the gradient, i.e., to act
as an first-order oracle, while not compromising too
much on the quality of the gradient estimate. The
quality of the gradient estimate is measured in terms
the convergence guarantees it provides. In this work, we
will develop a scheme that is an almost surely bounded
oracle for gradients, i.e., ||§||3 < B with probability
1, for some B > 0. The convergence rate of the SGD
algorithm for any convex function f depends on the
upper bound of the norm of the unbiased estimate, i.e.,
B, cf. any standard textbook such as [28].

Although we provide an almost surely bounded ora-
cle as our quantization scheme, previous quantization
schemes, such as [5], provides a mean square bounded
oracle, i.e., an unbiased estimate § of g such that
E|§|3 < B for some B > 0. It is known that, even
with a mean square bounded oracle, SGD algorithm for
a convex function converges with dependence on the
upper bound B (see [9]). As discussed in [5], one can
also consider the variance of § without any palpable
difference in theory or practice. Therefore, below we

consider the variance of the estimate § as the main
measure of error.

In distributed setting with N worker nodes, let g;
and g; are the local true gradient and its unbiased
estimate computed at the ith compute node for some
i€{l,...,N}. For g = + X, g;, the variance of the
estimate § = x- >, §i is defined as

1 1 Y
~ o L S, 2
Var(g) :=E ||| 5 ;Zlgz N;:lngz

LN
= WZE (llg: — gill3] -
i=1

In this work, our goal is to design quantization schemes
to efficiently compute unbiased estimate §; of g, such
that Var(g) is minimized.

For the privacy preserving gradient quantization
schemes, we consider the standard notion of (e, d)-
differential privacy (DP) as defined in [14]. Consider
data-sets from a domain X. Two data-sets U,V € X,
are neighboring if they differ in at most one data point.

Definition 1. A randomized algorithm M with do-
main X is (e,0)-differentially private (DP) if for all
S C Range(M) and for all neighboring data sets
UVeX,

PrIM(U) € S] < ¢ Pr[M(V) € S] + 4,

where, the probability is over the randomness in M. If
6 =0, we say that M is e-DP.

We will need the notion of an e-nets subsequently.

Definition 2 (e-net). A set of points N(g) C S¢1
is an e-net for the unit sphere ST=1 if for any point
x € 841 there exists a net point u € N(g) such that
[ — w2 <e.

There exist various constructions for e-net over the unit
sphere in R? of size at most (1 + 2/e)* [12].

Definition 3 (Hadamard Matrix). A Hadamard ma-
trixz H,, of order n is a n X n square matriz with entries
from +1 whose rows are mutually orthogonal. There-
fore, it satisfies HH' = nlI,,, where I, is the n x n
identity matriz.

Sylvester’s construction [16] provides a recursive tech-
nique to construct Hadamard matrices for orders that
are powers of 2 which can be defined as follows. Let
H, = [1] be the Hadamard matrix of order 2°, and let
H,, denote the Hadamard matrix of order 27, then a
Hadamard matrix of order 2°*! can be constructed as

H. H.
Hypo = [Hg L H]
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4 Quantization Scheme

We first present our quantization scheme in full gener-
ality. Individual quantization schemes with different
tradeoffs are then obtained as specific instances of this
general scheme.

Let C = {ec1,...,¢m} C R? be a discrete set of points
such that its convex hull, coNV(C) satisfies

B4(04,1) C conv(C) C By(04,R),R>1. (1)
Let v € By(04,1). Since B4(04,1) C conv(C), we
can write v as a convex linear combination of points
inC. Let v =>", a;e;, where a; >0,> " a; = 1.
We can view the coefficients of the convex combination
(a1,...,a,) as a probability distribution over points
in C. Define the quantization of v with respect to the
set of points C' as follows:

Qc(v) := ¢; with probability a;

It follows from the definition of the quantization that
Qc(v) is an unbiased estimator of v.

Lemma 1. E[Q¢(v)] = v.

We assume that C is fixed in advance and is known to
the compute nodes and the parameter server.

Remark 1. Communicating the quantization of any
vector v, amounts to sending a floating point number
lvll2, and the index of point Qc(v) which requires
log |C| bits. For many loss functions, such as Lipschitz
functions, the bound on the norm of the gradients is
known to both the compute nodes and the parameter
server. In such settings we can avoid sending ||v||2 and
the cost of communicating the gradients is then exactly

log |C| bits.

Any point set C' that satisfies Condition (1) gives the
following bound on the variance of the quantizer.

Lemma 2. Let C C R? be a point set satisfying Condi-
tion (1). For any v € Bq(0g4,1), let © := Qc(v). Then,
|83 < R? almost surely, and E [||lv — 8||3] < R2.

Remark 2. If, for any vector v, we send the float-
ing point number ||v||2 separately, instead of there be-
ing a known upper bound on gradient, we can just as-
sume without loss of generality that v € S1. In this
case, the subsequent bounds on variance E [||v — (]3] =
E [||8]13] — |[v||3 can be replaced by R? — 1.

From the above mentioned properties, we get a fam-
ily of quantization schemes depending on the choice
of point set C' that satisfy Condition (1). For any
choice of quantization scheme from this family, we get
the following bound regarding the convergence of the
distributed SGD.

Theorem 3. Let C C R be a point set satisfying
Condition (1). Let g; € RY be the local gradient com-
puted at the i-th node, Define § := % Zi\; gi;, where
i = llgill - Qc(gs/llgill). Then,

Elgl=g and E[HQ—QH%}S(R/N)QZHgiHZ-

Remark 3. Computing the quantization Qc(.)
amounts to solving a system of d+1 linear equations in
RICI. For general point sets C, this takes about O(|C|?)
time (since |C| > d +1). However, we show that for
certain structured point sets, the quantization Qc(.)
can be computed in linear time.

Note that Theorem 3 holds even when g; is an unbiased
stochastic gradient and not the true local gradient. The
quantization error is then computed with respect to
this estimate of the local gradient.

From Theorem 3 we observe that the communication
cost of the quantization scheme depends on the cardi-
nality of C' while the convergence is dictated by the
circumradius R of the convex hull of C. In the Section 5,
we present several constructions of point sets which
provide varying tradeoffs between communication and
variance of the quantizer.

Also note that the convex combination computed for a
particular vector v with respect to the point set C need
not be unique and any convex combination using the
point set C' gives an unbiased estimate of the vector v.
However, we will later see that the appropriate choice
of convex combination dictates the privacy guarantees
of the quantization scheme.

Reducing Variance: In this section, we propose
a simple repetition technique to reduce the variance
of the quantization scheme. For any s > 1, let
Qc(s,v) =137, Q(é)(v) be the average over s inde-
pendent applications of the quantization Q¢ (v). Note
that even though Q¢ (s, v) is not a point in C, we can
communicate Q¢ (s, v) using an equivalent representa-
tion as a tuple of s independent applications of Q¢ (v)
that requires slog|C| bits. Using this repetition tech-
nique, the variance reduces by factor of s while the
communication increases by the exact same factor.

Proposition 4. Let C C R? be a point set satisfying
Condition (1). For any v € By(04,1), and any s > 1,
let & := Qc(s,v). Then, E[|lv—9|3] < R?/s.

5 Constructions of Point Sets and
Lower Bound

In this section, we propose constructions of point sets
that satisfy Condition (1) and provide varying tradeoffs
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between communication and variance of the quantiza-
tion scheme. But first, we start with a lower bound
that shows that one must communicate Q(5%) bits
to achieve an error of O(R?) in the estimate of the
gradient as per Condition (1).

Theorem 5. Let C C R? be a discrete set of points
that satisfy Condition (1). Then

O > exp(ad/R?)
for some absolute constant a > 0.

To prove the lower bound, we show a strong characteri-
zation of the point sets that satisfy Condition (1), and
later use this characterization to construct point sets
with optimal tradeoffs.

Theorem 6. Let C = {c1,...,cm} C RY be a discrete
set of points. The unit ball B4(04,1) C conv(C) if
and only if for any x € S, there exists a point ¢ € C
such that (x,c) > 1.

Proof. Assume that for some & € S, (z,¢) < 1 for
all ¢ € C. Which implies that all points of C, and
therefore the coNv(C), are separated from x by the
hyperplane H,, := {w € R4(x,w) = 1}. Therefore
x ¢ conv(C).

To prove the other side, assume B;(04,1) ¢ coONV(C).
Let H, := {z € R%(w, z) = 1} be the separating hy-
perplane that partitions B4(0g4,1) such that conv(C)
lies on one side of the hyperplane. Without loss of gener-
ality, we assume CONV(C) C H,, := {z € R¥|(w, 2) <
1}. Since H,, partitions the unit ball, the distance of
H,, from the origin is 1/||w| < 1.

Now consider the point @ := w/||w|| € S¢~1. For this
point, (z, c) = m&v,c) <1forallceC. O
Proof of Theorem 5. The proof of this theorem will
use a packing argument for S~ Let ¢ € C. We
will estimate the cardinality of the set P(c) := {x €
S4=1 . (x,e) > 1} under the uniform measure over
S=1, Using Theorem 6, size of C' must be at least

area(S971)

maxccc area(P(c))

for it to satisty Condition (1).

Note that, P(c) is a hyperspherical cap with angle
¢ such that cos¢ > ﬁ > %, since C satisfy Condi-
tion (1). The area of a cap can be computed using
the incomplete beta functions, however a probabilistic

argument below will serve to lower bound this.

If we uniformly at random choose a vector z from S4~1,
then the probability p that it is within an angular
distance ¢ of a fixed unit vector, u, will exactly be the

the ratio of the areas of the hyperspherical cap and
the sphere. Again this probability is known to follow a
shifted Beta distribution, but we can estimate it from
above using concentration bounds.

Since the area of the hyperspherical cap is invariant to
its center, we can take u to be the first standard basis
vector. It is known that if g = (g1, g2, ..,94) € R? is
a random vector with i.i.d. Gaussian N(0,1) entries,
then z := g/||g|| is uniform over S?~!. Therefore,

Pr({z,u) > 1/R) = Pr(g1/|lgll > 1/R)
< Pr(gr > |gll/R | llgll = Vd/4) + Pr(gll < V/4)
< Pr(g: > Vd/AR) + Pr(||g|| < Vd/4).

Now since gy is N(0,1), Pr(g; > }l/—g) < exp(fﬁ),
from Chernoff bound. On the other hand ||g||* is a
x? distribution of d degrees of freedom. Since that is
subexponential, we have Pr(||g| < vd/4) < Pr(||g||* <

d/16) < exp(—2229) < exp(—g5%s) for any R > 1.

This implies, |C| > (2exp(—d/(32R?)))L. O

5.1 Gaussian point set

We provide a randomized construction of point set using
the characterization defined above, that is optimal in
terms of communication.

Theorem 7. Let R € [5,6Vd|. There exists a set C
of exp(O(d/R? + logd)) points of {3 norm at most R
each, that satisfy Condition (1).

The above stated theorem provides a randomized
algorithm to generate a point set of size about
exp(O(d/R?)) such that the quantization scheme de-
fined in Section 4 instantiated with this point set
achieves a variance of O(R?) while communicating
O(d/R?) bits, hence meeting the lower bound of Theo-
rem 5. In particular, there exists a quantization scheme
that achieves O(1) variance with O(d) bits of communi-
cation (see supplementary material for a deterministic
construction). Also, at the cost of communicating only
O(logd) bits, our quantization scheme can achieve a
variance of O(d/logd). The deterministic construc-
tions we provide (in Sec. 5.2, and also Q. in the sup-
plement), meet this bound up to a factor of logd.

5.2 Derandomizing with Reed Muller Codes

In this section, we propose a deterministic construction
of point set based on first order Reed-Muller codes that
satisfy Condition 1. We assume d to be a power of 2,
i.e., d = 2P for some p > 1.

Our quantization scheme is based on the first order
Reed-Muller codes, RM(1,p) ([25]). Each codeword
of RM(1,p) is given as the evaluations of a degree 1,
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p-variate polynomial over all points in F5. Mapping
these codewords to reals using the coordinate-wise map
¢ : Fy — R defined as ¢(b) = (—1)° will give us a set
of 2d points in {+1}¢. Let Crps denote this set of
mapped codewords.

We show that the set of points in Cgrjy; satisfy the
characterization of Theorem 6, and therefore will give
us a quantization scheme with log 2d communication
and the following guarantees:

Proposition 8. For any v € By(04,1), let o :=
QCru (v). Then, E[8] =v and, E [”’U - ﬁH%} = 0(d).
Remark 4. Instead of first order Reed-Muller codes,
we can use any binary linear code C C F4 to construct
the point set as follows. Map all the codewords from Fd
to R% using ¢ described above. The point set containing
all such mapped codewords, and their complements will
give a quantization scheme with variance O(d). The
commaunication will however be log(2|C|), where |C|
denotes the number of codewords in C. In this regard,
the first order Reed-Muller codes described above provide
the best communication guarantees and the quantization
is also efficiently computable.

5.3 Other Deterministic Constructions

We now present several explicit constructions of point
sets that give quantization schemes with varying trade-
offs. On one end of the spectrum, the cross-polytope
scheme requires only O(logd) bits to communicate
an unbiased estimate of a vector in R? with variance
O(d). While on the other end, the e-net based scheme
achieves a constant variance at the cost of O(d) bits of
communication.

5.3.1 Cross Polytope Scheme

Consider the following point set of 2d points in R%:
Cop = {Vde; | i€ [d]},

The convex hull cONV(C,,) is a scaled cross polytope
that satisfies Condition (1) with R = v/d (see Propo-
sition 9 for the proof). Let Q¢,, be the instantiation
of the quantization scheme described in Section 4 with
the point set C,p,.

To compute the convex combination of any point v €
CONV(Cy,), we need a non-negative solution to the
following system of equations

aq U1
[Vdly —Vdla) | | =
a2d Ud

2d
s.t. Zai =1, (2)
i=1

where, Iy is the d x d identity matrix. Equation 2
leads to the following closed form solution that can be

computed in O(d) time:

”"d-i-%d ifv,>0and i <d
a; = f\%+% ifv,<Oandi>d (3)
o otherwise
[lv]l1

where, v := 1 — is a non-negative quantity for

\/E b
every v € By(04,1).
The bound on the variance of the quantizer follows
directly from Lemma 2.

Proposition 9. For any v € By(04,1), let v =
Qc.,(v). Then, E[8] = v and E [|[v — 9|)3] = O(d).

Moreover, using the variance reduction technique de-
scribed in Section 4 with s = O(ﬁ), the cross poly-
tope based quantization Q¢,, achieves a variance of
O(logd) at the cost of communicating O(d) bits.

We note that the cross-polytope quantization scheme
described above when used along with the variance
reduction technique (by repetition), is in essence similar
to Maurey sparsification ([2]).

5.3.2 Scaled e-nets

On the other end of the spectrum, we now show the
existence of points sets of exponential size that are
contained in a constant radius ball. This point set
allows us to obtain a gradient quantization scheme
with O(d) communication and O(1) variance. We show
that an appropriate constant scaling of an e-net points
(see Definition 2) satisfies Condition (1).
1

Lemma 10. For any 0 < e <1, let R = —. The

point set Crper = {R-u | u € N(e)} satisfies Condi-
tion (1).

Let Qnet be the instantiation of vqSGD with point
set Chet- From Lemma 2, we then get the following
guarantees for the quantization scheme obtained from
scaled e-nets, C\e for some constant £ < 1.

Proposition 11. For any v € By(04,1), let v :=
Qc,,,(v). Then, E[¢] =v and E [||v — 17“%] =1

(1-e) -

Moreover, Qnet requires O(d log é) bits to represent the
unbiased gradient estimate.

6 Private Quantization

In this section we show that under certain conditions
the quantization scheme Q¢ (.) obtained from the point
set C is also e-differentially private. First, we see why
the quantization scheme described in Section 4 is not
privacy preserving in general.

Let C be any point set with |C| > d+ 1. For any point
T = Z‘gl a;c; € cCONV(C), let supp(x,C) = {¢; € C'|
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a; # 0} denote the points in C that are in the range of
Qc(w)

In order for Q¢ to be e-DP for any € > ¢y, we have to
show for gradients x,y € R? of any two neighboring
datasets and for any z € supp(x,C) U suprp(y, C),

PrlQc(z) = z] < e -PrlQe(y) = 2. (4)

If |C| > d + 1, there may exist two gradients x,y €
conv(C) such that supp(x, C) # suprp(y,C). There-
fore, for any z in the symmetric difference of the sets
supPp(zx, C) and surp(y,C), Eq. (4) will not hold for
any finite €q.

The discussion above establishes a sufficient condition
for the quantization scheme Q¢ to be differentially
private. Essentially, we want all points in Bg(04, 1)
to have full support on all the points in C. This is
definitely possible when |C| = d + 1. Therefore if the
point set satisfying Condition (1) has size |C| =d + 1,
then the quantization scheme Q¢ is e-differentially
private, for some € > €(C).

We now present two constructions of point sets C' of
size exactly d + 1 satisfying Condition (1) that give an
e-differentially private quantization scheme. Both the
schemes achieve a communication cost of log(d+1), but
the variance is a factor d larger than the non-private
scheme, Qc,,, -

(1) Simplex Scheme:
of d + 1 points

Cs={2d e; |i € [d]} U{-41,).

The convex hull of Cg satisfies Condition (1) with
R = O(d) (see Proposition 12 for proof). Since the
size of the set is exactly d + 1, every point in the unit
ball can be represented as a convex combination of
all the points in Cg (i.e., all coefficients of the convex
combination are non zero). This fact will be used
crucially to show that this scheme is also e-DP.

Consider the following set

The coefficients of the convex combination of any point
v € CONV(Cg) can be computed from the following
system of linear equations:

ao U1 d
[—41] 2dI4) | : | =
aq Vd

Equation 5 leads to the following closed form solution
that can be computed in linear-time:
d
D1 Vi vi | 2a9

Proposition 12. For any v € Bg(04,1), let & :=
Qcs(v). Then, E[8] = v and E [||lv — 8||3] = O(d?).
Moreover, Qcg is e-DP for any € > log 7.

(2) Hadamard Scheme: = We now propose another
quantization scheme with same communication cost,
but provides better privacy guarantees. This quantiza-
tion scheme is similar to the one presented in Section 5.2
and is based on the columns of a Hadamard matrix (see
Definition 3) formed using the Sylvester construction.

Let us assume that d+ 1 is a power of 2 i.e., d+1 = 2P
for some p > 1. For any i € [d + 1], let h; € R?
denote the i-th column of H, with the first coordinate
punctured. Consider the following set of d 4+ 1 points
obtained from the punctured columns of H,:

Cy ={2Vd h; |ic[d+1]}

The quantization scheme ()¢, can be implemented in
linear time since computing the probabilities requires
computing a matrix vector product,

}T

(d+1)-[a agr1]’ = HI 1 oT/(2Vd)

that has closed form solution for each a; as:

1 hiT’U
i=—- 1+ 7
T ( 2\/21> )
Proposition 13. For any v € By(04,1), let ©
Qcy; (v). Then, E[6] = v and E [||lv — 9|]3] = O(d?).
Moreover, Qc,, is e-DP for any € > log(1 + v/2).

Finally, we remark that even though C., in the cross-
polytope scheme (in Section 5.3.1) has more than d + 1
points, it still gives us e-DP for any € > O(logd). Note
that differential privacy for such large parameters is
also of interest to the community [3].

Proposition 14. Let C~'cp be the set of point in the
cross-polytope point set scaled by a factor of 2. Let
Cop = {+2Vde;li € [d]}, then Qe,, is e-DP for any
€ > logd.

We now show a Randomized Response (RR) scheme
that can be used on top of any of our quantization
schemes to achieve privacy. This scheme incurs the
same communication as the original quantizer, however,
the price of privacy is paid by factor of d increase in
the variance. We also propose a weaker version using
RAPPOR , that incurs a higher communication cost
depending on the point set of choice.

6.1 Randomized Response

We present a Randomized Response (RR) mechanism,
introduced by [36], that can be used over the output
of Q¢ to make it e-DP (for any € > 0). This modified
scheme retains the original communication cost of Q¢,
but the cost for privacy is paid by a factor of O(d) in
the variance term.
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Recall that the quantization scheme described in Sec-
tion 4, Q¢ (v), takes a vector v € B4(04, 1) and returns
a point ¢; € C. The RR scheme takes the output of
Qc(v) and returns a another random vector from C.

For any € > 0, define p := p(e) = % and ¢q :=
I é'l_f T = % We define the private quantization

of a vector v € B4(04,1) as

IC|
R 1
v = PQC’,E('U) = Z(l{y:cl} - Q>ci7
L

where, 1¢,_.,} is an indicator of the event y = ¢; and
y:=RR ,(Qc(v),C) is defined as

AR 5(Qol2). ) = { S(é(g)\ {Qc(v)} Xg 2

We claim that the quantization scheme PQc . is e-
differentially private.

Theorem 15. Let C C R? be any point set satisfy-
ing Condition (1). For any e¢ > 0, let p = =TT
W For any v € By(04,1), let © =

PQce(v) = p—iqZLill(l{y:ci} — q)ci, where, y =
RR ,(Qc(v),C). Then, E[8] = v and E [||lv — 3[3] =
O(|C|R?), where the expectation is taken over the ran-
domness in both Qc and RR . Moreover, the scheme

is e-differentially private.

and q =

6.2 Privacy using Rappor

In this section, we present an alternate mechanism
to make the quantization scheme e-DP (for any e >
0). The main idea is to use the RAPPOR mechanism
([15]) over a 1-hot encoding of the indices of vertices
in C. Though in doing so, we have to tradeoff on the
communication a bit. Instead of sending log |C| bits,
this scheme now requires one to send O(|C|) bits to
achieve privacy.

Recall that the quantization scheme described in Sec-
tion 4, Q¢ (v), takes a vector v € B4(04, 1) and returns
a point ¢; in C. We can interpret the output as the bit
string b € {0, 1}/°! which is the indicator of the point
¢; in C (according to some fixed arbitrary ordering of
(). Note that this is essentially the 1-hot encoding
of ¢;. In the RAPPOR scheme each bit of the 1-hot
bit string b is flipped independently with probability

R

For any € > 0, let p = Define, the private

1

CZEERVE

quantization of a vector v € By(04, 1) as
c

1 |C|

V= PQC7€(U) = (1_7227)2 (yj 7p) Cj

j=1

where,
{0,131,

We claim that the quantization scheme PQc . is e-
differentially private. Moreover, adding the noise over
the 1-HOT encoding maintains the unbiasedness of the
gradient estimate but incurs a factor of |C| in variance
term while the communication cost is O(|CY).

y = RAPPOR ,(1-HOT (Qc(v),C)) €

Theorem 16. Let C C R? be any point set satisfying

Condition (1). For anye >0, let p = m For any
v € By(0g,1), let © := ﬁ lecll (y; — p) cj, where,
y := RAPPOR ,(1-HOT (Q¢c(v),C)). Then, E[] =v

and E [||v — 9|13] = O(|C|R?). Moreover, the scheme
is e-differentially private.

7 Conclusion

We propose a general framework of convex-hull based
private vector quantization schemes for distributed
SGD that can be instantiated with any point set satis-
fying certain properties. The communication, variance
and privacy tradeoffs for these mechanisms depend on
the choice of point set. The proposed cross-polytope
quantization scheme with low communication overhead
is shown experimentally to achieve convergence rates
similar to the existing state-of-the-art quantization
schemes which use orders of magnitudes more commu-
nication. While the explicit efficient schemes seems to
have a log d-factor communication overhead, we believe
it will be hard but interesting to get rid of the factor
with deterministic construction.

Information theoretically, we are asking the question
of computing the variance of an unbiased estimator of
points in the unit sphere, in terms of its unconditional
entropy. We have established the exact trade-off be-
tween variance and entropy for almost surely bounded
estimators. We, in this paper, have tried to minimize
the communication: but we believe our techniques will
be applicable to variance reduction techniques as well -
at the expense of Q(d) communication.
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