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Abstract

In this work, we study the trade-off between
differential privacy and adversarial robustness
under Lo-perturbations in the context of learn-
ing halfspaces. We prove nearly tight bounds
on the sample complexity of robust private
learning of halfspaces for a large regime of
parameters. A highlight of our results is that
robust and private learning is harder than
robust or private learning alone. We comple-
ment our theoretical analysis with experimen-
tal results on the MNIST and USPS datasets,
for a learning algorithm that is both differen-
tially private and adversarially robust.

1 Introduction

In this work, we study the interplay between two top-
ics at the core of Al ethics and safety: privacy and
robustness.

As modern machine learning models are trained on
potentially sensitive data, there has been a tremendous
interest in privacy-preserving training methods. Differ-
ential privacy (DP) (Dwork et al.,|2006blfa) has emerged
as the gold standard for rigorously tracking the privacy
leakage of algorithms in general (see, e.g., [Dwork and
Roth) 2014; [Vadhan| 2017, and the references therein),
and machine learning models in particular (e.g.,|Abadi
et al., 2016), resulting in several practical deployments
in recent years (e.g., [Erlingsson et al.| |2014; Shank-
land}, [2014} |Greenberg, 2016} [Apple Differential Privacy
Team), 2017; Ding et al.| [2017; |Abowd| [2018]).

Another vulnerability of machine learning models that
has also been widely studied recently is with respect to
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adversarial manipulations of their inputs at test time,
with the intention of causing classification errors (e.g.,
Dalvi et al., |2004; |Biggio et al.| 2013; [Szegedy et al.,
2014; |Goodfellow et all |2015; Papernot et al., |2016).
Numerous methods have been proposed with the goal
of training models that are robust to such adversarial
attacks (e.g., Madry et al., 2018; |Gowal et al., |2018,
2019; |Schott et al., |2019), which in turn has led to
new attacks being devised in order to fool these mod-
els (Athalye et al., [2018; |Carlini and Wagner, 2018;
Sharma and Chen| 2017). See (Kolter and Madry,
2018) for a recent tutorial on this topic.

Some recent work has suggested incorporating
mechanisms from DP into neural network training to
enhance adversarial robustness (Lecuyer et al.l 2019;
Phan et al., 2020, [2019)). Given this existing interplay
between DP and robustness, we seek to answer the
following natural question:

Is achieving privacy and adversarial robustness
harder than achieving either criterion alone?

Recent empirical work has provided mixed response
to the question (Song et al., 2019bla; [Hayes, [2020),
reporting the success rate of membership inference
attacks as a heuristic measure of privacy. Instead,
using theoretical analysis and the strict guarantees
offered by DP, we formally investigate this question in
the classic setting of halfspace learning, and arrive at
a near-complete picture.

Background. In order to present our results, we
start by recalling some notions from robust learning
in the PAC model. Let C C {0,1}* be a (Boolean)
hypothesis class on an instance space X C R4 A
perturbation is defined by a function P : X — 2%,
where P(x) C X denotes the set of allowable perturbed
instances starting from an instance x. The robust risk
of a hypothesis h with respect to a distribution D on
X x {£1} and perturbation P is defined as Rp(h, D) =
Prix,)~p[32 € P(x), h(z) # y]. A distribution D is said
to be realizable (with respect to C and PP) iff there exists
h* € C such that Rp(h*, D) = 0. In the adversarially
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robust PAC learning problem, the learner is given i.i.d.
samples from a realizable distribution D on X x {£1},
and the goal is to output a hypothesis h : X — {£1}
such that with probability 1—¢ it holds that Rp(h, D) <
a. We refer to ¢ as the failure probability and « as the
accuracy parameter. A learner is said to be proper if
the output hypothesis h belongs to C; otherwise, it is
said to be improper.

We focus our study on the concept class of halfspaces,
i'e‘a Chalfspaces = {hw | W € Rd} where D, (X) =
sgn({w,x)), in this model with respect to Lo perturba-
tions, i.e., Py(x) :={z € X : ||z — x||2 < v} for margin
parameter v > 0. We assume throughout that the do-
main of our functions is bounded in the d-dimensional
Euclidean unit ball B? := {x € R? | ||x|]2 < 1}. We
also write R, as a shorthand for Rp . An algorithm is
said to be a (v,~')-robust learner if, for any realizable
distribution D with respect to Chaifspaces and Py, using
a certain number of samples, it outputs a hypothesis
h such that w.p. 1 —¢, we have R,/ (h, D) < a, where
a, & > 0 are sufficiently smaller than some positive con-
stant. We are especially interested in the Cas where
~' is close to ~y; for simplicity, we use 7' = 0.9y as a
representative setting throughout. In robust learning,
the main quantities of interest are the sample complex-
ity, i.e., the minimum number of samples needed to
learn, and the running time of the learning algorithm.

We use the standard terminology of DP. Recall that
two datasets X and X’ are neighbors if X’ results from
adding or removing a single data point from X.

Definition 1 (Differential Privacy (DP) (Dwork et al.,
2006bya)). Let €, € R>g. A randomized algorithm A
taking as input a dataset is said to be (e, §)-differentially
private (denoted by (e,0)-DP) if for any two neighbor-
ing datasets X and X', and for any subset S of outputs
of A, it is the case that Pr[A(X) € S] < e®-Pr[A(X') €
S|+46. If 6 =0, A is said to be e-differentially private
(denoted by e-DP).

As usual, € should be thought of as a small constant,
whereas ¢ should be negligible in the dataset size. We
refer to the case where 6 = 0 as pure-DP, and the case
where § > 0 as approzimate-DP.

Our Results. We assume that ¢ < O(1) unless other-
wise stated, and that v, a, £ > 0 are sufficiently smaller
than some positive constant. We will not state these
assumptions explicitly here for simplicity; interested
readers may refer to (the first lines of) the proofs for
the exact upper bounds that are imposed.

Tt is necessary to have v/ < 7; when v = 4/, proper
(v,7")-robust learning is as hard as general proper learning
of halfspace (see, e.g., Diakonikolas et al.,|2020), which is im-
possible with any finite number of samples under DP (Bun
et al., 2015).

We first prove that robust learning with pure-DP re-
quires Q(d) samples.

Theorem 2. Any e-DP (v,0.9v)-robust (possibly im-
proper) learner has sample complezity Q(d/e).

In the private but non-robust setting (i.e., for an e-DP
(7, 0)-robust learneﬂ, Nguyen et al. (2020) showed that
O(1/~?) samples suffice. Together with earlier known
results showing that (,0.9v)-robust learning (without
privacy) only requires O(1/4?) samples (e.g., Bartlett
and Mendelson) [2002; [Koltchinskii and Panchenko,
2002), our result gives a separation between robust
private learning and private learning alone or robust
learning alone, whenever d > 1/+2.

For the case of approximate-DP, we establish a lower
bound of Q(min{+/d/v,d}), which holds only against
proper learners. As for Theorem [2 in the context of
pure-DP, this result implies a similar separation in the
approximate-DP proper learning setting.

Theorem 3. Let e < 1. Any (¢,0(1/n))-DP (v,0.97)-
robust proper learner has sample complexity n =

Q(min{Vd/v,d}).

Our proof technique can also be used to improve the
lower bound for DP (v, 0)-robust learning. Specifically,
Nguyen et al. (2020) show an Q(1/+2) lower bound for
proper (7, 0)-robust learners with pure-DP. We extend
it to hold even for improper (v, 0)-robust learners with
approximate-DP:

Theorem 4. For any ¢ > 0, there exists 6 > 0
such that any (e, 8)-DP (v, 0)-robust (possibly improper)

learner has sample complexity (#) Moreover, this
holds even when d = O(1/+?).

Finally, we provide algorithms with nearly matching
upper bounds. For pure-DP, we prove the following,
which matches the lower bound in Theorem [2]to within
a constant factor when d > 1 /’y?.

Theorem 5. There is an e-DP (v, 0.97)-robust learner

with sample complexity’| Oy %max{d7 71—2} .

For approximate-DP, it is already possibleﬁ to achieve
a sample complexity® of n = O,(v/d/~) (Nguyen et al.,
2020; [Bassily et al., [2014) but the running time is
Q(n2d) We give a faster algorithm with running time

O(nd/7).

2This means that the output hypothesis only needs to
have a small classification error, but may have a large robust
risk.

3Here O, (-) hides a factor of poly(1/a), and O(-) hides
a factor of poly log(1/(a~d)).

4This can be achieved by running the DP ERM algorithm
of (Bassily et al., |2014) with the hinge loss; see (Nguyen
et al.| |2020) for the analysis.

®Specifically, Nguyen et al. (2020) uses the DP empirical
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Robust Non-robust
Bounds Proper | Improper Proper | Improper
Non-private Tight o(1/7?)
. Upper O(d) (Theorem [5 O(1/9%)
Pure-DP RO i) (Thoorem B~ G2 005 (Pheorem
- Upper O(Vd/y) ' O(1/~%)
A te-DP |..oPPer | YNael) )
bproximate Lower | €©(v/d/~) (Theorem [3 | Q(1/4?) (Theorem |4 Q(1/~%) (Theorem |4

Table 1: Trade-offs between privacy and robustness. The robust column corresponds to (v, 0.9y)-robust learners, whereas
the non-robust column corresponds to (v, 0)-robust learners. For simplicity of presentation, we assume a,¢,& € (0,1) are
sufficiently small constants, d > 1/42, and for approximate-DP lower bounds, that § = o(1/n). While approximate-DP

upper bounds (marked with) can already be derived from previous work, we give a faster algorithm (Theorem

@). For

DP, known results are from (Nguyen et al., [2020); for the non-private case, the results follow, e.g., from (Bartlett and

Mendelson,, [2002; |[Koltchinskii and Panchenko, |2002).

Theorem 6. There is an (€,0)-DP (v,0.97)-
robust learner with sample complexity n =

Oa (% - max {@, %2}) and running time O, (nd/7).
Our theoretical results and those from prior works are
summarized in Table [I. Notice that the non-private
robust setting and the non-robust private setting each
requires only O(1/42) samples, whereas our results
show that the private and robust setting requires either
Q(d) samples (for pure-DP) or Q(v/d/~) samples (for
approximate-DP). This separation positively answers
the question central to our study.

We complement our theoretical results by empirically
evaluating our algorithm (from Theorem @ on the
MNIST (LeCun et al., [2010) and USPS (Hull, [1994)
datasets. Our results show that it is possible to achieve
both robustness and privacy guarantees while main-
taining reasonable performance. We further provide
evidence that models trained via our algorithm are
more resilient to adversarial noise compared to neural
networks trained via DP-SGD (Abadi et al.| 2016).

Organization. In the two following sections, we de-
scribe in detail the ideas behind each of our proofs.
We then present our experimental results in Section
Finally, we discuss additional related work and sev-
eral open questions in Sections [5 and [6 respectively.
Due to space constraints, all missing proofs and addi-
tional experiments are deferred to the Supplementary
Material.

2 Sample Complexity Lower Bounds

In this section, we explain the high-level ideas behind
each of our sample complexity lower bounds. Our
pure-DP lower bound is based on a packing framework
and our approximate-DP lower bounds are based on

risk minimization algorithm of (Bassily et al., |2014) with
the hinge loss; however, the latter requires Q(n?) iterations
and each iteration requires Q(d) time.

fingerprinting codes.

2.1 Pure-DP Lower Bound (Theorem

We use the packing framework, a DP lower bound proof
technique that originated in (Hardt and Talwar] 2010).
Roughly speaking, to apply this framework, we have to
construct many input distributions for which the sets of
valid outputs for each distribution are disjoint (hence
the name “packing”). In our context, this means that
we would like to construct distributions DV, ... D)
such that the sets G(®) of hypotheses with small robust
risk on D@ are disjoint. Once we have done this, the
packing framework immediately gives us a lower bound
of Q(log K/e) on the sample complexity; below we de-
scribe a construction for K = 22(4) distributions, which
yields the desired Q(d/e) lower bound in Theorem

Our construction proceeds by picking unit vec-
tors w(l), ..., w() that are nearly orthogonal, i.e.,
|(w®, wli))| < 0.01 for all i # j. It is not hard
to see (and well-known) that such vectors exist for
K = 2% We then let D be the uniform distribu-
tion on (1.01y - w®, +1), (=1.01y - w( —1).

Now, let G(®) denote the set of hypotheses h for
which Rg.9+(h, D) < 0.5. Since our distribution
D is uniform on two elements, we must have that
Ro.9-(h, DWD) = 0 for all h € GW. To see that G
and GU) are disjoint for any i # j, notice that, since
‘<W(i),w(j)>‘ < 0.01, the point 1.017 - w(® is within
distance 1.8y from the point —1.01v-w(). This means
that any hypothesis h cannot correctly classify both
(1.017y - w@ 1) and (—1.01y - w(®, —1) with margin at
least 0.97, which implies that G®) N GY) = (). This
completes our proof sketch.

We end by remarking that the previous work of Nguyen
et al.| (2020) also uses a packing argument; the main
differences between our construction and theirs are
in the choice of the distributions P and the proof
of disjointness of the G(9’s. Our construction of D)
is in fact simpler, since our proof of disjointness can
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rely on the robustness guarantee. These differences
are inherent, since our lower bound holds even against
improper learners, i.e., when the output hypothesis may
not be a halfspace, whereas the lower bound of [Nguyen
et al.| (2020) only holds against the particular case of
proper learners.

2.2 Approximate-DP Lower Bound
(Theorem

We reduce from a lower bound from the line of
works (Bun et al.| 2018; Dwork et al., [2015; [Steinke
and Ullman| 2016, 2017) inspired by fingerprinting
codes. Specifically, these works consider the so-called
attribute mean problem, where we are given a set of
vectors drawn from some (hidden) distribution D on
{£1}? and the goal is to compute the mean. It is
known that getting an estimate to within 0.1 of the
true mean in each coordinate requires (v/d) samples.
In fact, |Steinke and Ullman| (2017) show that even
outputting a vector with a “non-trivial” dot produciﬁ
with the mean already requires Q(v/d) samples. This
almost implies our desired lower bound: the only re-
maining step is to turn D to a distribution that is
realizable with margin v*. We do this by conditioning
D on only points x with a sufficiently large dot prod-
uct with the true mean, and then adding both (x,+1)
and (—x,—1) to our distribution. This reduction gives
an Q(v/d) lower bound on the sample complexity of
(v*,0.99*)-robust proper learners, for some absolute
constant margin parameter v* > 0.

To get an improved bound for a smaller margin -,
we “embed” Q(1/+2) hard instances above in each of
O(y2d) dimensions. More specifically, let T = ~*/;
for each i € [T?] we create a distribution D) that
is the hard distribution from the previous paragraph
in d' := d/T dimensions embedded onto coordinates
d'(i—1)+1,...,d"i. We then let the distribution D’ be
the (uniform) mixture of DM ... ,D(Tz). Since each
DO is realizable with margin v* via some halfspace
w(® | we may take w* := % Zie[T2] ”:"viil;” to realize
the distribution D’ with margin % -y* =~ as desired.

Now, to find any w with small Rg.9,(hw,D’), we
roughly have to solve (most of) the T2 instances D()’s.
Recall that solving each of these instances requires
Q(v/d') samples. Thus, the combined instance requires

QT? - Vd') = Q(1/4% - \/72d) = Q(\/d/~) samples.

8Specifically, this holds when the output vector has #-

norm at most v/d and the dot product is at least ¢d for any
constant ¢ > 0.

2.3 Non-Robust DP Learning Lower Bound
(Theorem [4))

This lower bound once again uses the “embedding”
technique described above. Here we start with a hard
one-dimensional instance, which is simply the uniform
distribution on (z, —1), (x, +1) where z is either +1 or
—1. When 6 > 0 is sufficiently small (depending on ¢),
it is simple to show that any (¢, 0)-DP (1, 0)-learner for
this instance requires £2(1/€) samples. Similar to the
previous proof overview, we embed 1/42 such instances
into 1/4% dimensions. Since the one-dimensional in-
stance requires (1/¢) samples, the combined instance
requires €2(1/(ey?)) samples, thereby yielding Theo-
rem [4]

3 Sample-Efficient Algorithms

In this section, we present our algorithms for robust
and private learning. Our pure-DP algorithm is based
on an improved analysis of the exponential mechanism.
Our approximate-DP algorithm is based on a private,
batched version of the perceptron algorithm.

In the following discussions, we assume that w* is
an (unknown) optimal halfspace with respect to the
input distribution D and Ls-perturbations with margin
parameter v, i.e., that w* satisfies R, (hw+, D) = 0. We
may assume without loss of generality that ||w*| = 1.

3.1 Pure-DP Algorithm (Theorem

Theorem [5 is shown via the exponential mechanism
(EM) (McSherry and Talwarl [2007). Our guarantee
is an improvement over the “straightforward” analysis
of EM on a (0.17)-net of the unit sphere in R?, which
gives an upper bound of O,(dlog(1/vy)/e) (Nguyen
et al., 2020). On the other hand, when d > 1/4%, our
sample complexity is O, (d/¢). The intuition behind our
improvement is that, if we take a random unit vector
w such that (w,w*) > 0.99, then it already gives
a small robust risk (in expectation) when d > 1/+2
because the component of w orthogonal to w* is a
random (d — 1)-dimensional vector of norm less than
one, meaning that in expectation it only affects the
margin by O(1/v/d) < 0.1y. Now, a random unit
vector satisfies (w, w*) > 0.99 with probability 2~°(4),
which (roughly speaking) means that EM should only
require O, (d/€) samples.

3.2 Approximate-DP Algorithm (Theorem @

To prove Theorem [6] we use the DP Batch Perceptron
algorithm presented in Algorithm [} DP Batch Percep-
tron is the batch and privatized version of the so-called
margin perceptron algorithm (Duda and Hart) [1973;
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Collobert and Bengiol [2004). That is, in each iteration,
we randomly sample a batch of samples and for each
sample (x,y) in the batch that is not correctly classified
with margin 7/, we add y-x to the current weight of the
halfspace. Furthermore, we add some Gaussian noise
to the weight vector to make this algorithm private.
We also have a “stopping condition” that terminates
whenever the number of samples mislabeled at margin
~" is sufficiently small. (We add Laplace noise to the
number of such samples to make it private.) To get
a (y,0.9)-robust learner, it suffices for us to set, e.g.,
~' = 0.95v; we use this value of 4/ in the subsequent
discussions.

Algorithm 1 DP Batch Perceptron
DP-Batch-Perceptron, , 74 o ({ (X5, ¥5) }jem))
1: wgo < 0
2: fori=1,...,T

3: S; + a set of samples where each (x;,y;)
is independently included w.p. p

4. M; + 0

5: for (x,y) € S;

6: ifsgn(<uzv‘,z7:”,x>—y~'y’)7éy

7 M; %MZU{(X,y)}

8: Sample v; ~ Lap(b)

9: if |M;| +v; < 0.3apn

10: return w;_1/||w;_1||

11: u; — Z(x’y)eMiy-x

12: Sample g; ~ N(0,02 - Ijxq)

13: W, <~ W1 +U; +8;

return FAIL

Before we dive into the details of the proof, we remark
that our runtime reduction, compared to the generic al-
gorithm from (Bassily et al.}|2014), comes from the fact
that, in the accuracy analysis, we only need the number
of iterations T' to be O, (1/7?), similar to the percep-
tron algorithm (Novikoff, [1963). On the other hand,
the generic theorem of [Bassily et al. (2014) requires
n? = O4(d?/~?) iterations.

The accuracy analysis of DP Batch Perceptron follows
the blueprint of that of perceptron (Novikoff, [1963).
Specifically, we keep track of the following two quan-
tities: (w;, w*), the dot product between the current
halfspace w; and the “true” halfspace w*, and ||w;||,
the (Euclidean) norm of w;. We would like to show
that, after the first few iterations, (w;, w*) increases
at a faster rate than ||w;||. Since (w;, w*) is bounded
above by ||w;||, we may use this to bound the number
T of iterations required for the algorithm to converge.

For simplicity, we assume that in each iteration |M;|
is equal to m > 0. Let us first consider the case where
no noise is added (i.e., ¢ = 0). From the definition

of w*, it is simpl to check that (w*,y-x) > v for
all samples (x,y). This means that (w*,u;) > ym,
resulting in

(w*, wi) > (W, wi_1) +ym. (1)

On the other hand, the check condition before we
add each example (x,y) to M; (Line[6) ensures that
(wi,y-x) <7 -|lwy| for all (x,y) € M;. From this
one can derive the following bound:

0.5m?

w1’

which, when ||w;_1|| > 50m/~, implies that

[[will < [Iwiill +7'm+

lw;l| < |lwi—1]| + 0.96ym. (2)
Combining and (2), we arrive at
50m /vy + 0.96ymi > |w;|| > (w*, w;) > ymi.

This implies that the algorithm must stop after T' =
O (1 / 72) iterations. (When m = 1, this noiseless anal-
ysis is essentially the same as the original convergence
analysis of perceptron (Novikoft] [1963)).)

The previous paragraphs outlined the analysis for the
noiseless case where 0 = 0. Next, we will describe
how the noise o affects the analysis and our choices
of parameters. Roughly speaking, we would like the
inequalities and to “approximately” hold even
after adding noise. In particular, this means that we
would like the right-hand side of these inequalities to
be affected by at most o(ym) by the noise addition,
with high probability. This condition will determine
our selection of parameters.

For , the inclusion of the noise term g; adds to the
right-hand side by (w*,g;). The expectation of this
term is ||w*|| - 0 < o, which means that it suffices
to ensure that m > @ (o/v). For (2), it turns out

lle: |I? :
Twot] which,

under the assumption that ||w;_1| > 50m/~, is at
most O(v]|g;||?/m); this term is O(ydo?/m) in expec-
tation. Since we would like this term to be o(ym), it
suffices to have m = &(o - v/d). By combining these
two requirements, we may pick m = o - O(vVd + 1/7).
We remark that the number of iterations still remains
T = O(1/~?), as in the noiseless case above.

that the dominant additional term is

While we have so far assumed for simplicity that
|M;| = m in all iterations, in the actual analysis we
only require that |M;| > m. Furthermore, it is sim-
ple to show that, as long as the current hypothesis

"Specifically, since R (hw=, D) = 0, we have y (w*,z) >
0 for all z such that ||x —z| < ~. Plugging in z = x —yyw"
yields the claimed inequality.
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has robust risk significantly more than «, we will have
|M;| > Qq(pn) with high probability. Combining with
the previous paragraph, this gives us the following
condition (assuming that « is constant):

pn > o-&(Vd+1/7).

This leads us to pick the following set of parameters:

n:O(}Y (ﬁ+i)>, p=0(v),

The privacy analysis of our algorithm is similar to that
of DP-SGD (Bassily et al., 2014). Specifically, by the
choice of ¢ = O(1) and subsampling rate p = O(y),
cach iteration of the algorithm is (O(ve),0(729))-
DP (e.g., Dwork et al., 2010; [Balle et al.,|[2018). Since
the number of iterations is T = O(1/+?%), advanced com-
position theorem (Dwork et al., 2010) implies that the
entire algorithm is (O(V/T - ve), O(T -726)) = (¢, 6)-DP
as desired.

o=0(1).

We end by noting that, despite the popularity of
perceptron-based algorithms, we are not aware of any
work that analyzes the above noised and batched vari-
ant. The most closely related analysis we are aware
of is that of Blum et al.| (2005), whose algorithm uses
the entire dataset in each iteration. While it is pos-
sible to adapt their analysis to the batch setting, it
unfortunately does not give an optimal sample com-
plexity. Specifically, their analysis requires the batch
size to be Q(v/d/7), resulting in sample complexity of
Q(v/d/+?). On the other hand, our more careful anal-
ysis works even with batch size O(v/d 4+ 1/v), which

results in the desired Oa,e(\/g/'y) sample complexity
when d > 1/+2.

4 Experiments

We run our DP Batch Perceptron algorithm on the
MNIST (LeCun et al., 2010) and USPS (Hull, [1994)
datasets, both of which involve 10-class digit classifica-
tion. We train a separate halfspace classifier w(¥) for
each class y € {1,...,10} for one epoch. To predict
on an image x, we output a class y* that maximizes
<W(y*),x>. We tune batch size as a hyperparameter
with values 1, 10, 50, 100, 500, 1000, and ~" with values
1, 0.1, 0.01, 0.001, 0.0001. Each set of experiments is
repeated for 20 random trials. To reduce the number
of hyperparameters, we slightly modify our algorithm
so that we do not stop early (i.e., removing Lines E
and but instead return the weight vector wr at
the end of the T'th iteration (where T' is set in the
algorithm).

The standard deviation o of the Gaussian noise added
is determined by a fixed (¢, 0)-DP budget, computed

using Renyi DP (Abadi et al., [2016; Mironovl, [2017).
The calculations for this follow the implementation in
the official TensorFlow Privacy repository (https://
github.com/tensorflow/privacy). For experiments
with varying e (first column of Figure , we fix 0
to 1075 for MNIST and 10~* for USPS. We observe
that despite the robustness and privacy constraints,
DP Batch Perceptron still achieves competitive accu-
racy on both datasets. We also report performance
with varying & values of 1072,1073,107%,10° (second
column of Figure [1)), while keeping ¢ fixed at 1.0.

Adversarial Robustness Evaluation. We com-
pare the robustness of our models against those of
neural networks trained with DP-SGD. For the latter,
we follow the architecture found in the official Tensor-
Flow Privacy tutorial, which consists of two convolu-
tional layers, each followed by a MaxPool operation,
and a dense layer that outputs predicted logits. The
network is then trained with batch size 250, learning
rate 0.15, Lo clipping-norm 1.0, and for 60 epochs.
This configuration yields competitive performance on
the MNIST dataset.

To evaluate the robustness of the models, we calculate
the robust risk on the test dataset for varying values of
the perturbation norm (i.e., margin) «. Following com-
mon practice in the field, we plot the robust accuracy
on the test data, which is defined as one minus the ro-
bust risk (i.e., 1 — R~ (h, D) where D is the test dataset
distribution), instead of the robust risk itself. Similarly,
our plots use the unnormalized margin, meaning that
the images are not re-scaled to have Lo norm equal to
1 before prediction. Note that each of their pixel values
is still scaled (i.e., divided by 255 if necessary) to have
values in the range [0, 1].

In the case of DP Batch Perceptron, it is known (see,
e.g., [Hein and Andriushchenkol [2017) that an example
(x,y) cannot be perturbed (using IP,) to an incorrect
w(y),x>7<w(y/),x>
Hw<y)7w<yl)\|
allows us to exactly calculate the robust risk of our
linear classifiers. We stress that this is a provable ro-
bustness guarantee, i.e., it holds against all adversarial
attacks with perturbation norm (at most) =.

label if v < min,/», . This formula

We demonstrate the effect of the change in the required
privacy level on the robust risk of our linear classifiers
in the right most column of Figure [I. The x-axis of
the plots represents the parameter v and the y-axis
represents the y-robust accuracy on the test dataset.

In contrast to linear models, there is no efficiently-
computable formula to calculate robust risk for general
neural networks. In this case, we use a variant of a
popular adversarial robustness attack (outlined below)
to estimate the robust risk of DP-SGD-trained neural
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Figure 1: Performance of DP Batch Perceptron halfspace classifiers on the MNIST (top row) and USPS (bottom row)

datasets.
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Figure 2: Robustness accuracy comparison between DP-SGD-trained Convolutional neural networks and DP Batch
Perceptron halfspace classifiers on MNIST dataset for a fixed privacy budget. In all three plots, § = 107> but e varies from

0.5, 1, and 2.

networks. Unlike the linear classifier case, this method
only gives a lower bound on the robust risk, meaning
that more sophisticated attacks might result in even
more incorrect classifications.

We now briefly summarize the attack we use against
DP-SGD-trained neural networks; (a version of) this
method was already presented in (Szegedy et al., 2014).
Let M denote a trained model; recall that the last layer
of our model consists of 10 outputs corresponding to
each class and to predict an image we take y* with the
maximum output. Given a sample (x,y), we would
like to determine whether there exists a perturbation
A € R? with ||A|| <« such that M predict x + A to
be some other class 3/ # y. Instead of solving this
(intractable) problem directly, the attack considers a

modified objective of

min 4(M(x+ A),y
min (M (x+4),y)

where £ is some loss function. This optimization prob-
lem is then solved using Projected Gradient Descent
(PGD). We use the cross entropy loss in our attack.

Comparisons of the robust accuracy of models trained
via DP Batch Perceptron and those trained via DP-
SGD are shown in Figure [2 for § = 107% and ¢ =
0.5,1,2. In the case of ¢ = 0.5, while both classifiers
have similar test accuracies (without any perturbation,
v = 0), as v increases, the robust accuracy rapidly
degrades for the DP-SGD-trained neural network com-
pared to that of the DP Batch Perceptron model. This
overall trend persists for ¢ = 1,2; in both cases, the
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neural networks start off with noticeably larger test
accuracy when v = 0 but are eventually surpassed by
halfspace classifiers as 7y increases.

5 Other Related Work

Learning Halfspaces with Margin. Lo robust-
ness is a classical setting closely related to the no-

Differentially Private Learning. Private learning
has been a popular topic since the early days of differen-
tial privacy (e.g.,[Kasiviswanathan et al.,|2008)). Apart
from the work of Nguyen et al. (2020) on privately learn-
ing halfspaces with a margin, a line of work closely re-
lated to our setting is the study of the sample complex-
ity of learning threshold functions (Beimel et al., 2016
Feldman and Xiao| [2014} [Bun et al., [2015} [Alon et al.
2019; [Kaplan et al., 2020a) and halfspaces (Beimel
et al., 2019; Kaplan et al.,|2020blc). These works study

tion of margin (e.g., Rosenblatt, [1958; Novikoff, [1963).
(See the supplementary material for formal definitions.)
Known margin-based learning methods include the clas-
sic perceptron algorithm (Rosenblatt, [1958; Novikoff]
1963) and its many generalizations and variants (e.g.,
Duda and Hart, [1973; [Collobert and Bengio, [2004; [Fre-

the setting where the unit ball B? is discretized so
that the domain X is X? N B? (i.e., each coordinate
is an element of X). Interestingly, it has been shown
that when X is infinite, halfspaces become unlearnable,
i.e., the sample complexity becomes unbounded
et al., [2019). On the other hand, an (¢,0(1/n))-DP

und and Schapire, [1999; [Gentile and Littlestone], [1999}
Li and Long|, |2002; Gentile| 2001), as well as Support
Vector Machines (SVMs) (Boser et al.| [1992; (Cortes
land Vapnik, [1995). A number of works also explore
a closely related agnostic setting, where the distribu-
tion D is not guaranteed to be realizable with a mar-
gin (e.g., Ben-David and Simon, 2000; |Shalev-Shwartz

et al., [2010; [Long and Servedio, 2011} [Birnbaum and
Shalev-Shwartz, 2012} [Diakonikolas et al.l 2019} [2020).

Generalization aspects of margin-based learning of half-
spaces is also a widely studied topic (e.g., Bartlett, [1998;

learner with sample complexity 0 (%) . 90(log™ |X1)
exists (Kaplan et al., 2020b).

While the above setting is not directly comparable
to ours, it is possible to reduce between the margin
setting and the discretized setting, albeit with some loss.
For example, we may use the grid discretization with
|X| = 0.017/V/d, to obtain a (v,0)-learner with sample

complexity O (%) .2000g™(1/7)) " This is better than
the (straightforward) bound of O(d-log(1/7)) obtained

[Zhang, 2002} Bartlett and Mendelson|, [2002; [Koltchin
skii and Panchenko| 2002} [McAllester, 2003} [Kakade
et al.;[2008), and it is known that the sample complexity
of robust learning of halfspaces is O(1/(ay)?) (Bartlett
and Mendelson| [2002; [Koltchinskii and Panchenko,

by applying the exponential mechanism
halwar, IM when ~ is very small (e.g., v < 2-d" ).
It remains an interesting open problem to close such a
gap for very small values of ~.

Several works (e.g., Rubinstein et al., 2012; |Chaudhuri

2002).

To the best of our knowledge, the first work that com-
bines the study of learning halfspaces with margin and
DP is (Nguyen et al., 2020); their results are repre-
sented in Table [1. Recently, (Ghazi et al| (2020) gave
alternative proofs for some results of [Nguyen et al.
via reductions to clustering problems, but these
do not provide any improved sample complexity or
running time.

Adversarially Robust Learning. There has been
a rapidly growing literature on adversarial robustness.
Some of these works have presented evidence that
training robust classifiers might be harder than non-
robust ones (e.g., [Awasthi et al., [2019; Bubeck et al.,
[2018, [2019; [Degwekar et al., 2019). Other works aim
to demonstrate the accuracy cost of robustness (e.g.,
[Tsipras et al., |2019; [Raghunathan et al., 2019). An-
other line of work seeks to determine the right quantity
that governs adversarial generalization (e.g.,|Schmidt
et al [2018; Montasser et al., [2019; [Khim and Lol
2018; [Yin et al., [2019; [Awasthi et al., [2020).

et al., |[2011) have studied differentially private SVMs.
However, to the best of our knowledge, there is no
straightforward way to translate their theoretical re-
sults to those shown in our paper as the objectives in
the two settings are different.

6 Conclusions and Future Directions

In this work, we prove new trade-offs, measured in
terms of sample complexity, between privacy and
robustness—two crucial properties within the domain
of AI ethics and safety—for the classic task of halfspace
learning. Our theoretical results demonstrate that DP
and adversarially robust learning requires a larger num-
ber of samples than either DP or adversarially robust
learning alone. We then propose a learning algorithm
that meets both criteria, and test it on two multi-class
classification datasets. We also provide empirical evi-
dence that despite having a slight advantage in terms
of test accuracy on the main task, standard neural
networks trained with DP-SGD are not as robust as
those trained with our algorithm.
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We conclude with a few future research directions. First,
it would be interesting to close the gap for the sam-
ple complexity of improper approximate-DP (v, 0.97)-
robust learners; for d > 1/42, the upper bound is
O(Vd/v) (Theorem [6) but the lower bound is only
Q(1/4?) (Theorem [4). This is the only case where
there is still a super-polylogarithmic gap for d > 1/+2.

Another technical open question is to improve the lower
bounds in Theorem E to Q(min{v/d/vy,d})/e. Cur-
rently, we are missing the € term because we invoke a
lower bound from |Steinke and Ullman (2017) (Theo-
rem , which was specifically proved only for ¢ = 1.

Furthermore, it would be natural to extend our study to
L, perturbations for p # 2. An especially noteworthy
case is when p = oo, which is a well-studied setting in
the adversarial robustness literature.

Finally, it would be very interesting to provide a theo-
retical understanding of private and robust learning be-
yond halfspaces, to accommodate complex algorithms
(e.g., deep neural networks) that are better suited for
more challenging tasks.
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