Shuffled Model of Differential Privacy in Federated Learning

Supplementary Material

A Related Work

Among the several main challenges in the recently developed FL framework (see [Kairouz et al] [2019] and
references therein), we focus in this paper on the combination of privacy and communication efficiency, and
examining its impact on model learning. We briefly review some of the main developments in related papers on
these topics below.

A.1 Communication-Privacy Trade-offs

Distributed mean estimation and its use in training learning models has been studied extensively in the literature
(see |Alistarh et al., 2017, |Gandikota et al., 2019, Mayekar and Tyagi, 2020, Suresh et al., 2017] and references
therein). In [Suresh et al. [2017], the authors have proposed a communication efficient scheme for estimating the
mean of set a of vectors distributed over multiple clients. |[Acharya et al.| [2019] studied the discrete distribution
estimation under LDP. They proposed a randomized mechanism based on Hadamard coding which is optimal
for all privacy regime and requires O (log (d)) bits per client, where d denotes the support size of the discrete
distribution. In |Acharya and Sun| [2019], the authors consider both private and public coin mechanisms, and show
that the Hadamard mechanism is near optimal in terms of communication for both distribution and frequency
estimation. Recently, Chen et al.| [2020] proposed a communication efficient scheme for mean estimation under local
differential privacy constraints. This work is is done concurrently and independently of our work. Furthermore,
it focuses on mean estimation for bounded f3-norm vectors, in contrast to our optimization approach, privacy
amplification through sampling and shuffling. Also, this work considers the existence of public randomness, while
we do not need public randomness.

LDP mechanisms suffer from the utility degradation that motivates other work to find alternative techniques to
improve the utility under LDP. One of new developments in privacy is the use of anonymization to amplify the
privacy by using secure shuffler. In [Balle et al.l [2019¢, [2020a), Cheu et al., 2019], the authors studied the mean
estimation problem under LDP with secure shuffler, where they show that the shuffling provides better utility
than the LDP framework without shuffling.

A.2 Private Optimization

|Chaudhuri et al.|[2011] studied centralized privacy-preserving machine learning algorithms for convex optimization
problem. The authors proposed a new idea of perturbing the objective function to preserve privacy of the training
dataset. Bassily et al|[2014] derived lower bounds on the empirical risk minimization under central differential
privacy constraints. Furthermore, they proposed a differential privacy SGD algorithm that matches the lower
bound for convex functions. In |Abadi et all |2016], the authors have generalized the private SGD algorithm
proposed in [Bassily et al., 2014] for non-convex optimization framework. In addition, the authors have proposed
a new analysis technique, called moment accounting, to improve on the strong composition theorems to compute
the central differential privacy guarantee for iterative algorithms. However, the works mentioned,
[2016], Bassily et al. [2014], [Chaudhuri et al.| [2011], assume that there exists a trusted server that collects the
clients’ data. This motivates other works to design a distributed SGD algorithms, where each client perturbs her
own data without needing a trusted server. For this, the natural privacy framework is local differential privacy or
LDP (e.g., see [Bhowmick et al.l 2018, Duchi et al., 2013, Evfimievski et al., 2004, Warner, 1965]). However, it is
well understood that LDP does not give good performance guarantees as it requires significant local randomization
to give privacy guarantees [Duchi et al., 2013, Kairouz et al., 2016} Kasiviswanathan et al., 2011]. The two most
related papers to our work are |Agarwal et al., 2018 [Erlingsson et al. [2020] which we describe below.

[Erlingsson et al| [2020] proposed a distributed local-differential-privacy gradient descent algorithm, where
each client has one sample. In their proposed algorithm, each client perturbs the gradient of her sample
using an LDP mechanism. To improve upon the LDP performance guarantees, they use the newly proposed
anonymization/shuffling framework [Balle et al., 2019¢c|]. Therefore in their work, gradients of all clients are passed
through a secure shuffler that eliminates the identities of the clients to amplify the central privacy guarantee.
However, their proposed algorithm is not communication efficient, where each client has to send the full-precision
gradient without compression. Our work is different from |Erlingsson et al.,|2020], as we propose a communication
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efficient mechanism for each client that requires O(logd) bits per client, which can be significant for large d.
Furthermore, our algorithm consider multiple data samples at client, which is accessed through a mini-batch
random sampling at each iteration of the optimization. This requires a careful combination of compression and
privacy analysis in order to preserve the variance reduction of mini-batch as well as privacyﬂ In addition we
obtain a gain in privacy by using the fact that (anonymized) clients are sampled (i.e., not all clients are selected
at each iteration) as motivated by the federated learning framework.

Agarwal et al.| [2018] proposed a communication-efficient algorithm for learning models with central differential
privacy. Let n be the number of clients per round and d be the dimensionality of the parameter space. They
proposed ¢p-SGD, a communication efficient algorithm, where clients need to send O(log(1+ %62) + logloglog Z—g)
bits of communication per coordinate, i.e., O (d {log(1 + %62) + logloglog Z—g ) bits per round to achieve the
same local differential privacy guarantees of ¢y as the Gaussian mechanism. Their algorithm is based on a Binomial
noise addition mechanism and secure aggregation. In contrast, we propose a generic framework to convert any
LDP algorithm to a central differential privacy guarantee and further use recent results on amplification by
shuffling, that also achieves better compression in terms of number of bits per client.

B Background tools

B.1 Differential Privacy

In this section, we formally define local differential privacy (LDP) and (central) differential privacy (DP). First
we recall the standard definition of LDP [Kasiviswanathan et al.| 2011].

Definition 3 (Local Differential Privacy - LDP |Kasiviswanathan et all [2011]). For ¢y > 0 and b € N* :=
{1,2,3,...}, a randomized mechanism R : X — Y is said to be ¢-local differentially private (in short, eo-LDP),
if for every pair of inputs x, &’ € X, we have

Pr{R(z) = y] < exp(e) Pr[R(2)) =y],  Vy e V. (13)

In our problem formulation, since each client has a communication budget on what it can send in each SGD
iteration while keeping its data private, it would be convenient for us to define two parameter LDP with privacy
and communication budget.

Definition 4 (Local Differential Privacy with Communication Budget - CLDP). For ¢; > 0 and b € N, a
randomized mechanism R : X — ) is said to be (eg, b)-communication-limited-local differentially private (in
short, (g, b)-CLDP), if for every pair of inputs x,z’ € X, we have

Pr[R(z) = y] < exp(e) Pr[R(a) = y],  Vye. (14)
Furthermore, the output of R can be represented using b bits.

Here, ¢y captures the privacy level, lower the €y, higher the privacy. When we are not concerned about the
communication budget, we succinctly denote the corresponding (eg, 00)-CLDP, by its correspondence to the
classical LDP as €p-LDP [Kasiviswanathan et al., 2011].

Let D = {x1,...,x,} denote a dataset comprising n points from X. We say that two datasets D = {x1,..., 2}
and D' = {x], ..., 2]} are neighboring if they differ in one data point. In other words, D and D’ are neighboring
if there exists an index i € [n] such that z; # x} and z; = 2/, for all j # i.

Definition 5 (Central Differential Privacy - DP |[Dwork and Roth| 2014, [Dwork et al., 2006]). For €¢,§ > 0,
a randomized mechanism M : X™ — Y is said to be (e, §)-differentially private (in short, (e, 0)-DP), if for all
neighboring datasets D, D’ € X™ and every subset £ C ), we have

Pr[M (D) € &] < exp(e) Pr[M (D) € €] + 4. (15)

Remark 4. For any €;-LDP mechanism R : X — ), it is easy to verify that the randomized mechanism
M X" — Y defined by M (z1,...,2,) = (R(x1),...,R(xy)) is (g, 0)-DP.

8The naive method of quantizing the aggregated mini-batch gradient will fail to preserve the required variance reduction.
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Remark 5. Note that in this paper we make a clear distinction between the notation used for central differ-
ential privacy, denoted by (e, §)-DP (see Definition , local differential privacy eo-LDP (see definition [3) and
communication limited local differential privacy, denoted by (eo, b)-CLDP (see Definition []).

The main objective of this paper is to make SGD differentially private and communication-efficient, suitable for
federated learning. For that we compress and privatize gradients in each SGD iteration. Since the parameter
vectors in any iteration depend on the previous iterations, so do the gradients, which makes this procedure a
sequence of many adaptive DP mechanisms. We can calculate the final privacy guarantees achieved at the end of
this procedure by using composition theorems.

B.2 Strong Composition [Dwork et al., 2010]|

Let My (Z1,D),..., Mz (Zr,D) be a sequence of T adaptive DP mechanisms, where Z; denotes the auxiliary
input to the ¢th mechanism, which may depend on the previous mechanisms’ outputs and the auxiliary inputs
{(Z;, M;(Z;,D)) : j < i}. There are different composition theorems in literature to analyze the privacy guarantees
of the composed mechanism M(D) = (M; (Z1,D),..., M7 (Zr,D)).

Dwork et al.| [2010] provided a strong composition theorem (which is stronger than the basic composition theorem
in which the privacy parameters scale linearly with 7") where the privacy parameter of the composition mechanism
scales as /T with some loss in §. Below, we provide a formal statement of that result from Dwork and Roth
[2014].

Lemma 6 (Strong Composition, [Dwork and Roth} 2014, Theorem 3.20]). Let My,..., Mz be T' adaptive
(€,0)-DP mechanisms, where €,6 > 0. Then, for any ' > 0, the composed mechanism M = (My,...,Mr) is

(¢,0)-DP, where
e=+/2Tlog(1/8"e+Te (e —1), 6=To+0"
In particular, when € = O < bg(}””), we have e = O (E\/Tlog (1/5’)).

Note that training large-scale machine learning models (e.g., in deep learning) typically requires running SGD
for millions of iterations, as the dimension of the model parameter is quite large. We can make it differentially
private by adding noise to the gradients in each iteration, and appeal to the strong composition theorem to bound
the privacy loss of the entire process (which in turn dictates the amount of noise to be added in each iteration).

B.3 Privacy Amplification

In this section, we describe the techniques that can be used for privacy amplification. The first one amplifies
privacy by subsampling the data (to compute stochastic gradients) as well as the clients (as in FL), and the other
one amplifies privacy by shuffling.

B.3.1 Privacy Amplification by Subsampling

Suppose we have a dataset D' = {Uy,...,U,, } € U™ consisting of 7, elements from a universe Y. A subsampling
procedure takes a dataset D’ € Y™ and subsamples a subset from it as formally defined below.

Definition 6 (Subsampling). The subsampling operation samp,. ., : U™ — U™ takes a dataset D elUm as
input and selects uniformly at random a subset D" of ry < r; elements from D’. Note that each element of D’
appears in D" with probability ¢ = 2.

The following result states that the above subsampling procedure amplifies the privacy guarantees of a DP
mechanism.

Lemma 7 (Amplification by Subsampling, [Kasiviswanathan et all [2011]). Let M : U™ — V be an (€, 9)-
DP mechanism. Then, the mechanism M' : U™ — V defined by M' = M osamp, ., is (¢,0")-DP, where
e =log(1+q(ef —1)) and &' = qd with ¢ = 22. In particular, when ¢ < 1, M’ is (O(ge), qd)-DP.

r1°
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Note that in the case of subsampling the data for computing stochastic gradients, where client i selects a
mini-batch of size s from its local dataset D; that has r data points, we take D' = D;, ry = r, and ro = 5. In the
case of subsampling the clients, k clients are randomly selected from the m clients, we take D' = {1,2,...,m},
r1 =m, and r2 = k. An important point is that such a sub-sampling is not uniform overall (i.e., this does not
imply that any subset of ks data points is chosen with equal probability) and we cannot directly apply the above
result. We need to revisit the proof of Lemma [7] to adapt it to our case, and we do it in Lemma (3] which is
proved in Appendix [C] In fact, the proof of Lemma [3]is more general than just adapting the amplification by
subsampling to our setting, it also incorporates the amplification by shuffling, which is crucial for obtaining strong
privacy guarantees. We describe it next.

B.3.2 Privacy Amplification by Shuffling

Consider a set of m clients, where client ¢ € [m] has a data x; € X. Let R : X — ) be an ¢p-LDP mechanism. The
i-th client applies R on her data @; to get a private message y, = R(x;). There is a secure shuffler H,, : Y™ — Y™
that receives the set of m messages (y,...,v,,) and generates the same set of messages in a uniformly random
order.

The following lemma states that the shuffling amplifies the privacy of an LDP mechanism by a factor of \/%

Lemma 8 (Amplification by Shuffling). Let R be an ey-LDP mechanism. Then, the mechanism M(x1, ..., Tm) =
Hum o (R(x1), ..., R(xm)) satisfies (e, 6)-differential privacy, where

1. [Balle et all 2019¢c, Corollary 5.3.1]. If €y < w, then for any 6 > 0, we have
e=0 (min{eo, 1}ec0y/ log(nll/é)) .
2. |Erlingsson et al, 2019, Corollary 9]. If ¢ < L, then for any 6 € (0, 1t5) and m > 1000, we have

27
€~ 1260,/ BT

In our proposed algorithm, only k£ < m clients send messages and each client sends a mini-batch of s gradients.
So, in total, shuffler applies the shuffling operation on ks gradients. In our algorithm, though sampling and
shuffling are applied one after another (first k clients are sampled, then each client samples s data points, and
then shuffling of these ks data points is performed), we analyze the privacy amplification we get using both of
these techniques by analyzing them together; see Lemma [3] proved in Appendix [C]

B.4 Compressed and Private Mean Estimation via Minimax Risk

Recall that in each SGD iteration, server sends the current parameter vector to all clients, upon receiving which
they compute stochastic gradients from their local datasets and send them to the server, who then computes
the average/mean of received gradients and updates the parameter vector. Note that these gradients (over the
entire execution of algorithm) may also leak information about the datasets. As mentioned in Section [1, we also
compress the gradients to mitigate the communication bottleneck.

In this section, we formulate the generic mimimax estimation framework for mean estimation of a given set of n
vectors that preserves privacy and is also communication-efficient. We then apply that method at the server in each
SGD iteration for aggregating the gradients. We derive upper and lower bounds for various ¢, geometries for p > 1
including the fo-norm. Let us setup the problem. For any p > 1 and d € N, let B (a) = {x € R? : ||z, < a}

1/p
denote the p-norm ball with radius a centered at the origin in RdH where ||z, = (Z;l:l \:Ej|p) . Each client

i € [n] has an input vector @; € BY(a) and the server wants to estimate the mean & := L5 @;. We have two
constraints: (i) each client has a communication budget of b bits to transmit the information about its input
vector to the server, and (ii) each client wants to keep its input vector private from the server. We develop
private-quantization mechanisms to simultaneously address these constraints. Specifically, we design mechanisms
M; : Bi(a) — {0,1}? for i € [n] that are quantized in the sense that they produce a b-bit output and are also
locally differentially private. In other words, M, is (€g,b)-LDP for some ¢y > 0 (see Definition |4)).

9 Assuming that the ball is centered at origin is without loss of generaility; otherwise, we can translate the ball to origin
and work with that.
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The procedure goes as follows. client i € [n] applies a private-quantization mechanism M; on her input «; and
obtains a private output y, = M;(x;) and sends it to the server. Upon receiving y™ = [y, ..., y,], server applies
a decoding function to estimate the mean vector * = % >, x;. Our objective is to design private-quantization
mechanisms M; : BY(a) — {0,1}? for all i € [n] and also a (stochastic) decoding function @ : ({0,1}%)" — B¢
that minimizes the worst-case expected error supyg ycpa E|Z — Z(y™)||?>. In other words, we are interested in
characterizing the following quantity.

p,d i i z—3(y");
Te n(a’) = inf HAlf sup E ||£B - CE(y )” ’
b, {Mi€Q )} @ {zi}eBL(a) ’ 1o

where Qs is the set of all (¢, b)-LDP mechanisms, and the expectation is taken over the randommess of
{M; : i € [n]} and the estimator . Note that in we do not assume any probabilistic assumptions on the
vectors &i,...,Ty.

Now we extend the formulation in to a probabilistic model. Let Pf(a) denote the set of all probability
density functions on Bg(a). For every distribution q € P;,i(a)7 let p, denote its mean. Since the support of each
distribution g € Pg is Bg(a) and /, is a norm, we have that p, € Bg(a). For a given unknown distribution
qc 7%‘5(@)7 client ¢ € [n] observes @;, where x1,...,x, are i.i.d. according to g, and the goal for the server is to
estimate p,, while satisfying the same two constraints as above, i.e., only b bits of communication is allowed from
any client to the server while preserving the privacy of clients’ inputs. Analogous to , we are interested in
characterizing the following quantity.

RP? (q) = inf inf sup E —z(y" 2,
i () VLIRS . ) g — 2™, (17)

where the expectation is taken over the randomness of the output y™ and the estimator Z.

In this paper, we design private-quantization mechanisms {Mj,..., M, } such that they are symmetric (i.e.,
M,’s are same for all i € [n]) and any client uses only private source of randomness that is not accessible by any
other party in the system.

C Proof of Lemma [3

This entire section is devoted to proving Lemma 3| For convenience, we restate the lemma below.

Lemma (Restating Lemma . Let s = 1 and ¢ = . Suppose R is an eg-LDP mechanism, where €

w and 6 > 0 is arbitrary. Then, for any t € [T], the mechanism My is (63) -DP, where

Nl
|

ol
Il

In(1 + q(ef — 1)),0 = ¢b with é = O (min{eo,l}e60 bgg;/é)>. In particular, if ¢¢ = O (1), we get
(9(60 qlog£1/8)>.

Recall that the input dataset at client i € [m] is denoted by D; = {d;1,di2,...,dir} € 6" and D = |J!*, D;
denotes the entire dataset. Recall from that the mechanism M; on input dataset D can be defined as:

Mt(D) = Hks o Sampch (gla R ] gm) ) (18)
where G; = samp, ; (R(x}),...,R(x},.)) and z; = Vo, f(0;;di;),Vi € [m],j € [r]. We define a mechanism

Z (DY) = Hps (R(2}),..., R (2},)) which is a shuffling of ks outputs of local mechanism R, where D(*) denotes
an arbitrary set of ks data points and we index x!’s from i = 1 to ks just for convenience. From the amplification
by shuffling result |[Balle et al.l |2019¢, Corollary 5.3.1] (also see Lemma , the mechanism Z is (€, §)-DP, where

6 > 0 is arbitrary, and, if ¢y < w, then

log (1/5)

:— 0| mi oo
€ min{eg, 1}e .

(19)
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Furthermore, when ¢y = O (1), we get € = O <eo bg&/é)).

Let T C {1,...,m} denote the identities of the k clients chosen at iteration ¢, and for i € T, let 7; C {1,...,r}
denote the identities of the s data points chosen at client ¢ at iteration t For any T € ([ZL]) and 7; € ([;]) i ET,
define T = (T, T5,i € T), DT = {d;; : j € T} for i € T, and DT = {D7i : i € T}. Note that T and T;,i € T are
random sets, where randomness is due to the sampling of clients and of data points, respectively. The mechanism
M, can be equivalently written as M, = Z(DT).

Observe that our sampling strategy is different from subsampling of choosing a uniformly random subset of ks
data points from the entire dataset D. Thus, we revisit the proof of privacy amplification by subsampling (see, for
example, [Ullman| [2017]) — which is for uniform sampling — to compute the privacy parameters of the mechanism
M, where sampling is non-uniform. Define a dataset D' = (D7) U (U2,D;) € 6™, where D} = {d};,d12,...,d1,}
is different from the dataset D; in the first data point d1;. Note that D and D’ are neighboring datasets — where,
we assume, without loss of generality, that the differing elements are dj; and df;.

In order to show that M, is (€,0)-DP, we need show that for an arbitrary subset S of the range of M;, we have

Pr(M; (D) eS| <ePriM, (D) eS| +46 (20)
Pr(M; (D) € S] <e*Pr[M; (D)€ S| +6 (21)
Note that both and are symmetric, so it suffices to prove only one of them. We prove below.
Let ¢ = % We define conditional probabilities as follows:

An=Pr|ZDT)eS1eT and1e Tl}
Ay =Pr|Z(D7) e S eT and 1 € Tj]

Ao =Pr[Z2(DT) eS|l €T and 1 gﬂ} —Pr [Z(D’?) eSleTand1¢ T

Ay =Pr|Z(DT) eS¢ T} = Pr [Z(D/T) eS|l ¢ T}
Let ¢1 = % and g2 = %, and hence ¢ = q1¢2. Thus, we have

PriM;(D) eS| =qAn+a (1—q2) Ao+ (1—q) A
Pr [Mt (D/) S S] = qA'n +q1 (1 — q2) A10 + (1 — q1) AO

Note that the mechanism Z is (¢,6)-DP. Therefore, we have

All S €€A/11 +S (22)
A < efApp+9 (23)

Here (22)) is straightforward, but proving requires a combinatorial argument, which we give at the end of
this proof.

We prove separately for two cases, first when s = 1 and other when s > 1; k is arbitrary in both cases.

C.1 For s =1 and arbitrary k € [m)]

Since the mechanism Z is (¢, 5)—DP7 in addition to —, since s = 1, we also have the following inequality:
Aq; < €fA +4 (24)

Similar to , proving requires a combinatorial argument, which we will give at the end of this proof. Note
that only holds for s = 1 and may not hold for arbitrary s.

Though 7 and 7;,i € T may be different at different iteration ¢, for notational convenience, we suppress the dependence
on t here.
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Inequalities ([22)-(24) together imply A1 < e min{A};, A1, Ao} + 4. Now we prove for € = In(1 + q(ef — 1)
and d = ¢é. Note that when s = 1, we have ¢; = %, g2 = %, and ¢ = £

PriM; (D) € S| =qAn+q (1 —q2) Ao+ (1 —q1) Ao
<gq (6g min{A};, A1, Ao} + 5) +q1(1—q2) Ao+ (1 —q1) Ao

= q((e° — 1) min{A};, Ajo, Ao} + min{A};, A10, Ao}) + q1 (1 — g2) Aro + (1 — q1) Ao + g6

(a) _ N
< g(ef — 1)min{ A%, Aro, Ao} + gAL; +q1 (1 — q2) Aro + (1 — q1) Ao + ¢

b N
< q(ef = 1) (gAY + (1 — g2) Ao + (1 — q1)Ag)) + (gAY + 1 (1 — q2) Aro + (1 — q1) Ao) +¢d

=(1+gq (e€ —1)) (gAY + @1 (1 — q2) A1o + (1 — q1) Ag) + 0
= M=) pr A, (D) € S] + ¢d.

Here, (a) follows from min{A};, 410, Ao} < A};, and (b) follows from the fact that minimum is upper-bounded by
the convex combination. By substituting the value of € from and using ks = gn, we get that for ¢¢ = O (1),

we have € = O (eo qlogfll/é)).

C.2 For s> 1 and arbitrary k € [m]

Note that (22)-(23) together imply A1 < efmin{A];, A1o} + 5. Now we prove for € = In(1 + go(ef — 1)) and
4 = qd.

PriM;(D) eS| =qAn+a(l —q)Aio+ (1 —q)Ao
<gq <€€ min{Aj;, Ao} + 5) +q1(1 —q2)A10+ (1 —q1)Ao
q (e — 1) min{A};, Ajo} + min{A),, Aio}) + q1(1 — g2)Aro + (1 — q1) Ao + g0

—
o
N

< g (e — 1) min{A};, Aio}) + gAY + a1 (1 — g2)Aro + (1 — q1) Ao + ¢d

(b) . N

< q((e° = 1) (g2 AL + (1 = g2)A10)) + (¢4 + 1 (1 — g2) Aro + (1 — q1) Ao) + ¢d

= g2 ((¢° = D(1q2411 + 1 (1 = g2) A10)) + (gAY}, + @1 (1 — g2) Aro + (1 — 1) Ao) + g0

© _ 5
< g2 ((e° = 1) (gAY + 1(1 — g2) Aro) + (1 — q1) Ag) + (gAY + q1(1 — g2)Aro + (1 — q1)Ao) + ¢o
= (1 +q ((eg - 1)) (gAY + @1 (1 — g2)Aso) + (1 — (h)Ao) +q0

= M+a( D) prM, (D) € 8]+ ¢d

Here, (a) follows from min{ A4}, A10} < A}, (b) follows from the fact that minimum is upper-bounded by the
convex combination, and (c) holds because (1 — ¢1)A4p > 0. By substituting the value of € from and using

q210g(1/3)
qin

ks = gn, we get that for eg = O (1), we have e = O . Note that when ¢; =1 (i.e., we select all

the clients in each iteration), then this gives the desired privacy amplification of ¢ = ¢o.

The proof of Lemma is complete, except for that we have to prove and . Before proving and ,
we state an important remark about the privacy amplification in both the cases.

Remark 6. Note that when s = 1 and ¢y = O(1), we have € = In(1 + g(ef — 1)) = O(gé). So we get a privacy
amplification by a factor of ¢ = % — the sampling probability of each data point from the entire dataset. Here,
we get a privacy amplification from both types of sampling, of clients as well of data points.

On the other hand, when s > 1 and ey = O(1), we have € = In(1 + g2 (e — 1)) = O(q2€), which, unlike the case of
s = 1, only gives the privacy amplification by a factor of g2 = £ — the sampling probability of each data point
from a client. So, unlike the case of s = 1, here we only get a privacy amplification from sampling of data points,
not from sampling of clients. Note that when £k = m and any s € [r] (which implies ¢; = 1 and ¢ = ¢2), we have

1 5
e=0 (60 (hoi(l/)>, which gives the desired amplification when we select all the clients in each iteration.
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Proof of (23). First note that the number of subsets 73 C [r] such that |7;| = s,1 € 77 is equal to (1_})
and the number of subsets 7; C [r] such that |Ti| = s,1 ¢ 77 is equal to ("]'). It is easy to verify that
(r=5)(2) = (7).

Consider the following bipartite graph G = (V4 U Va, E), where the left vertex set V; has (’;j) vertices, one for

cach configuration of 7; C [r] such that |Ti| = s,1 € T, the right vertex set V5 has ("") vertices, one for each
configuration of 7; C [r] such that |T;| = s,1 ¢ Ty, and the edge set E contains all the edges between neighboring
vertices, i.e., if (u,v) € V; x V4 is such that w and v differ in only one element, then (u,v) € E. Observe that
each vertex of V; has (r — s) neighbors in V5 — the neighbors of 71 € V4 will be {(T: \{1})U{i} : i € [m]\T1} € Va.
Similarly, each vertex of V5 has s neighbors in V; — the neighbors of 7; € V, will be {(T1\ {i})U{l}:i e T1} € V1.

Now, fix any T € ([’Z‘]) st. 1€ T, and for i € T\ {1}, fix any 7; € ([Z})7 and consider an arbitrary (u,v) € E.
Since the mechanism Z is (,4)-DP, we have

Pr {Z(D?) eSLeT. Ti=uT,icT\ {1}} < e Pr {Z(D?) eSLeT. i=vT,icT\ {1}} 5. (25)
Now we are ready to prove ([23).

A = Pr [Z(D?) €S[leTand1e Tl]

= 3 Pr[T,T,i€ TIL € T and 1 € Ti] Pr[Z(D7) € S|T, T, .., Tn]
( )1ET
Tle( ) 1€Ty
T: € ([T]) for 1€ T\ {1}
@ 3 PIT Tie T\{1}1eT] S PuTifl € T PZ(DT) € SIT\ T, .., T
Te(maeT Tie()i1en

Tie(I7) for ieT\{1}

_ 3 Pr[T,Ti,z'eT\{l}HeT]% S (-9 PED) €SIT T, ., Tl

(r

Te(maer = re(aen
Tie(I) for ieT\ {1}
_ Z Pr[T,ﬁ,ieT\{l}ueﬂﬁ S ) PUE(DT)ESIT, T, ..., Tl
S

Te(thaeT Tie(M)1emn
fo

Tie('7)) for ieT\{1}

< > Pr[T, Tivi € T\{1}1 € T|—=+ ( 5 Z (egPr[Z(DT)eS|T,7‘1,...,7Zn]+5)
Te(i)ner Tie()ag
Tie(I7) for ieT\{1}
= Y PTTieT\{}1eT] Y. PR ¢ Tl (e PUE(DT) € SIT T, Tl 4 5)
Te(")aer Tie(!M) g
Tie(I) for ieT\ {1}
© S Pr[T,Tii € TIL€ T and 1 ¢ Ti] (eg Pr[Z2(D7) € S|IT, T, ..., Ton] + 5)
Te(lmM)aeT
Tie(l)aem
Tie(I7) for ieT\{1}

< e Pr [Z(DT) €8[1eT and1¢ 7’1] +
=e Ao +0.
Here, (a) and (c) follow from the fact that clients sample the data points independent of each other, and

ollows from together with the fact that there are (r —s)(. ;) = s(' _~) edges in the bipartite grap
b) follows from (25)) her with the fact that th i ") edges in the biparti h

G = (V1 U V4, E), where degree of vertices in V; is (r — s) and degree of vertices in V3 is s.

Proof of (24). First note that the number of subsets 7 € [m] such that |T| = k,1 € T is equal to (7~})

and the number of subsets 7 C [m] such that |T| = k,1 ¢ T is equal to (", '). It is easy to verify that
m—1 m—1

(m—k)(32) = k(7).
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Consider the following bipartite graph G = (V4 U Vs, E), where the left vertex set V3 has (T,Z:ll)rk_l vertices, one
for each configuration of (7,7; : 4 € T) such that 7 C [m], |T|=k,1 € T and 71 = 1, the right vertex set V5 has
(™ 1)r vertices, one for each configuration of (7, 7; : 4 € T) such that 7 C [m], |T| = k,1 ¢ T, and the edge
set E contains all the edges between neighboring vertices, i.e., if (u,v) € Vi x V; is such that w and v differ in
only one element, then (u,v) € E. Observe that each vertex of V4 has r(m — k) neighbors in V5. Similarly, each

vertex of V5 has k neighbors in V.

Consider an arbitrary edge (u,v) € E. By construction, there exists 7 € ([7:]) with 1 € T and 7; € [r],i € T such
that wu = (7,7;:i€T)and T € ([7,?]) with 1 ¢ 7" and T € [r],i € T’ such that v = (7,7, : ¢ € T'). Note
that, since (w,v) € E, (T;:i € T) and (7] : i € T') have k — 1 elements common. Now, since the mechanism 2
is (€,9)-DP, we have

Pr[Z(DT) e SIT, Toi € T| < Pr [2(DT) e SIT', T, i € T'] +3. (26)
Now we are ready to prove (24)).

Ay =Pr [Z(D?) €S[leT and Ty = 1}

= 3 Pr[T,Tii€ TIL €T and T; = 1] Pr[Z(DT) € S|T, Ti,i € T]
Te("ph)1eT
Ti€lr] for i€eT:T1=1

- 3 PrZ(D7) € ST, Tii € T)

m—1\ k-1
G
Ti€[r] for i€T:T1=1

S S r(m —k)Pr[Z(DT) € S|T,T;,i € T)
(m - k)(k: ll)rk Te([mz]).le'j’
)
T.€[r] for ieT:T1=1
() ﬁ 3 r(m — k) Pr[Z(DT) € S|T, Ti,i € T)
( k ) TE([ZL]):lET
T:€[r] for i€T:T1=1
(b) T 5
< ﬁ > k(e PrE(DT) € SIT. Toi € T)+9)
(" Te()1gT

Ti€lr] for i€T

S (ee Pr[Z(D7) € ST, Tii € T| + 5)

Te(t)agT
Ti€[r] for i€T

= Y PT.TieTN¢T) (ee Pr[Z2(DT) € S|IT, Tii € T] + S)

Te("p))aeT
T:€[r] for i€T

= ¢“Pr [Z(D?) eS|1¢T} +6
:6gAQ+S

Here, (a) uses (m — k)(7=)) = k(™. "), and (b) follows from together with the fact that there are
(

r(m —k) (72:11)7“’“*1 = k(mk_l)rk edges in the bipartite graph G = (V1 U Va, E), where degree of vertices in V; is
r(m — k) and degree of vertices in V5 is k.

This completes the proof of Lemma [3]
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D Compressed and Private Mean Estimation

In this section, we provide additional results on compressed and private mean estimation and also prove the
results stated in Section

D.1 Main Results
Theorem (Restating Theorem . For any d,n > 1, a,eq > 0, and p € [1,00], the minimaz risk in satisfies
Q a2min{1,n%2}> if1<p<2,

0

Q azdl_%min{l *}) ifp>2.

> nmin{eg,e2}

rpod (a) >

€,00,M

Theorem 5. For any d,n > 1, a,¢q > 0, and p € [1, 00|, we have the minimax risk in satisfies

Q a2min{1,n%2}> if1<p<2,
0
Q a2d17%min{l $}) ifp>2.

> nmin{eg,e2}

RIS, o (a) >

Theorem (Restating Theorem . For any private-randomness, symmetric mechanism R with communication

budget b < log (d) bits per client, and any decoding function g : {0,1}* — R?, when T = £ 3" | g (R (=;)), we
hav

4 (@) > a? max{l,dl_%} :

e,b,n

For convenience, we will write Theorem [4] in three separate theorems.

Theorem 6 (¢1-norm). For any d,n > 1, a,ey > 0, we have

2d (e +1)° da®d (e +1)°
pld (a)§a<6 + ) and R (a) < a <€ + > ,

€0,b,n n eco — 1 €0,b,n n eco — 1

for b =log(d) + 1.

Theorem 7 ({y-norm). For any d,n > 1, a,ey > 0, we have

2d (e +1\7? 14a2d (e +1\2
7’2’d (a)§6a (6 + > and RZ’d (a)g a <€ + ) ’

€0,b,m n eco — 1 €0,b,m n efo — 1

for b =dlog(e) + 1.

Theorem 8 ({,,-norm). For any d,n > 1, a,ey > 0, we have

242 € 41 2 4ad? € 4 1 2
Pood (a)ga (e * ) and R>? (a) < ¢ (e + ) ,

€0,b,n n eco — 1 €0,b,n n e€o — 1

for b =1log(d) + 1.

Note that when ¢y = O(1), then the upper and lower bounds on minimax risks match for p € [1,2]. Furthermore,
when €y < 1, then they match for all p € [1, o0].

Now we give a general achievability result for any £,-norm ball Bg(a) for any p € [1,00). For this, we use standard
inequalities between different norms, and probabilistically use the mechanisms for ¢;-norm or fs-norm with
expanded radius of the corresponding ball. We assume that every work can pick any mechanisms with the same
probability p € [0,1]. This gives the following result, which we prove in Section

Corollary 1 (General £,-norm, p € [1,00)). Suppose clients pick the mechanism for ¢;-norm with probability
p € [0,1]. Then, for any d,n > 1, a,eq > 0, we have:

rPd (@) < pd®> bt (@) 4+ (1—p)max {d' 75,1} -r2Y (a), (27)

€0,b,n €0,b,n €0,b,m

HNote that Theorem [3| works only when the estimator @ applies the decoding function ¢ on individual responses and
then takes the average. We leave its extension for arbitrary decoders as a future work.
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RY% (@) < pd*77 -RY% (a) + (1 - p)max {d' 7,1} - R (a). (28)

€0,b,n €0,b,n

for b = plog(d) + (1 — p)dlog(e) + 1. Note that this communication is in expectation, which is taken over the
sampling of selecting ¢; or f5 mechanisms.

We can recover Theorem [6] by setting p =1 and p = 1 and Theorem [7] by setting p = 2 and p = 0.

In this section, we study the private mean-estimation problem in the minimax framework given in Section [B.4}
Note that in this section we focus on giving (€p, b)-CLDP) privacy-communication guarantees for the mean-
estimation problem and give the performance of schemes in terms of the associated minimax risk. This framework
is applied at each round of the optimization problem, and is then converted to the eventual central DP privacy
guarantees using the shuffling framework in Section yielding the main result Theorem [I] stated in Section [4}

We prove the lower bound results (Theorems in the first two subsections and the achievable results
(Theorems @ and Corollary 1)) in the last four subsections, respectively.

We prove lower bounds for private mechanisms with no communication constraints, and for clarity, we denote
such mechanisms by (e, 00)-CLDP mechanisms. Our achievable schemes use finite amount of randomness.

For lower bounds, for simplicity, we assume that the inputs come from an £,-norm ball of unit radius — the bounds
will be scaled by the factor of a? if inputs come from an ¢, norm ball of radius a. For convenience, we denote
BA(1), Pd(1),r (1), and Ry (1) by BL, Pd,rP | and R

respectively.

’ ebn e,b,n ’ ebn7 ebn’

D.2 Lower Bound on Rf;gom: Proof of Theorem

Theorem [5| states separate lower bounds on RE on depending on whether p > 2 or p < 2 (at p = 2, both bounds
coincide), and we prove them below in Section and Section respectively.

D.2.1 Lower bound for p € [2, ]

The main idea of the lower bound is to transform the problem to the private mean estimation when the inputs
are sampled from Bernoulli distributions. Recall that Pg denote the set of all distributions on the p-norm ball

d
Bd Let PBem denote the set of Bernoulli distributions on {O, dl—l/p} i.e., any element of PBem is a product of d

independent Bernoulli distributions, one for each coordinate. We first prove a lower bound on RE o.n When the

input distribution belongs to PEZ““.

Lemma 9. For any p € [2,00], we have

. 112 —2 . d
f f E >Q(d " » 1, —M8M— . 29
2D, o s Elleg —2 )], 2 (o Fmin {1 ety ) (29)

Proof. The proof is straightforward from the proof of [Duchi and Rogers| 2019, Corollary 3]. In their setting,
d

> nmin{e,e?}

PEZ”‘ is supported on {0,1}¢, and they proved a lower bound of € (min {1

d
, we can simply scale the elements in the support of P]]iflm by a factor of 1/d"/?,

}) In our setting, since

rPBern is supported on {O, e
which will also scale the mean g, by the same factor. Note that the best estimator Z will be equal to the scaled
version of the best estimator from [Duchi and Rogers} 2019, Corollary 3] with the same value 1/d"/?. This proves

Lemma -

In order to use Lemma (9} first observe that for every @ € PBem we have [[z]|, < 1, which implies that = € Pg.
Thus we have PBc”‘ - Pd Now our bound on R? go " tr1v1ally follows from the following inequalities:

RPA inf inf sup IEH/J,q (y")”; > inf inf sup E H”’q H2

€,00,N
{M; }GQ(E o) z qGPd {M; }GQ(6 o) z quBern

2 d
> =% mi -
>Q (d min {1, rmin{e, }) , (30)
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where the last inequality follows from .

D.2.2 Lower bound for p € [1,2]

Fix an arbitrary p € [1,2]. Note that |||, < |||, which implies that Bf C B, and therefore, we have P{ C Pg.
These imply that the lower bound derived for P{ also holds for ’Pd ie, Rpd > RLA | holds for any p € [1,2].

€,00,Nn — €,00,n

So, in the following, we only lower-bound R%Z .

The main idea of the lower bound is to transform the problem to the private discrete distribution estimation
when the inputs are sampled from a discrete distribution taken from a simplex in d dimensions. Recall that P¢
denotes all probability density functions g over the 1-norm ball B{. Note that ¢ may be a continuous distribution
supported over all of B{. Let 73{1 denote a set of all discrete distributions q supported over the d standard
basis vectors ey, ...,eq, i.e., the distribution has support on {ey,...,eq}. Since {ei,...,eq} C Bf, we have
P4 P, Moreover, since any ¢ € P¢ is a discrete distribution, by abusing notation, we describe ¢ through
a d—dimensional vector q of its probability mass function. Note that, for any q € 73f , the average over this
distribution is p, = E4[U], where E,4[] denotes the expectation over the distribution g for a discrete random
variable U ~ g, where we denote g; = Pr[U = e;]. Therefore we have u, = Z?zl giei = (q1,--.,q2)" = g, for
every q € 73{1 Let A, denote the probability simplex in d dimensions. Since the discrete distribution ¢ € 73fl
is representable as ¢ € Ay, we have an isomorphism between A, and 73{1, i.e., we can equivalently think of

P4 = A,. Fix arbitrary (e, 00)-CLDP mechanisms {M, : i € [n]} and an estimator . Using the above notations
and observations, we have:

sup E ||p, — @ (y")||; > sup g z (y")||; = sup Ellg — 2 (y")l5.- (31)
ac 7) qeP 1 qEP

Using P? = Ay, and taking the infimum in over all (e,00)-CLDP mechanisms {M; : i € [n]} and estimators
Z, we get

inf inf sup E ||, — Z (y inf inf SupE qg—z(y" 2. 32
eyt sup Ellug M=, dof inf sup Ellg —2 (")l (32)

Girgis et al. |Girgis et al., 2020, Theorem 1] lower-bounded the RHS of in the context of characterizing a
privacy-utility-randomness tradeoff in LDP. When specializing to our setting, where we are not concerned about
the amount of randomness used, their lower bound result gives inf(r,eo,, .} infz supgena, Ellg — 2 (y")||§ >

Q (min {1, %}) Substituting this in gives

1.d  _ NP . d
Roen = a8 ) ot e =2 (), 2 0 (mn {1 )- %)

p.d
D.3 Lower Bound on rZ’% :

Proof of Theorem |§|

Similar to Section we prove the lower bound on 7 go » separately depending on whether p > 2 or p < 2 (at
p = 2, both bounds coincide) below in Section and Section D.3.2} respectively. In both the proofs, the main
idea is to transform the worst-case lower bound to the average case lower bound and then use relation between

different norms.

D.3.1 Lower bound for p € [2, 0]

Fix arbitrary (e, 00)-CLDP mechanisms {M; : i € [n]} and an estimator Z. It follows from (30]) that there exists
a distribution q € ’Pg, such that if we sample a:l(-q) ~ q, i.i.d. for all i € [n] and letting y, = /\/l (x; (a )) we would
have E H“q -z (y”)”; >0 (dlf% min{l $}> We have

> nmin{e,e2}

n

1 N
=S -2 (y")
n i=1

2
()
> E

sup E
{zi}eBg

}Ziwi—@(y")

2 2
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® 1
Ea EH“q_m(

Z m(q)

() 2 1_5

> Q) d*~ % min 1, ,d —d
nmin{e, e2} n

(@) 2

(e tmin {1 L) -
nmin{e, €2}

In the LHS of (a), the expectation is taken over the randomness of the mechanisms {M;} and the estimator Z;
whereas, in the RHS of (a), in addition, the expectation is also taken over sampling x;’s from the distribution
g. Moreover (a) holds since the LHS is supremum {x;} € Bg and the RHS of (a) takes expectation w.r.t. a
distribution over B% and hence lower-bounds the LHS. The inequality (b) follows from the Jensen’s inequality

Ly 1:c(q). In (c) we used

2

2[ulf2 + 2 v[3 > [[u+ V|3 by setting w = 23" 2(? — F(y") and v = p, —

2 2
E(L30, Q:Eq) - p,qH < dlnp , which we show below. In (d), we assume min{e, €2} < O(d).

Note that for any vector u € R?, we have HuHQ < d> 7 ||ullp, for any p > > 2. Since each z? € B¢, which implies
||a:l I, <1, we have that ||£E§q)H2 < d?~ 7. Hence, E||w§q)H% < d"~% holds for all i € [n]. Now, since x;’s are
ii.d. with E[mgq)] = pq, We have

(@)

2
1 n 2(3.
BL 2w —h| = ~ e, = 7
=1

2 =1 =1

where (a) uses E||z — E[z]||3 < E||z||3, which holds for any random vector .

Taking supremum in over all (€,00)-CLDP mechanisms {M, : i € [n]} and estimators &, we get

2
1 - ~ 1-2 . d

. — m > P _— .
- ;:1 z, —x(yY")|| =0 <d min {17 nmin{e, & }) (37)

2

p,d
re7oon_

inf inf sup E
{Mi€Qeo0)} & (a;}eBd

D.3.2 Lower bound for p € [1,2]

Similar to the argument given in Section since r”’d > r1d holds for any p € [1,2], it suffices to

lower-bound 7"E d n o
Fix arbitrary (e, 00)-CLDP mechanisms {M; : i € [n]} and an estimator Z. It follows from (33]) that there exists
a distribution q € Pg, such that if we sample asgq) ~ q, i.i.d. for all i € [n] and letting y, = /\/l (x (q)) we would

have E Hp,q -z (y”)”i >0 (min {1, %}) Now, by the same reasoning using which we obtained ([34 ., we have

2 2

n

%ngq) ~Hq

i=1

sup E

1 2
2 38l 307

1 n
o Z z —z(y")
i=1

2 2

(a) (b)
> Q[ min 17i —1>Q min 17i (38)
ne2 n ne2
In (a) we used

<
2

- (39)

which can be obtained by first noting that for any u € R%, we have ||uls < ||ul|, for p € [1,2], and then using
this in the set of inequalities which give (36). In (b), we assume € < (9(\/(7)

Taking supremum in over all (¢,00)-CLDP mechanisms {M, : i € [n]} and estimators Z, we get r1:d =~ >

Q (min {1, 54, }). o
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D.4 Lower Bound on re b Proof of Theoreml

'(l

Let M = 2 < d be the total number of possible outputs of the mechanism R. Let {o01,02,...,05} be the set
of M possible outputs of R. For every i € [M], let ¢; = g(0;). We can write the M possible outputs of R as
columns of a d x M matrix Q = [q1,...,qu]. Since M < d, the rank of the matrix @ is at most M. Let © € R?
be a vector in the null space of the matrix Q, i.e., *Tq; = 0 for all j € [M]. Then, we set the sample of each
client by @; = @ = & for all i € [n], and hence, @; € BI. Observe that the estimator & = £ 3" | g (R (z;)) is
in the column space of the matrix Q. Thus, we get

E|z— Y e
gc_n;g(R(wi))H +EH Zg

where step (a) follows from the fact that T is in the null space of @, while the estimator & is in the column space
of (). This completes the proof of Theorem

2 2
> max {1,d1_5}

<
o
A

2

D.5 Achievability for ¢;-norm Ball: Proof of Theorem [6]

In this section, we propose an €y-LDP mechanism that requires O (log(d))-bits of communication per client
using private randomness and 1-bit of communication per client using public randomness. In other words we
can guarantee (g, O (log(d)))-CLDP with private randomness and (e, 1)-CLDP using public randomness. The
proposed mechanism is based on the Hadamard matrix and is inspired from the Hadamard mechanism proposed
by |Acharya et al.|[2019]. We assume that d is a power of 2. Let Hy denote the Hadamard matrix of order d,
which can be constructed by the following recursive mechanism:

_ [ Huap Ha,
Hy= |:Hd/2 —Ha,

Client 7 has an input x; € B{ (a). It computes y, = %Hdasi. Note that each coordinate of y, lies in the
interval [—a/vd,e/vd]. Client i selects j ~ Unif [d] and quantize y; ; privately according to and obtains
z; € { + aHy( )(egﬂ)}, which can be represented using only 1-bit. Here, H;(j) denotes the j-th column of the
Hadamard matrlx H,. Server receives the n messages {z1,...,2,} from the clients and outputs their average
% >, z;. We present this mechanism in Algorithm |3{— we only present the client-side part of the algorithm, as

server only averages the messages received from the clients.

Algorithm 3 ¢;-MEAN-EST (R;: the client-side algorithm)

1: Input: Vector & € B¢ (a), and local privacy level ¢y > 0.
2: Construct y = ﬁHdw
3: Sample j ~ Unif[d] and quantize y; as follows:

L e (S5) v b s w0
= ) Vdy; e0_
—aHy (5) (e 0+i> W.Dp. % — 237 ZeEH

4: Return z.

Lemma 10. The mechanism Ry presented in Algorithm[3 satisfies the following properties, where ey > 0:

1. Ry is (€o,log (d) + 1)-CLDP and requires only 1-bit of communication using public randomness.

2. Ry is unbiased and has bounded variance, i.e., for every © € B{ (a), we have

€0 1 2
E[Ri(x)] =2 and E|Ri(x)—z|3 < a’d (2604:1) .

Proof. We show these properties one-by-one below.
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1. Observe that the output of the mechanism R; can be represented using the index j € [d] and one bit of the

sign of {+aHy (j) ( <0 +1)} Hence, it requires only log (d) + 1 bits for communication. Furthermore, the

randomuness j ~ Unif [d] is independent of the input @. Thus, if the client has access to a public randomness
J, then the client needs only to send one bit to represent its sign. Now, we show that the mechanism R; is
€o-LDP. Let Z = { +aH,(y )(ez"‘%) :j=1,2,... ,d} denote all possible 2d outputs of the mechanism R;.
We get

1 d
Pr[R(z) = 2] 72 -1
sup  SuUp ——————

z,x' €BY(a) 2€EZ PT[R (:B/) = Z] T x' B (a)

= sup
z,x' €8BS (a) %
(8) 2ge® .
= e 0’
2a

where (a) uses the fact that for every j € [d], we have |y;| < ¢/vd and |y}| < ¢/va.

e +1 ﬁyjefofl
e —1 a e +1

2. Fix an arbitrary « € B{ (a).

Unbiasedness:

&\H

i
S

where (b) uses y = ﬁHdw and (c) uses Z?Zl H,(j)HI (j) = HyHY = dl,.

Bounded variance: E|R; (z) — |3 < E|Ri(z)||? = E[Ri(z) R ()]
d 2
In o e+ 1
— - H,(j)TH
djE:la ()" Ha(j) <em - 1)

— a2d <e€° i 1) (Since Ha(j)THa(j) = d,¥j € [d])

e —1
This completes the proof of Lemma |

Now we are ready to prove Theorem @ Let R1(x) denote the output of Algorithm [3[on input . As mentioned
above, the server employs a simple estimator that simply averages the n received messages, i.e., the server

outputs T(z") =L 3" 2z, = 13"  Ri(x;). In the following, first we show the bound on r: db ,, (a) and then
on REO b (@) for b= log(d) + 1L
n 2
For r)% | (a) : sup E|ZE—z(z")|o= sup E 1 > (@i — Ra(a))
{z:}eBi(a) {zi}eBia) ||™ i 9
(a) (b) a?d (e + 1\
SR ZE o~ Rately < S (SE) (a1)

where (a) uses the fact that all clients use independent private randomness (which makes the random variables
— R1(z;) independent for different i’s and also that R is unbiased. (b) uses that Ry has bounded variance.
Taking infimum in over all (g, b)-CLDP mechanisms (where b = log(d) + 1) and estimators Z, we have that

1,d a’d [ e0+1 2 : : a’d _
r (a) < &2 , which is O 25 ) when €y = O(1).
0

€o0,b,n n efo—1
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a2 © 2 — ~im
For Ri{;‘fbm (a): sup EHuq —x(z )H2 < sup {2]EHuq —:BH2—|—2IE||:B—:B(z )||§
qePe(a) gePl(a)
(d) 2 2 2 2 €0 1 2
d 207 | 20 d (e + ) (42)
n n e —1

In the LHS of (c), for any q € P{ (a), first we generate n i.i.d. samples 1, ..., T, and then compute z; = Ry (x;)
for all i € [n]. We use the Jensen’s inequality in (c). We used E H/,Lq —5”; < “—: (see ([B9)) in (d). Taking
infimum in over all (e, b)-CLDP mechanisms (where b = log(d) + 1) and estimators Z, we have that

1,d 2a? 2a%d [ e0+1 2 : : a’d _
R (a) < =% =02 ( ) , which is O (—2) when ¢ = O(1).

€0,b,n n e0—1 neg

This completes the proof of Theorem [6}

D.6 Achievability for /;-norm Ball: Proof of Theorem [7]

In this section, we propose an €y-LDP mechanism that requires O (d)-bits of communication per client using
private randomness. Our proposed mechanism is a combination of the private-mechanism Priv from[Duchi et al.
2018, Section 4.2.3] and the non-private quantization mechanism Quan from [Mayekar and Tyagi, [2020, Section
4.2]. For completeness, we describe both these mechanisms in Algorithm |5/ and Algorithm @ respectively, and
our proposed mechanism in Algorithm 4l Each client i first privatize its input x; € B¢ (a) using Priv and then
quantize the privatized result using Quan and sends the final result z; = Quan(Priv(x;)) to the server, which
outputs the average of all the received n messages. Since the server is only taking an average of the received
messages, we only present the client side of our mechanism in Algorithm [4

Algorithm 4 /5-MEAN-EST (Rs: the client-side algorithm)

1: Input: Vector & € BY (a), and local privacy level ¢y > 0.
2: Apply the randomized mechanism y = Priv (x).
3: Return z = Quan (y).

Algorithm 5 Priv (a private mechanism from Duchi et al.| [2018])

1: Input: Vector = € BY (a), and local privacy level ¢y > 0.

x 1 ]2
A7 WwW.p. 5 —

2: Compute = = Tl Pzt 2
_g-Z wop 1 =l

T ]]2 P37 o

. -€0
3: Sample U ~ Bernoulli (SZ—H)
A G e
4. M = CLT I‘(g—‘rl) 250_1

S {Unif(y yTE >0, |yl = M) HU=1

Unif (y cyTE <0, |ylle = M) ifU=0
6: Return z.

Lemma 11 (|[Duchi et al., [2018, Appendix I.2]). The mechanism Priv presented in Algorithm@ is unbiased and
outputs a bounded length vector, i.e., for every x € BS (a), we have

2
3 0 +1

E[Priv(z)] = and |Priv(z)|3 = M? < d?d (f 660 - 1) :
oo —

Lemma 12 ([Mayekar and Tyagi, 2020, Theorem 4.2]). The mechanism Quan presented in Algorithm [6] is
unbiased and has bounded variance, i.e., for every x € B4(a), we have

E[Quan(z)] =« and E||Quan(z)— x| < 2|z < 24>

Furthermore, it requires d (log(e) + 1)-bits to represent its output.
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Algorithm 6 Quan (a quantization mechanism from Mayekar and Tyagi [2020])

1: Input: Vector & € BY (a), where a is the radius of the ball.

x I+[z]
2: Compute = B H”;”l . 2%
el VP B N B
3: Generate a discrete distribution g = (|Z1], ..., |Z4|) where Pr[p = i] = |7;|.

4: Construct a d-dimensional vector y by sampling y; ~ p for j € [d]
5 Return z = % Z?:1 (a d-sgn(z,,) - eyj).

Note that the radius a in Lemma is equal to the length of any output of Priv, which is M (see line 4 of
Algorithm [5)).

Lemma 13. The mechanism Ry presented in Algorithm[]] satisfies the following properties, where ey > 0:

1. Ry is (e, d(log(e) + 1))-CLDP.

2. Ry is unbiased and has bounded variance, i.e., for every © € B3 (a), we have

€0 1 2
E[Ry(x) =2 and E|R:(z)— |3 < 6a’d <Z€0 j 1) .

Proof. We prove these properties one-by-one below.

1. It was shown in [Duchi et al., [2018, Section 4.2.3] that Priv is an ¢p-LDP mechanism. Now, since Ry =
Quan o Priv is a post-processing of a differentially-private mechanism Priv and post-processing preserves
differential privacy, we have that R is also €g-LDP. The claim that R, uses d(log(e)+1) bits of communication
follows because R outputs the result of Quan, which produces an output which can be represented using
d(log(e) + 1) bits; see [Mayekar and Tyagi, [2020].

2. Unbiasedness of Ro follows because Ry = Quan o Priv and both Priv and Quan are unbiased. To prove that
variance is bounded, fix an x € Bg (a).

E|R(z) — |3 = El|Quan (Priv(x)) — 3
= E||Quan (Priv(x)) — Priv(x) + Priv(z) — |3
@ E||Quan (Priv(z)) — Priv(z)||3 + E||Priv(x) — |3

(b)
< 2||Priv(az)||2 + ]E||Priv(a:)||2

(©) () € 4 1)\2
< 3||Priv(a)|? < 6d (e + ) .
efo —1

In (a) we used the fact that Quan and Priv are unbiased, which implies that the cross multiplication
term is zero. In (b) we used Lemma [12| to write E||Quan (Priv(z)) — Priv(x)||2 < 2||Priv(z)||?> and used

the unbiasedness of Priv together with the fact that variance is bounded by the second moment to write
E||Priv(z) — x||3 < E||Priv(z)||3. In (c) we used that the length of Priv on any input remains fixed, i.e.,

E||Priv(z)||? = ||Priv(z)||> = M? (where M is from the line 4 of Algorithm[5)) holds for any 2 € B3(a). In (d)
we used the bound on ||Priv(z)||3 from Lemma [11]

This completes the proof of Lemma [T3] [ ]

2,d
€0,b,n

(a) for b = d(log(e)+1), we follow exactly the same
. 2
(e 0“) , which is

ef0—1

Now we are ready to prove Theorem In order to bound r

steps that we used to bound r>%  (a) and arrived at (A1). This would give r2d (a) < 6a’d

€0,b,n €0,b,n — n

o (i;i) when ¢y = O(1). To bound R**

nez €0,b,n

(a), first note that when 1, ..., x, € BY (a), then we have from
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that E ||uq — EHE < “—2. Here g € P¢ (a) and x1, ..., x, are sampled from q i.i.d. Now, following exactly the same

. 2
steps that we used to bound R6 bn (@) and arrived at (42). This would give R60 b (@) < % + 1232‘1 (:gi})
for b = d(log(e) + 1). Note that B>% (a) = O (—d) when eg = O(1).

0

€0,b,n n

This completes the proof of Theorem [7}

D.7 Achievability for /,,-norm Ball: Proof of Theorem

In this section, we propose an €p-LDP mechanism that requires O (log (d))-bits per client using private randomness
and 1-bit of communication per client using public randomness. Each client i has an input x; € BL (a). It selects
J ~ Unif[d] and quantize x; ; according to (43) and obtains z; € { + ad(6 0+1)ej}, which can be represented

using only 1 bit, where e; is the j'th standard basis vector in R?. Client i sends z; to the server. Server receives
the n messages {21, ..., 2,} from the clients and outputs their average % > | z;. We present this mechanism in
Algorithm [7]— we only present the client-side part of the algorithm, as server only averages the messages received
from the clients.

Algorithm 7 ¢,,-MEAN-EST (R the client-side algorithm)

1: Input: Vector € BL (a), and local privacy level ey > 0.
2: Sample j ~ Unif[d] and quantize z; as follows:

e041 ) 1, zje0—1

L tad(s57) e wp. 5+ ghea (43)
- . e0+1 ) 1 mje0—1
ad e0—1 eJ W.Dp. 2 2a e€0+1

where e; is the j'th standard basis vector in R¢
3: Return z.

Lemma 14. The mechanism R presented in Algorithm[7 satisfies the following properties, where ey > 0:

1. R is (€9,log (d) + 1)-CLDP and requires only 1-bit of communication using public randomness.

2. Roo is unbiased and has bounded variance, i.e., for every = € BL (a), we have

e +1\?
B[R (@)] =2 and B|Ra (@) - off < (S17)

Proof. We prove these properties one-by-one below.

1. Observe that the output of the mechanism R, can be represented using the index j € [d] and one bit for
the sign of { + ad(e O'H)ej} Hence, it requires only log (d) + 1 bits for communication. Furthermore, the
randomness j ~ Unif [d] is independent of the input . Thus, if the client has access to a public randomness
J, then the client needs only to send one bit for its sign. Now, we show that the mechanism R, is €g-LDP.
Let Z = { + ad(e O+1) j=1,2,. d} denote all possible 2d outputs of the mechanism R.,. We get

d T

PrRe () = 2 1201 ( + ‘2;‘ 23&)
sup  SUp 5————F——— < sup P (44)

z,x'€B, (a) 2zEZ Pr [ROC (CL’) = z] z,x'€BL (a) ézgzl (7 - W eeo+1)

15~ 4+ 1)+ €0 _
_ wp AERG D 4l - ) )
wa'eBl g > iy (ale® +1) — [af|(ec0 — 1))
(a) 2qe

< = e 46
S 9 T (46)

where in (a) we used the fact that for every j € [d], we have |z;| < a and |z}] < a.
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2. Fix an arbitrary « € BL.

d
1 ev+1\ fzje -1

Unbiasedness: E[Ro (z)] = = > ejad -

nbiasedness [Reo ()] d 2 30 (eeo _ 1) ( a e + 1)

o]

Bounded variance: E||Ruo () — |2 < E[|[Roo()]|? = E[Roo ()T Roo ()]
d 2
1, o, (e +1
= g Zla d <660 — 1>
j=

€ 2
:a2d2 <60+1)
e —1

This completes the proof of Lemma [T4] [ ]

00,d
€0,b,m

Now we are ready to prove Theorem 8 In order to bound r (a) for b =log (d) + 1, we follow exactly the

. 2
same steps that we used to bound r% (a) and arrived at (d1). This would give o (a) < “l—‘f (e 0+1> ,

€0,b,n €0,b,n e€0—1

which is O (“:Ed;) when ey = O(1). To bound R™¥ (), first note that when @1, ..., x, € B (a), then we have
0

So,b,n
from (by substituting p = o) that E H”q — TH; < %. Here g € P2 (a) and x4, ..., x, are sampled from q
i.i.d. Now, following exactly the same steps that we used to bound R (a) and arrived at . This would

Eg,b,n
: 00,d 2a%d | 2a%d® [e0+1 2,d _ 0o,d _ a?d? _
give R27) (a) < =05 4+ =45 (&5 for b =log (d) + 1. Note that R_ , (a) = O e when ¢y = O(1).

This completes the proof of Theorem

D.8 Achievability for /,-norm Ball for p € [1,00): Proof of Corollary

In this section, first we propose two ep-LDP mechanisms for ¢,-norm ball Bg(a) for p € [1,00) based on the

inequalities between different norms, and our final mechanism will be chosen probabilistically from these two.

The first mechanism, which we denote by Rg,l), is based on the private mechanism R; (presented in Algorithm

that requires O (log (d)) bits per client. The second mechanism, which we denote by Réz) is based on the private

mechanism Ry (presented in Algorithm that requires O (d) bits per client. Observe that for any 1 < p < ¢ < oo,
using the relation between different norms (||u||, < Jull, < dra |lullq), we have

BZ (a) C B;l (a) C ij (adii%) . (47)

1. Description of the private mechanism Rz(yl): Each client has a vector x; € Bg (a) C B¢ (adl_%). Thus, each

client runs the private mechanism R4 (x;) presented in Algorithm [3[ with radius ad"" 7. Thus, the mechanism
Rl(,l) for p € [1,00) satisfies the following properties, where ¢y > 0:

. R]E,l) is (€g,log (d) + 1)-CLDP and requires only 1-bit of communication using public randomness.

° ’R,(,l) is unbiased and has bounded variance, i.e., for every € Bg (a), we have

_2 e +1 2
E [R](gl) (a:)} =z and EHR](}) () — |3 <a’d® 7 <€50 — 1) ’

2. Description of the private mechanism Rg): Each client has a vector x; € Bg (a) C BY (a max{d%_%,l}).

Thus, each client runs the private mechanism R (x;) presented in Algorithm |4| with radius a max{d%*%, 1}.

Thus, the mechanism ’R](DQ) for p € [1, 00) satisfies the following properties, where €y > 0:



Antonious M. Girgis, Deepesh Data, Suhas Diggavi, Peter Kairouz, Ananda Theertha Suresh

o R,(f) is (eo, d (log (e) + 1))-CLDP.

. RZ(,Z) is unbiased and has bounded variance, i.e., for every « € Bg (a), we have

_2 e +1
B[R @) =0 and BIRE (@) — ol < oo max( ) (5 _1)

Note that R]E,l) requires low communication and has high variance, whereas, R(2) requires high communication

and has low variance: R,() ) requires exponentially more communication than RI(, ), whereas, R,() ) has a factor of d

. 2
more variance than R; ),

To define our final mechanism R, for any norm p € [1,00), we choose Rj(,l) with probability p and R}(}z) with
probability (1—p), where p is any number in [0, 1]. Note that R, is eo-LDP and requires plog(d)+(1—p)d log(e)+1
expected communication, where expectation is taken over the sampling of choosing Rl()l) or RI(,Q). We have the
following bounds on r? ’db ,(a) and Rf(’) b (@):

2 (@) < pdTrrld (@) + (1= p)max{d' ">, 112 ()
For Rfodb"(a) < de_EREObn( )+ (1 — p) max{d"~# 1}360,)”( a)

This completes the proof of Corollary [T}

E Minimax Risk Estimation

Lemma 15. For the minimax problems and , the optimal estimator T (y™) is a deterministic function.
In other words, the randomized decoder does not help in reducing the minimazx risk.

Proof. Towards a contradiction, suppose that the optimal estimator Z is a randomized decoder defined as follows.
For given clients’ responses y™, let the probabilistic estimator generate an estimate Z (y™) whose mean and trace

of the covariance matrix are given by pg,ny = E [2(y")] and Ua(y y=E [H:ﬁ (Y") = Haym) H; ’Y"}, respectively,
where expectation is taken with respect to the randomization of the decoder, conditioned of Y.

— SanN2].,n
E [”93 —z(y")ll; |y ] -2 [H — Hayn) T Bayn) H y" }

_ 2 n =~ n 2 n

=E [Hw ~ Ha(yn) ‘2 ly } +E [Hﬂa(yn) -z (y") ‘2 ly }
+2E <5 — Hz(yn) Baym) — Z (Y") ’yn>

(a) 2

= [H — Haym||, [y ] + 0%

>E [Hm ~ Hawn |, 1y }

In (a), we used that pgz.) = E[Z(y")] to eliminate the last term. Similarly, we can prove that

E (g — 2 (y") 13|y"] > E [|lptq — tyn|I3|y™]. Hence, the deterministic estimator & (y™) = piz(yn) has a lower
minimax risk than the probabilistic estimator. |

F Optimization: Privacy, Communication, and Convergence Analyses

In this section, we establish the privacy, communication, and convergence guarantees of Algorithm [I| and prove
Theorem [I} We show these three results on privacy, communication, and convergence separately in the next three
subsections.
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F.1 Proof of Theorem [1} Privacy

We have already proven Lemma [3]in Appendix [C] Now we use that to prove our final privacy parameter of our
entire algorithm Aqp.

Note that the Algorithm Aq, is a sequence of T' adaptive mechanisms My, ..., My, where each M, for t € [T
satisfies the privacy guarantee stated in Lemma[3] Now, we invoke the strong composition stated in Lemma [6] to
obtain the privacy guarantee of the algorithm A.q,. We can conclude that for any ¢’ > 0, Ay is (€,0)-DP for

e=+/2Tlog(1/8")e+Te(e—1), &=qTd+7,
where € is from Lemma We have from Lemmachat ife=0 <\/ log(;/é/)), then e = O (a/Tlog (1/(5’)).

nlog(1/6’)
qT log(1/6)

bound on € = O (eo qlog(lm)> from Lemma we have e = O (60\/qug(l/5) log(l/ﬁ/)>. By setting 6 = 2(;%

If e = O(1), then we can satisfy this condition on € by choosing ¢y = O ( ) By substituting the

n n

and ¢’ = %, we get eg = O ( %%%) and € = O (60 \/qTIOg(QqT/l(;) log(Q/é)). This completes the proof of

the privacy part of Theorem

F.2 Proof of Theorem [It Communication

The (€9, b)-CLDP mechanism R,, : X — ) used in Algorithm [1| has output alphabet Y = {1,2,..., B = 2%}. So,
the output of R, on any input can be represented by b bits. Therefore, the naive scheme for any client to send
the s compressed and private gradients requires sb bits per iteration. We can reduce this communication cost
by using the histogram trick from [Mayekar and Tyagil [2020] which was applied in the context of non-private
quantization. The idea is as follows. Since any client applies the same randomized mechanism R, to the s
gradients, the output of these s identical mechanisms can be represented accurately using the histogram of the

s outputs, which takes value from the set A% = {(n1,...,np) : Zle n; = s and n; > 0,Vj € [B]}. Since the
cardinality of this set is (SHj_l) < (@) , it requires at most s (log (e) + log (#)) bits to send the

s compressed gradients. Since the probability that the client is chosen at any time ¢ € [T] is given by %, the
expected number of bits per client in Algorithm A is given by £ x T x s (log (e) + log (£+2=1)) bits, where
expectation is taken over the sampling of k out of m clients in all T iterations.

This completes the proof of the second part of Theorem

F.3 Proof of Theorem [I]: Convergence

First we prove Lemma El and then using that we prove the convergence.
Proof of Lemma[j, Under the conditions of the lemma, we have from [Shalev-Shwartz et all 2012, Lemma 2.6]
that ||[Vef (8;d) ||, < L for all d € &, which implies that |V¢F(0)||, < L. Thus, we have
Elgll? = IEE] 5 +Elg, —EE] 3
(a) 2 . .
< max{d1 Py 1}L2 +E|g, — E[g,] ||%

cL?max{d®> 7, d} <660 + 1)2

(b) 2
< max{d' "7, 1}L* + s pr—

where c is a global constant, and ¢ =4 if p € {1,000} and ¢ = 14 otherwise. Step (a) follows from the fact that

Vo, F (6:) ||, < L together with the norm inequality |ull, < |lull, < dr clequ for 1 <p < q < oo. The claim

follows by substituting ¢ = £2. |

n

Using the bound on G? from Lemma [4] we have that the output 67 of Algorithm [1| satisfies

E[F ()] - F (67) < O (LD log(T) max{d= 7, 1} <1+ cd (em “))) , (48)

VT qn \e© —1
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Algorithm 8 A;4,: CLDP-SGD with New Sampling

1: Inputs: Datasets D = U,y Dis Di = {di1, .- ., dir }, loss function F (0) = =37, 377, f (6;di;), LDP
privacy parameter €g, gradient norm bound C, and learning rate 7;.
: Initialize: 6y € C
: for t € [T] do
for each client i € [m] do
Sampling 1: Client ¢ chooses uniformly at random a set S;; of s samples.
for Samples j € S;; do
gt (dij) < Vo, f (0i;dij)
gt (dm‘) — 8t (dij) /max {1, M}
ar (dij) < Ry (8 (dij))
Client ¢ sends {q¢ (dij)}jes,, to the shuffler.
Sampling 2: The shuffler selects a uniformly random subset of ks elements from {q; (d;;)},es,,. Let
U CH{(i,j) :i € [m],j € Sit} denote the indices of these selected ks elements.
12: Shuffling: The shuffler randomly shuffles the elements in {q,(d;;) : (¢,7) € U} and sends them to the
server.
13:  Aggregate: 8, < 15 > jyeu 9¢(dij)-
14: Gradient Descent 01 < [[. (0: — 7:8,)
15: Output: The final model parameters 6.

© P DGRy

—_ =
= o

2 €
where we used the inequality /1 + % (231‘}) < (1 + \/% (EEfD)

Note that if ;—Z (eeoﬂ) < O(1), then we recover the convergence rate of vanilla SGD without privacy. So, the

eco0 —

interesting case is when ,/;—fl (igi) > Q(1), which gives

. LDlog(T) max{d? »,1} [cd [e® +1
E[F(HT)}—F(G)S(?( Wi m(eml))-

This completes the proof of the third part of Theorem

F.4 Privacy Guarantee for a New Sampling Procedure

As mentioned in Remark |1} we can show a general privacy amplification by subsampling for ¢ = % (instead of

just by the factor of ¢ = = as in Theorem |1)) by using a different sampling procedure, where all clients send
s compressed and private gradients corresponding to a uniformly random subset of s data points from their
datasets; shuffler selects a uniformly random subset of ks gradients from them and then sends the shuffled output
to the server. Note that, in this procedure, each data point has a probability ¢ = % of being picked, and we pick
ks data points (in expectation) from each clients. Note that even for this sampling (which does not yield uniform
sampling of ks points from mr points), the privacy amplification of this sampling mechanism does not directly

follow from existing results.

For convenience, we describe the modified algorithm with this new sampling procedure in Algorithm [8] The final
privacy guarantee of this algorithm is given below.

Theorem 9. Let g = % Under the above sampling procedure, Algorithm Agqp satisfies the following privacy

guarantee: For eg = O (1), Aciap is (€,0)-DP, where § > 0 is arbitrary, and

(O (60\/qug(2qT/6) 10g(2/6)) . (49)

n

Proof. Fix an iteration number ¢ € [T] in Algorithm |8} Let M, (6;, D) denote the private mechanism at time
t that takes the dataset D and an auxiliary input 6; (which is the parameter vector at the ¢’th iteration) and
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generates the parameter 6,1 as an output. Thus, the mechanism M, on an input dataset D = J!, D; € "
can be defined as:

Mt(et; D) = Hks © Sampms,ks ({gl7 ) gm}) ) (50)

where G; = samp, , (R(x},),...,R(x},)) and x}; = V, f(0:; di;), Vi € [m], j € [r]. Here, Hy, denotes the shuffling

r
operation on ks elements and samp, ;, denotes the sampling operation for choosing a random subset of b elements

from a set of a elements.
Now we state the privacy guarantee of the mechanism M, for each ¢ € [T7].

ks

Lemma 16. Let ¢ = 22, Suppose R is an e€g-LDP mechanism, where ¢y < w

progell and & > 0 is
arbitrary. Then, for any t € [T], the mechanism M; is (E, 5) -DP, where € = In(1 + g(ef — 1)),6 = q0 with

n n

e=0 (min{eo, 1}eco 1og((11/5)>. In particular, if eg = O (1), we get € = O (60 qlog(l/é)).

We prove Lemma [16] next in Appendix

Analogous to how we proved the privacy guarantee of Theorem || from Lemma |3| using strong composition (see
Appendix for details), we can also prove Theorem |§| using Lemma and we omit the details here. |

F.5 Proof of Lemma [16l

This can be proved along the lines of the proof of Lemma [3] For completeness, we give a detailed proof below.

We define a mechanism Z (D®)) = Hy, (R (z), ..., R (x},)) which is a shuffling of ks outputs of local mechanism
R, where D) denotes an arbitrary set of ks data points and we index x!’s from 7 = 1 to ks just for convenience.
From the amplification by shuffling result [Balle et al., [2019¢, Corollary 5.3.1] (also see Lemma 8], the mechanism

Z is (€, 5)—DP7 where § > 0 is arbitrary, and, if ¢g < w, then

log (1/5)

€ =0 | mi ,1}e 51
€ min{eg, 1}e s (51)
Furthermore, when ¢y = O (1), we get € = O <60 logils/é) )
For i € [m], let T; C {1,...,r} denote the identities of the s data points chosen at client i at iteration ¢ and

define D7 = {d;; : j € T;}. Let D7imi = {D7i : i € [m]}, which has ms elements. The shuffler selects ks elements
from D71 uniformly at random and we denote the resulting set by ’D?, which has ks elements. Note that DT
is a random set, where randomness is due to the sampling of data points in both stages. The mechanism M; can
be equivalently written as M, = Z(DT).

Observe that our sampling strategy is different from subsampling of a uniformly random subset of ks data points
from the entire dataset D. Thus, we revisit the proof of privacy amplification by subsampling (see, for example,
Ullman| [2017]) — which is for uniform sampling — to compute the privacy parameters of the mechanism My,
where sampling is non-uniform. Define a dataset D' = (D}) |J (U™,D;) € 6™, where D = {d};,d12,...,d1,} is
different from the dataset D; in the first data point dy;. Note that D and D’ are neighboring datasets — where,
we assume, without loss of generality, that the differing elements are dy; and df;.

In order to show that M, is (¢,6)-DP, we need show that for an arbitrary subset S of the range of M;, we have
Pr(M; (D) €S] < e PrM; (D) eS| +6 (52)
Pr[M; (D') € 8] < e Pr[M, (D) € §] + 6 (53)

2Though the shuffler selects ks gradients from the received ms gradients, but effectively, we can assume that it selects
ks data points that correspond to these gradients.
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Note that both and are symmetric, so it suffices to prove only one of them. We prove below.

We define conditional probabilities as follows:

Ayy = Pr ZD TV eS| dy e D andduezﬂ

AL =Pr|z@T) eS| dneDh anddnepﬂ

(
(

Ay = Pr Z(DT) €S| dy €D and di; ¢ DT} Pr {Z(D’?) €S| dy €D and di; ¢ pﬂ
(

A = Pr ZD )eS|du¢DTl}:Pr{Z(D/?)eS|du¢Dﬂ

Let ¢ = 2,q2 = % =L and ¢ =qi1q2 = . Thus, we have

Pr [.A/lt (D) € S] = qul +q1 (1 — L]Q) A10 + (1 — q1) AO
PrMy(D') e S| =qA} + a1 (1 —q2) Ao+ (1 —q1) Ao

We show the following inequalities:

Agy < efAL 6, (54)
Ajy < efAjp+ 9, (55)
A11 S 6€A0 + S (56)

Here, is straightforward and follows because the mechanism Z is (€,§)-DP. However, proving and
is not straightforward and requires a combinatorial argument, which we give after we show our final result below.

Inequalities ([54] . 56) together imply Ay; < ef min{A},, A9, Ao} + 5. Now we prove ( . for € =In(1+ q(ef — 1)
and & = ¢o.

PrM; (D) € S| =qAn + a1 (1 — ¢2) Ao+ (1 —q1) Ao
< g (e minf{4},, Ao, Ao} +8) + 41 (1 - 2) Aso + (1 - 1) 4o

= q ((ef — 1)min{ A}, Ao, Ao} + min{ A}, A0, Ao}) + q1 (1 — g2) Aro + (1 — q1) Ao + ¢d

(a)
q(e® — 1) min{A};, Aio, Ao} + gAY + a1 (1 —q2) Aro + (1 — q1) Ao + o

(b) .

< q(e® = 1) (qA) + a1 (1 — g2) Ao + (1 — q1) Ao)) + (qA); + @1 (1 — g2) Aro + (1 — q1) Ao) + ¢o

=(1+q (" —1)) (qA + a1 (1 — g2) Aro + (1 — q1) Ag) + ¢d

= M+ D) pr A, (D) € 8]+ ¢d.

Here, (a) follows from min{A};, 419, Ao} < A};, and (b) follows from the fact that minimum is upper-bounded by
the convex combination. By substituting the value of € from and using ks = gn, we get that for g = O (1),

we have € = O <eo qlog(l/&)).

n

Proofs of and

As we see below, the proof of is similar to the proof of , as the bipartite graphs in both the proofs have
similar structure. However, the proof of is different from these proofs (and also from the proof of ), as
we prove it using a two stage bipartite graph, where the bipartite graph in the second stage has similar structure
as the one in the proof of , but the bipartite graph in the first stage is irregular (i.e., different vertices in one
side of the vertex set have different degrees), which requires a careful degree analysis.

Proof of . Fix any Tq,...,Tm € ([Z]) such that 1 € Tq, i.e., d11 € D7'. For these fixed subsets, consider

the following bipartite graph G = (V1 U V3, E), where the left vertex set V; has (7;;:11) vertices, one for each

configuration of DT C {D7t,..., DT} such that |D7| = ks and dy; € D7, the right vertex set V; has (ngl)
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vertices, one for each configuration of D7 C {D71, ..., DT} such that |D7| = ks and di; ¢ D7, and the edge
set E contains all the edges between neighboring vertices, i.e., if (u,v) € Vi x V, is such that w and v differ in
only one element, then (u,v) € E. Observe that each vertex of Vi has (ms — ks) neighbors in V5 — the neighbors

of any DT € V; will be {(DT\idn}) u{d}:de 72?\ {d11}} € V. Similarly, each vertex of V5 has ks neighbors
in V1 — the neighbors of any D7 € V, will be {(D7 \ {d}) U {d1:}:d € DT} € V3.

Consider an arbitrary (u,v) € E. Since the mechanism Z is (¢,4)-DP, we have

Pr [Z(:/ﬁ) €STi,.... T, DT = u} < ¢ Pr [zaﬁ) €STi .. T, DT = v} +. (57)
Now we are ready to prove ([55)).
Ay = Pr [Z(D?) €8 |dis €D and dy; € Dﬂ

= 3 Pi[Ti,..., Tw|l € Ti|Pr[Z(D7) € S|Ti, ..., T, d11 € D
Tie(M)aen
ﬂE([;]) for ie[m]\{1}

) _ _
= > Pr[Ti, ..., Twm|l € Ti] > (] Pr2(D7) € S|Th,..., T, D]
Tie(M)ien DT (D71, . DTm}: ks—1
Tie()) for ielm)\{1} DT |=ks,d11€DT
) _ _
= Z Pr[ﬂ,...,Tm\leﬂ]m Z (mekS)Pr[Z(’DT)€$|7-1,...,7'm,’D7’]
Tie()1ems Pt DT (DT, DT )
Tie (7)) for sem\{1} DT |=ks,d11 €D
a 1 T T
2 Y m L TleTlpmey 3 (e k) PHE@T) €S T D)
S —
Tie(t))en e S DT(PT,. DTy
Tie (7)) for iem\{1} DT |=ks,d11 €D
(b) 1 ¢ T T 5
< 3 Pr{Ti . Tull € Ty @ 3 ks (ee Pr[Z(D7) € S|Ti,...., T, DT | + 5)
S —
Tie()emy kS DTN, DTmy:
Tie (1)) for icim\ (1} DT ks, ¢DT
_ 3 P71, ..., Tm|l € Ti] (eepr[Z(D?)esm,...,Tm,dn¢Dﬁ+5)

Tie(M)en
ﬂE([;]) for ie[m]\{1}

= eg Pr [Z(’D?) cS | di1 € 'DTI and d11 ¢ D?] —l—g
=e‘ Ao +39.
Here, (a) uses the identity (ms — ks) (Zf:ll) =ks (ngl) and (b) follows from together with the fact that

there are (ms — ks) (?;:11) =ks (ngl) edges in the bipartite graph G = (V3 U V3, E), where degree of vertices in
V1 is (ms — ks) and degree of vertices in V5 is ks.

Proof of . Fix any T1,...,Tm € ([Z]) such that 1 € Ty, i.e., dy; € DT, Let T € ([z]) be such that 1 ¢ T/
and DTt & D71 are neighbors. First we show that
Pr [Z(D?) € ST, Ta ., Trnydiy € Dﬂ < e Pr [Z(D?) €SIT T ... ,Tm} +4 (58)

Note that, in , LTy T € ([g]) are fixed subsets such that 1 € 71, 1 ¢ 7/, and D71 & DTi are neighbors.
Since DTt and D77 are neighbors, we have |D7* N'DT{| = s — 1. Let dy;- be such that {dy;+} = D77 \ DT+, Note
that {du} = DTl \DTl

In order to show (58)), construct the following bipartite graph G = (Vi1 U Vig, E1), where the left vertex set Vi,

has (7'*~}') vertices, one for each configuration of D7 C {D71,..., D7} such that IDT| = ks and dy; € D7, the
right vertex set V2 has (%) vertices, one for each configuration of D7 C {D7, D72 ... DT} such that |[D7 | = ks

(note that di; ¢ DT because di ¢ DT7), and the edge set E; contains all the edges between neighboring vertices,
ie., if (u,v) € Vi1 x Vio is such that w and v differ in only one element, then (u,v) € E;.
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Observe that each vertex of Vi1 has (ms — ks + 1) neighbors in Vi3 — the neighbors of any DT € V4, are
{(DT\{d11})U{d} : d € {DT{,D™2,..., DT }\ DT} € Vj5. Note that {D7, D7, ..., DT»}\ DT has (ms—ks+1)

elements.

In contrast, vertices in V5 have irregular degrees. To see this, we partition Vis in two parts Vis = V5 W V/} (here
W denotes disjoint union), where

Vl,={DT € Viy:dy» €D}
‘/{é = {DT € Via : dys» ¢ 'D?}

Note that [Vi,| = [Va1| = (7°7)) and [V{35| = (7)) — [Vio] = (%= —1) (77)). The vertices in Vi have the
following degrees:

e Each vertex of V5 has exactly one neighbor in Vj; (by replacing dy;+ by dq1) and vice-versa. This implies
(using (€, d)-DP of the mechanism Z):

3 P [2(277)65|7'1,75,...,Tm,2>ﬂ§ 3 (egPr {Z(D?)ESIﬂ’aE,...,Tm,Dﬂ+5) (59)

DT evi pTevy,

e Each vertex of V{5 has ks neighbors in V1; — the neighbors of any DT eVl are {(DT \ {d}) U{d} : d €
D7} € Vi;. Tt can also be verified that each vertex of Vi; has (ms — ks) neighbors in V/3. This implies

3" (ms—ks)Pr [Z(DT) esm,g,...,Tm,Dﬂ < 3 ks (eépr {zaﬁ) esm,g,...,Tm,Dﬂ +5)
DT evyy pTevy/,

(60)

Note that (ms — ks + 1)|Vi1| = |V{5] + ks|V/%].
Now we can prove .

Pr [Z(D?)eslﬂaB77Tmadll EDT:I = Z Pr [Z(DT)ES|7-17757aTm7D?:|
D?EVH
1
G

Pr {Z(D?) €SI, T, .. .,Tmﬂﬂ
= B S Pe[2(D) €SI T T D
T

- ( Pr[zaﬁ)esm,TQ,...,Tm,Dﬂ+i 3 (ms—ks)Pr[Z(zﬁ)e$|73,7'2,...,7m,2ﬂ
DT e

ks £
Via DT evyy

25 (£ enleon s o E el ]
DT eV, eV,

1 . - -

= ngu (e Pr [Z(DT) € SIT\ s, .. .,Tm,zﬂ + 5)

ey 3 Pr [Z(D?)esrrf,g,...jm,pﬂ + L Yob
(ks) D7€V12 (ks) D?GVH

— ¢ Pr [Z(zﬁ) e SIT .\ Ts,... ,Tm} +4,

where (a) follows from and (60).



Shuffled Model of Differential Privacy in Federated Learning

r—1
s—1
one for each configuration of 7; C [r] such that [T;| = s,1 € 71, the right vertex set Voo has (tl) vertices,
one for each configuration of 7; C [r] such that |T1| = s,1 ¢ 71, and the edge set Fs contains all the edges
between neighboring vertices, i.e., if (u,v) € Va1 X Vi is such that w and v differ in only one element, then
(u,v) € F5. Observe that each vertex of V51 has (r — s) neighbors in Vs — the neighbors of T; € Va; will be
{(M\{1}) U {i} :i € [m]\ Ti} € Vaa. Similarly, each vertex of Va3 has s neighbors in V2; — the neighbors of
T1 € Vag will be {(T1 \ {i}) U{1}:i€ Ti} € V1.

Fix any T2,...,Tm € ([Z]). For these fixed subsets 7a,...,Tm € ([:]) and any (71,7{) € E2 (note that 1 € T; and
1 ¢ 77), we have from (58) that Pr [Z(zﬁ) € ST, Ta ., Trnydiy € Dﬂ < ¢ Pr [Z(zﬁ) €SI T, ... ,Tm} +3.

Taking summation over all vertices and (taking into account their degrees), we have

Now consider another bipartite graph Gy = (Va1 U Vag, E»), where the left vertex set V5; has ( ) vertices,

> (r—s)Pr [Z(zﬁ) €S| Tar- o Tinsdis € Dﬂ < Y s (egPr [Z(D?) € S|7'1/,7'2,...7Tm] +5)

Tie(1en Tie()¢n
(61)
Now we are ready to prove .
A1 =Pr [Z(D?) eS ‘ di1 € ’DTl and dqi; € 'D?:|
= > PrTs,.... Tl Y. PiTill € Ti|Pr[Z(DT) € S|T, ..., T, d11 € D]
Tie(!) for ie[m]\{1} Tie(M)1en
1 — —
- > Pr(Ta, ... Tl — = Y, (r—s)Pr[Z(DT) €SITh,..., Tom,d11 € D]
Tie (7)) for ie[m]\{1} (r=5)(2) Tie()ten
& > Pr([Ts, ..., Tl rl_l (r—s)Pr[Z(DT) € S|Th,..., Trn,d11 € D7
Tie (') for ie[m]\{1} (5 )Tl (e
(¢) _ = ~
< $ PrT Tl e S0 s (PHE(DT) € SITL . T +5)
Tie(17)) for ie[m]\{1} s(", ) e()¢Ti
_ 3 Pr(Te,.... Tl Y. PrTill ¢ Ti) (e€ Pr[Z(D7) € S|Th,..., Ton] + S)
Tie(17) for ie[m]\{1} Tie()agn
_ 3 Pr[7'1,...77'm|1¢7'1](e Pr[2 T)GS|7'1,...,Tm]+5)

Tie()aeT
Tie(17) for ie[m]\{1}

= Pr[Z(DT) e S|1 ¢ Ti] +6
@ e Pr[2(DT) € Sldiy ¢ DT +35
_€€A0+5~

Here, (b) uses (r —s)(77}) = s(","), (c) follows from (6I]), and (d) uses the equivalence of 1 ¢ 77 and dy; ¢ D7'.

s—1

This completes the proof of Lemma [I6]



