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Appendix: Quantifying the Privacy Risks of Learning High-Dimensional Graphical Models

Symbol Description

m Number of attributes
n Pool (training set) size

(@G, 6) Released Model

(G,86) Population Model
X; Random variable for attribute 4
x; A particular value for X;

V(X;) Set of possible values of attribute &

Pag*;i Set of random variables that are parents of node X; in G
pY Pr(z; = 1|Pa§, = v;0)
Y Pr(x; = 1|Pag§i = 0;0)
ny Number of samples used to compute p;

C(Q) Complexity of G (number of independent parameters)
n Maximum number of parents per node in G

L(x) Log-likelihood ratio statistic for data sample
L; Contribution of X; to the Log-likelihood ratio L(x)
F CDF of L(x) over the general population (under Hour)
a Error (False Positive Rate) of LR tracing attack
B Power (True Positive Rate) of LR tracing attack
Zs Quantile at level 1 — s of the Standard Normal distribution

Table 1: Notations



A Derivation of mean and variance of the likelihood ratio

We compute the mean and variance of L(z) under the two hypotheses. We sketch the proof for the mean
E(L) under the population hypothesis, followed by the variance Var(L). Similar calculations apply for the pool
hypothesis.

Let the target = have the feature vector (x1,x2,...,%;), and let us assume, for now, that all attributes are

binary: x; € {0,1},i=1,...,m. In Appendix [E| we generalize to attributes that can take more than two values.

We can take advantage of the Bayesian network decomposition to write the log-likelihood ratio for x as follows:
Pr(z; (G, 0

) -
L(z) =log | ————————=| = L; 1
@ ghmmaw> 2 h W
where L; is the contribution of X; to the likelihood ratio, as defined as:

Pr[X;|Pag, ;0]
L; =log | ——————=
Pr[X; \Pa% ;0]

v 1—p¥

= Z lipae — xilog?—z—l—(l—xi)log ]fz

{Pa%, =v} pY 1—p?

UEV(Pag’;_L_) ’ ’
LY

i

= Z 1{Pa§‘;i=v}L;} (2)
UGV(Pa)G(i)

where p? = Pr{X; = 1|Pa§, = v;0}, and similarly p! = Pr{X; = 1|Pa§, = v; 0}. The notation 1{pag —vy is an
indicator variable for a particular assignment of values to the parent nodes of X;, i.e. 1 Pa§, =v} = 1if Pag’;i =v

and 0 otherwise. The sum ranges over |V(Pa)G(i)| terms L}, one for each element of V(Pa%).

The parameters 6 and 0 are estimated from data (reference population and pool, respectively). By the central
limit theorem, the distribution of such an estimate converges to a Gaussian around the mean value of the estimate
as the number of data samples increases. In our derivations of the mean and variance, we use this approximation
in and (1I]). By the Berry-Esseen theorem [I1 3], the rate of convergence to the Gaussian is O(ﬁ) if the
third moment of the random variable being sampled is finite. In our case this condition is true, because each
random variable can only take a finite number of possible finite values.

We compute the mean and variance of L(z) as follows:

Epop(L) = % +0(Cn™?) (3a)
Byt (L) = —5- +O(Cn™?) (3b)
Varyop(L) = % +O(C?) (3¢)
Varpoo (L) = % +O(C?n?). (3d)

Proof sketch - Mean under Hoyr. The mean E,,,(L) can be computed as follows:

Epop(L) = Z Epop(Li)
i=1

o

s
I
—

> Eoop(Lpag =y LY) (4)

v
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Using approximation in Appendix Section |C} we compute Eyop(1ipe —pyLf) = 5 + O(n~2). Since the
total number of LY parameters is C' = " | |V(Pa§i)|, we conclude that

C

Epop(L) = 5- + O(Cn™?). (5)
O

Proof sketch - Variance under Hoyr. By definition,
Varpop(L) = Bpop[L?] — (Bpop[L])*. (6)

The latter term (E,,,[L])? is the square of the mean, which we compute in (5)). The former term E,,,[L?]
decomposes as follows:

EPOP[LQ} = ZEPOP L2 Z Epop[Li L (7)
i=1

1<i<j<m

We compute E,o,[L7] by expanding Eyep[(35, 14 Pag =v} L?)?]. Then, approximation in Appendix|§| gives
us that each square term Epop[(l{Pa%:v}L;J)Z] is approximately equal to 1. As for the product terms in the
expansion, each term multiplies two different indicator variables 1 Pa§ =vy and lip,e —,y with v # v'. Because
at most one of the two is equal to 1, all product terms will be zero. Hence Eyop[L7] = [V (Pa§,)| % +

The number of joint terms E,,,[L;L;] is O(C?). From the approximation in Appendix Section for Epop[LiLj],

each of these terms is equal to ;> with error term O(n~2). Hence, the value of E,,,[L?] is

n2

c c?
Epop[Lz] = — + 472 + 0(0277,72). (8)

We conclude that the variance is

Var,op(L) = EpOp[LQ] — (Epop [L])2

¢ c 2 2 (C )
:% +0(C*n™?) (9)

O

Although we haven’t provided the calculation here, it is possible to calculate the exact value of the O(C?n~2)
term from the released model. As a simple example, in appendix [F| we calculate the exact value of this O(C?n~2)
term, when the released model is a Naive Bayes model.

A.1 Distribution of the log-likelihood ratio

To compute the distribution of L(z), the log-likelihood ratio of the parameter vector estimate with the actual
value of the parameter vector in a graphical model, we need to understand what parameters contribute to the
likelihood ratio given a data sample. As shown in equation , the parameter that contributes to the likelihood
ratio for an attribute is determined by the value taken by its parent node. The contribution of attribute X; to
the likelihood function, denoted by L;, is computed as:

L; = Z 1{Pa§’i:v}L$
1)6V(Pa)c(i)

Hence the distribution of L; is a mixture of the distributions of LY, where the mixing probabilities are determined
by the distribution of the parent nodes (hence the dependence of L(z)’s distribution on the probability distribution



that generated the data). The distribution of LY, the log-likelihood ratio for the estimate of a single parameter
value, is asymptotically a chi-squared distribution with degree of freedom 1 (from Wilks’ theorem). Hence, the
exact distribution of log-likelihood ratio is a sum of mixture of chi-squared distributions, where the mixing
distribution is dependent on the distribution that generated the data. In case of high-dimension models, this
log-likelihood ratio distribution is very close to normal distribution (as it is a sum of large number of independent
random variables (which are sum of mixtures themselves)). Hence, using the first two moments, that do not depend
on the exact distribution of the sensitive data, is sufficient to produce a generic data-independent upper-bound
on the privacy risk of learning the graphical model.

B Number of Samples for Estimating Conditional Probabilities

We use p} to denote the estimated conditional probability that X; = 1, given that the values of the activator
variables are Pag;(i = v. The number of samples n used to compute p; are approximately Gaussian around np,
(n is the pool size, and p, is the probability of Pa)G(i = v in the general population):

ng = npy + /npy(1 — py) 21, (10)

where Z; is a standard Gaussian random variable. In parallel, the value of p is also approximately Gaussian
around the true value p:

V(1 — p?
By 4 [P0 —PD g (1)

%

where Z5 is a standard Gaussian random variable.

Using these two approximations, we now prove the results required for derivation of LR statistic mean and
variance.

C Approximation for mean derivation

As explained in section [A] to compute the mean of the likelihood ratio we need the average contribution of
each LY i.e. value of Epop[l{Pagi:U}Lf]. Here we prove that Epop[l{Pagi:U}Lf], when the expectation is over

population is approximately equal to i When expectation is over pool, the derivation steps are similar and the
value is — .
2n

Lemma 1. We will prove the following result:

1 1_pv
Epopllipag = 211 = 5 (141222 ) (12)

Proof. We first observe that

EPOP[]'{Pag‘;i:'U}L;)] :Eﬁf |:Ef€ |:1{Pa)G(7:v}L;) |ﬁf:|i|

t 1—])1.}
—+ (1 —pj)log f],
5 ( ) =5

=pvEpy [pé’ log

and now all we need to show is that

v 1— p".’ 1 1 — Do
E Ylog 2 4+ (1 —pY) 1 |~ 1 b
Z,,Z5 |Pi 108 ﬁ;} + ( pl) 08 1-— ﬁf:| 2npv ( * npy ) ( )
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We approximate p; with and we use the Taylor expansion of log(1 + x) ~ x — %xz

v(1—p?
» O A

pUIOgT%—plOg )
K2 pi; 3 p;

v lip;)
= —p; log <1+ nipy Z2>
1—0pY 1—9pY
~ ) || e — G 23
ni Dy 2n; p;

pi(1 = pi) L—p}
=— ‘ o7 L7z 14
ny 2t 2ny 2 (14)
Similarly,
1—py pi(1—pi) P}
1—-pY)1 Ly —y | 2 7 C Z 15
( pz)oglfﬁg ot 2+2an (15)
Adding and , we have
Py 1—p} pi(1—p})
Y log =% + I L -2 "7 zZ2 16
pi log oy + (1 —pi)logT——; 2 n +27 5 (16)

Taking the expectation Ez,[.], and recalling that E[Z5] = 0 and E[Z3] = 1, we have

1-—
EZ1 Zo pz 1Ogﬁi+(17pz)log ilj| :EZ1[E22["'|Zl]]

? 1 7
1
We now approximate ny with ( . ) and we use the Taylor expansion of -— ~ 1 —x + z?
1 ~
2ny 2(np, + \/npv(l —pv)Z1)
1 1
_2npv 1-p,
L4+ /=4

1 1— 1-—

~ (1— Pog 4 p”Zf) (18)
2’fl,pru Nnpy Npy

Taking the expectation Ez, [.], and recalling that E[Z;] = 0 and E[Z?] = 1, we have our final result:

i 1-p 1 1—py
E Ylog =% + (1 — 1 L 1
21,22 |:pz 0og ]3;} + ( ) 0og 1_ ]5;):| 2np, ( + npy )

D Approximation for variance derivation

For calculating the variance of likelihood ratio, we need the expected values of L? and L; L;. Here we first prove
the below approximation and use it to calculate F(L?) and E(L;L;). As explalned in sectlon . using these
values of E(L?) and E(L;L;) in equation |7| we get the variance of LR statistic.

Lemma 2. We will prove the following approximation:

py\? 1\’ 1 1—p
E;v log l) + (1 —p7 (log 1) ~ (1+ U> 19
" l ( by ( ) 1—p7 NPy npy (19)




Proof. Using approximation

Ejv

v v
n; 2n;

1 p; (1 —pj 1—p; pi(1—p})1—p]
=—Ez.2, l()222 + ( Z2 -2 ) Z3
b n n

The desired result follows.

D.1 Approximation of E,,,[L?]

We approximate E,,,[L?] as:

Epozo[L2 Epop <Z 1{PaG *U}L )
2
<21{Pa§i_v}[’$> ﬁ;j
=> pE
:ZPUE
~Ts (

N 1-p,
——|V(Pa§,) nQZ P

2
v 1—
Py <log pv> + (1 —p7) <10g pl)
D; 1- pz

) (from approximation (19))

Combining the definition of complexity with equation , we have:

S Epnltf] S 533 L

D.2 Approximation of E,,[L;L,]

(22)

There are three possible cases while finding the value of E[L;L;]. The random variables X; and X; might not
have any common parents, might have some common parents or one is the parent of other. We start with the
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case in which X; and X have no common parents. Let p(v;,v;) represent the joint probability of Pa% =v; and
P&g’;j = Vj.

Eunlisti) =B | (St 18] (i o

= Bpop | D_ Lpag,—oy 1pag, —on L L

Vi,V

= Z Epop |:1{Pa§i:vi}1{Pa§j:v]‘}L;’JL?]

Vi, V5

= Z p(viavj) Epop [LfL;)]

Vi, V5

~ Zp(vi,vj) X

Vi, Vj

1 iy Vg
_ Z L p(vi,v;) (24)
477,2 pvipvj

1
x —— (from (13))

znpvi 2npvj

Vi, Vj

In the case where X; and X; have common parents S;;, let S; represent the parents exclusive to X; and S;
represent parents exclusive to X;. Let p(v;, v, v;;) represent the joint probability of Pa)G(i = v; and Pag;(j =v;
and common parent of X; and Xj, Pa% , = Vi

EPOP[LiLj] :EPOP Z 1{Pa§i:vi}1{Pa)G(ij:'uij}L;) Z 1{Pa§j:vj}1{Pag’;ij:vij}L;)

= Epop Z (1{1"1%:%}1{1’@% :vj}l{Pag’;ij :“z‘j}L;)L;}>

= Z p(vis v, vi5) Epop [LfL;}]

Vi,Vj,Vij

1 1

~ p('U',U',U“) X X (fI'OIn "

viﬂ’zj;vij v an(vi’vij) 2np(vj7vij) .

1 p(viavjavij)
= —5 X (25)
z 4n? p(Ui»Uij)P(Uj,Uij)

Vi,Vj,Vij



In the case where X is a parent of Xj,

EPOP[LiLj] =Epop (Z 1{Pa§i=vi}ij;’]> Z 1{Pa§j=uj}L?

p@
=Fpop | D (1{Pa§i=vi}1{Pa§j=vj}$ij <93J‘ log ;))

Vi,V5 J

o100 i
= Z p(vi, v, ;) Epop | L logﬁ

Vi, V5 J
Q:Zp(vi,vv,x‘)x ! X 1_p;{(from (13))
~ P 2np(vg, ) 2npY
i,Uj
_ 1- 53 % p(via e xjv) (26)
= 4n p(vi, 5)p}

E Generic Categorical Variable

In this section, we generalize our results to any categorical variables (not just binary). The extension from binary
to categorical is straightforward. We will have a similar expression for the likelihood ratio statistic:

L(x) =log <Pr§xf (G, €>)>

where L; is the contribution of X; to L(x):

Instead of writing L} as

Ly :xiloggg + (1 —2;)log 1 _g;
we write "
LY= Y l{z—olog z@o,
o€V (X;) o
py, = Pr(z; = 0|Pa§i =)
Now,

v v pfa
Epop[Li] = Z E {pio log =5 ]

o€V (X;) Pio
1—pv
= Z va (from (14)))
0€V(X;) i
V() -1

2n;} (27)
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Epop|Li] :ZE[]'{PLL?Q:U}L”PG‘?Q = ]
=3 By [Be [Lpag —0 20 17Y]]
=3 n L (om @9)
S VN 062 (from (@)

- 2n
V(X;)|—1 _
v (Pax) x VEAZL 4 o2y
2n
Now we can calculate E,q,[L(2)] as
Epop[L(z)] = Z Epop|Li]
i=1
=3 V(Pax,) x WENZL 4 56,2
P 2n
_C —2
Hence,
C _
ByeplL(2)] = + O(Cn~?)

Similarly for deriving variance we have,

Epopl(LY)?]= > E

2
< plo) ‘|
Pio
0eV(X;)

1—p?

= Z 7nva (from (20))
o€V (X;) i

VXl -1

v
U

Using equation (29), we can calculate E,,[L?] as:

BpplL] = Bl g, (171, =
=2Ey (e |1gpag (2?1 57|
55 Vo)1 3| (o @)

Z'V L4 0(m?)  (from ()

BLEC IR S

n

:‘V(PU’X«;)




Hence,

Vary,op (L) :EPOP[LQ] - (EPOP[L])Q

EpoplL Z E[L?] + Z E[L;L;]

1<i<j<m

Similar to the derivations of Y E,op[Li] and Y Eppp[L7], we will have

c? 2, —2
ZEPOP[LZ'LJ} ) +0(C"n™7)

Hence, for categorical variables:

Varpep|L(z)) :% +0(C?n™?)

F Naive Bayes

In section [A] while deriving the variance, we haven’t calculated the exact value of the O(C?n~2) term. From
the released model, it is possible to calculate the exact value of this term. Here we derive the exact value of
the O(C?n~2) term, when the released model is a Naive Bayes model. Let the number of attributes in the
Inodel be equal to m. Hence, the complexity of the model is C = 2m — 1. Let X; be the class variable and

= Pr(X; = 1|X; = 1). Then, using equation we have:

D1 1—p % i
Epop(L) - Epop X1 log ~ + (]- - Q31) 10g 1 N + T Z (Sﬂl logﬁ —+ (].

D1 —P1

m

0
+(1—x1) Z (xl log }% +(1—x)

1=2
1 i 1 1 [1—p i 1
= — — 4+ (1— i
2 2 [ [ ¢
g-l—O(Cn_Q)

2n

(31)
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We can calculate the exact value of Ep,,(L?) using the equations (19)), and as below :

E,op(L?) =E z1 lo Z24—(1—5c)10 17p1+x§: z;lo Zi+(1_x,)10 L-p
vor vov | |18 5 DR Ty T2 \Toe g DR T
m 0 1— 0 2
+(1—x1)z milog% +(1 — 2;)log ]36)}
i=2 P 1-p
1 & 1 1 l—p1H “ { 1 1 { P1 ”
=—+ X —+ — + 1—p1) X + =
n ; {pl npi n?2 [ D1 ; ( P1) n(l—pl) nZ |1—p;
m—1 m—1 1— m—1)(1— m—1
+2 % P1A2 + % plA +( )( P1)+( )(p1)
2 An?p] 2 4n2(1 — p1)? 4n? 4n?
2m—1 (m—-1)(m—2) [p1 1—p 9
— = 0]
n 4n? P2 (1 —pp)? +O(mn™)
C  m? { ]
—+ — + O(mn2 32
n 4n? [pi(1—p1) ( ) (32)

G Understanding the complexity metric - Parameter estimation errors
The complexity of a Bayesian network (G,#) with discrete random variables is the number of independent
parameters used to define its probability distribution.

m

C((G,0)) =D IV(Pa§)I(IV(Xi)| — 1)

i=1

The parameters 6 are estimated from the pool data. To understand the privacy risk of this learning to members
of the pool, we need to study the influence a member can have on the value of the parameters. Fisher information
quantifies the amount of information a random variable carries about the parameter(s) 6 of the probability
distribution from which it is generated.

1(0) = — Eo(V*1(0)),
where I(0) is Fisher information, and [(f) is the log-likelihood function for 6.

If 6 is a Maximum Likelihood Estimate of @, then it is known that

0 = Normal(0,1(0)1).

The log-likelihood functions of parameter 6 from a PGM (G, 0), given a sample x are typically of the form:

1(6) =log [Pr(z; (G, 6))]



where [; is contribution of X; to the likelihood function:

L= Y. lpag=nll
UGV(Pag;(i)

lzl'): Z 1{3%-:0} 1ng;)o
0eV(X;)

l= Z fi,’u,o(ajla T2y 7xM) 1og(pfo),

1,v,0

where f; , , are activator functions (some combination of z;’s) for the parameter p},.
I(p) = —E,(V*(p))

All the non-diagonal elements of the information matrix are zero, because:

o 0
opy, Opj,

> fiwo(@1, 22, .. 2m) log(pl,)] = 0,Vi # j

%,0,0

This implies that all the standard normal variables used to represent frequencies in pool are pair-wise independent
i.e. all the estimation errors are independent across parameters. The difference between an estimated parameter
value (calculated from the pool) and the actual parameter value (calculated from the general population) is the
estimation error that leaks information about the pool. Since these estimation errors are independent across
parameters of a Bayesian network, each parameter makes a separate contribution to the power of the attacker.
Hence, the complexity measure defined as the number of independent parameters, captures the potential privacy
risk of the model.

H What about models trained with differential privacy?

The bound provided in Theorem 1 is computed assuming that the parameters are learned without any privacy
defense. The parameters can also be learned with a privacy defense (like differential privacy) in place. The effect
of a differentially private learning mechanism on our bound can be better reasoned under the recently introduced
notion of “f-differential privacy” (f-DP) [2]. f-DP is a new relaxation of differential privacy based on a framework
of hypothesis testing. It characterizes the trade-off between type I and type II errors in distinguishing any two
neighboring datasets using a function f. When the function f is from a specific family that characterizes the
trade-off between type I and type II errors in distinguishing the two normal distributions A/(0,1) and A (u, 1)
based on one draw, it is said to be u-GDP. If the learning mechanism satisfies -GDP, then the bound on power
of membership inference in Theorem 1 will become:

Za + 21— < 1% (34)

Corollary 2.13 in the paper [2] provides the relationship between p-GDP and the standard (e,6) — DP.
Corollary 1 [2]: A mechanism is y-GDP if and only if it is (e, 5(6))—DP for all € > 0, where
€ W € W
w0 =0(- £+ 8)-va( -4
(¢) ( p + 5 e P
, and ® is the CDF of standard normal distribution.

Using Corollary 1 and equation [34] we can calculate how our bound in Theorem 1 changes when the parameters
are learned with differential privacy guarantees.
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I Evaluation details: Bayesian network learning and Data synthesis

In this section, we describe the methods used in the evaluation for learning structure and parameters of a Bayesian
network and generating synthetic data. See [5] for a comprehensive overview of the methods to learn Bayesian
networks.

I.1 Structure Learning

The objective is to learn the significant dependencies between random variables, and represent them as a graph.
We used an existing algorithm based on maximizing a score function that measures how correlated different
attributes are, according to the training data [4]. For each attribute we find a set of attributes which are highly
correlated with it, yet are not significantly correlated among themselves.

ijepagi_ corr(Xy, X;)
\/|Pa§(1| + Zazj,xkepag_ COTT(XJ7Xk)

score(Pa§,) (35)

H(X:, X,
COTT(X»L',XJ') =2 2]{0(()—"_[{]())(),
? J

where H is the entropy function.

While optimizing this score for each attribute, we need to make sure that the graph remains acyclic. Also, to
control the complexity of the graph, we impose a condition on 7, the maximum number of parents for each node.
We use an iterative and greedy algorithm that adds parents to each node while maximizing the score for all nodes
at each iteration, subject to the constraints.

1.2 Parameter Learning

We assume a prior distribution on all possible values of the parameters 6, and use the training data set to update
this distribution, using a Bayesian approach.

Let X; be the random variable for a categorical attribute. Let 92 be the parameters of the conditional probability
Pr[XAPa%;Q]. For each assignment of values to Pagéi; 0, we assume a prior distribution on all the possible
k-dimensional multinomial distributions. The prior distribution for each assignment v comes from a Dirichlet
family, i.e., 87 ~ Dirichlet(d?), where & is the hyper parameters of the distribution.
Let & = [}y, ¢ly, -+, ¢4] include the frequency of the events [X; = j|Pa§ ;0 = v] in training data. We compute
the posterior distribution for 9_2’ as Dirichlet(&Y 4+ ¢&'). Thus, the most likely estimation for set of parameters 9_2’
is:
oy +cij

k , :

> (af + )

In all our experiments, we use a uniform prior i.e., we set & to 1 in all dimensions.

(36)

vo_

1.3 Data Synthesis

Given a data set D, we want to synthesize datasets that are close in distribution to D. Graphical models could
be used for inference and prediction, as well as generating synthetic data (from the underlying distribution that
they encode). We use the below process for generating synthetic datasets:

1. Learn a Bayesian network (G, 6) from the data set D.

2. Create a Bayesian network (G’,0') with G’ = G, and €’ drawn from the posterior Dirichlet distribution for 6,
which was computed during parameter learning.

3. Draw independent samples from (G’,¢’).

In our experiments, while generating the synthetic data, we use 7 = 3 for learning the structure G of the Bayesian
network (G, 0) from the data set D.



J Additional evaluation

J.1 Effect of releasing statistically insignificant edges

We analyze the effect on the power of attack of releasing edges (conditional probabilities) that are statistically
insignificant. To perform this evaluation, we consider the case where the structure of released model is not learned
from data but generated in a random way.

Figure [1| compares the power of the attack when two different models of almost equal complexity are released.
The structure of first model is generated by randomly adding edges and the structure of second model is learned
from data. Adversary uses the released model as the population model to calculate the LR statistic and perform
tracing attack. We can observe that the attack power is similar in both the cases.

The edges that are generated randomly might not be statistically significant, but they leak about membership. In
the LR Test for tracing attack, we rely on the difference between probability distributions for pool and population.
Adding a statistically insignificant edge gives similar probability distributions for all configurations of the parent.
Although the conditional probabilities are similar, their values will be different for pool and population and
hence they will leak about membership. Statistically insignificant edges leak as much information about
membership as significant edges.
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Figure 1: Effect of Releasing Graphical Models with Random Edges: Here we compare the power of attack,
when two models of similar complexity learned on the dataset are released but structure of one model is learned from data
and the structure of other is generated randomly. We can see that for close values of C, the power of attack is almost same
for both the models. This shows that statistically insignificant edges leak as much information about membership, as that
of significant edges.
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J.2 Optimality of the theoretical threshold

In Figure [2] we compare theoretical thresholds for certain false positive rates with their corresponding values
estimated using the reference population. The adversary has access to some reference population. For a given
false positive rate, the adversary chooses the threshold based on the likelihood ratio on the reference population
data. The attacker then runs the LR test tracing attack. When 1 = 0 (row 1), we observe that the theoretical
threshold values are much higher than the estimated values. When 7 = 3 (row 2), the observed thresholds are
closer to the estimated values.

When 7 = 0, the parameter estimation errors are correlated, which reduces the amount of information leakage.
The adversary, when using the theoretical threshold, overestimates the amount of leakage (power) and hence
chooses a higher threshold. When 7 = 3, the released model captures most of the dependencies among attributes in
the data. Hence the observed threshold will be closer to the theoretical threshold values. From the adversary’s
perspective, the theoretical threshold value is sub-optimal when the released model is underfitted
(loss of utility).
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Figure 2: Effect of releasing underfitted models on threshold selection: This plot compares the threshold values
estimated by the adversary using reference population at different false positive rates with their corresponding theoretical
values. The label Attack indicates that the threshold is estimated by the adversary using reference population. We observe
that for underfit models (n = 0) (first row), the threshold value estimated from the reference population is way less than
the corresponding theoretical value. As the model gets closer to the generator distribution (n = 3) (second row), the
estimated threshold values get closer to the theoretical values.



J.3 Effect of using a complex model for estimating likelihood of Null hypothesis

In this subsection, we present the effect of population model choice on the behavior of the likelihood ratio test
and on the power of the tracing attack. Specifically, we study the effect of using models that are more complex
than the released model as population model. The parameters of a graphical model (G, 9) with n = 1 are learned
on the pool data and released. The adversary has access to a complex and better representative model (Gpp, 6)
that was learned with n = 3. The adversary can choose to use either the released model structure G or a complex
model structure Gp,p as population model structure.

Figure [3| compares the empirical distribution of test statistic (likelihood ratio) values computed on members of
the pool and on non-members for both choices of population model on the genome dataset. On the right, we
observe that the member distribution is indistinguishable from the non-member distribution when Gp,, (learned
with n = 3) is used as structure of population model. We also observe that the values of the likelihood ratio are
much higher — from 20 to 70 — compared to the values we observe on the left (narrowly concentrated around 0)
when the structure of population model is same as that of released model (learned with n = 1).

When a complex model is used as population model, the likelihood value of the null hypothesis increases for both
members and non-members. Hence it cannot help in distinguishing members from non-members. Also it changes
the meaning of the hypothesis test. When a complex model is used to compute the likelihood of null hypothesis,
the computed likelihood is no longer the likelihood of the target being a random sample from the population. The
meaning of this new hypothesis test would be the following: which of the models is more likely given the target.
Since complex models are more likely compared to simpler models, the test statistic (likelihood ratio) values will
be very high and positive. Figure [] compares the power of the tracing attack for both choices of population
model. The power of the attack is higher when the released model structure is used as the population model
structure. Knowledge of additional statistics about population other than the released statistics
doesn’t increase the power of adversary.
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Figure 3: Comparison of likelihood ratio distributions computed on members of the pool (blue histogram)
and on non-members (red histogram): Left: To calculate the likelihood of the null hypothesis Hour, we use
the population model (G, ), whose structure is the same as that of the released model (G,60) (n = 1). We observe
that the member distribution is clearly distinguishable from the non-member distribution. Right: To calculate the
likelihood of the null hypothesis Hour, we use the population model (Gpop, ), whose structure is different and more
complex (n = 3) than the released model (G, 0) (n = 1). We observe that the member /non-member distributions are
indistinguishable. Also, the values of the likelihood ratio are much higher compared to the left part of the figure. Using
a complex population model might increase the likelihood of null hypothesis Hour, but it increases the value for both
members and non-members (as a complex model can explain both members and non-members better than a simple model
can), making them indistinguishable. Hence the optimal choice of population model for the adversary is the released model
estimated over the reference population.
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Figure 4: Effect of using a complex model as population model: The parameters of a graphical model (G,é)

with n = 1 are learned on the pool data and the model is released. The adversary has access to a better (more complex)
generative model (Gpop, 0) with (n = 3). We observe how the power of the attack changes when calculating the likelihood
of null hypothesis using this complex generative model structure instead of the released model structure. We can see that
the power of the attack reduces when the population model structure is not the same as the released model structure.
As shown in Figure [3] using a complex population model increases the likelihood for both members and non-members
and hence cannot help in distinguishing them. This shows that it is not possible to increase the power of adversary using

knowledge about additional statistics on the data that are not present in the released graphical model.
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J.4 Effect of Biased Sampling

In this section, we empirically study the effect of sampling bias on the power of tracing attack. We model a case
of sampling bias, where we discriminate against individuals with some attribute value (say 1). We add a bias in
the sampling mechanism for pool, by making the probability of selecting an attribute with value 1 as 1 — bias.

Pr(select|X; =0) =1 (37)

Pr(select|X; =1) =1 — bias (38)

Synthetic data for this experiment was generated from graphs learned on Genome data. Pool is sampled in a
biased way as described above. The parameter bias can be used alter the amount of sampling bias. We generate
a total of 10000 samples, of which we randomly select 2000 as pool and 4000 as reference population.

Figure [f] shows the effect of bias on power of attack. We can clearly observe that power of attack increases with
increase in bias. When the pool is drawn from same distribution as population, we leveraged on finite sample
estimation error for membership inference. If pool is drawn from distribution that is even slightly different from
population distribution, power of attack increases and can be greater than provided bounds. Biased sampling
increases the power of tracing attack
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Figure 5: Comparison of Power values in case of biased sampling: Figure shows the effect of sampling
bias on the power of tracing attack. We generate synthetic data using graph structures of different complexity
that are learned on Genome data. The conditional probability values are generated from a Dirichlet distribution
fitted to the conditional probabilities in corresponding graph of Genome data. The parameter bias is used to tune
the bias in sampling of the pool. We can observe that power of attack in case of biased sampling is greater than
the theoretical bound (with out considering bias). With increasing value of bias, the pool distribution deviates
more from the population distribution, which increases the power of attack.
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