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A  Proofs for “TWO MOTIVATING EXAMPLES”

A.1 Proofs for Sec 3.1

Lemma 1. ®[z] + ®[1] > 1.5 with equality holds iff = € {0, 00}.

Proof. Let f(z) = ®[z] + ®[1]. We observe that f(z) = f(1/z) by definition. So, it is sufficient to show that
for z in the interval (1,00), f(z) > 1.5 with equality at 2 — oo. We prove this by showing that in the interval
(1,00), f(z) is strictly decreasing and lim,_,o f(z) = lim,_ oo @(z) + ®(1/2) = &(c0) + ¢(0) =1+ 0.5 = 1.5. To
show f(x) is strictly decreasing we proceed by taking the derivative wrt x,
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we show that for the interval (1, 00) this derivative is less than 0. So, we need to show that
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Let t = log(a?2),x >1—t>0
o A<t —et

This holds for ¢ > 0 as we have that at t = 0. 2-0 =0 = €¥ — 79 and 2t increases at a rate of 2 while
et —e7! increases at arate of ! + et > 2- Vet et =2ast>1— et # et Finally for z = 1, we calculate
f(z) ~ 1.6829 > 1.5, 0

Theorem 1. Consider a classifier firin,o, given as the naive-Bayes classifier obtained by training on the dataset
X with data augmentation of variance o¢. Let the class-wise accuracy of firqin,s, using the randomized smoothing
prediction rule be given as Acci(ot), Acca(ot). Then we define the bias (A(ot)) to be the gap between class-wise
accuracies (A(oy) = |Acci(o¢) — Acea(0y)|). For k> o= — 1, class I decision region grows in size at a rate of
O(0?) and thus the bias is large for large oy.

Proof. In order to determine the accuracies we start by looking at the decision regions given by the two classifiers.
We show that the decision region of class 1 increases with increasing o effectively increasing the bias by increasing
the class 1 accuracy while decreasing the class 2 accuracy.

From the structure of the dataset it is easy to show that the naive Bayes classifier yield decision regions:
class 1 : [—(% + co(0)), &2 + dy(0)]
class 2 : [—00, —(% + co(0))] U [E2 + do(0), +)]

—a(2z4a) (2z—ka)ka

The likelihood ratio function r,(z) = %227{:23 =(1—2€)e” 202 +2ee 202 . This is a convex function is
x resulting in the previous form of decision regions. Thus, we get the following decision regions after smoothing,

class 1 [—(% +c1(0)), 52 + d1 ()] and the rest being class 2.

In this case we show that for co(o) grows at ©(c?) with increasing o by establishing a lower bound and upper
bound which both grow at the rate of O(c?).

For the lower bound consider the function r%(z) = (1 — 2€)es? + 2ee = > ro(—(§ +x)). If for any ¢;(0) we
have 7¢(ci(0)) = 1, then r,(—(§ 4+ ¢1(0))) < 1. Thus, we see that using the convexity argument from before
co(o) > ¢(0). But it is easy to see that if ¢;(1) is a solution of the equation r{(x) = 1 at o = 1, then o2¢;(1) is a
solution for 7%(z) = 1.

As 7} is a continuous function with 7§(0) = 1 and lim,_, 7} (z) — o0, it is sufficient to show that %rlf(O) =a(l—
2¢(k+1)) < 0 (follows from the case condition) to show that r}'(x) = 1 has a positive real solution and consequently
co(o) > 0%¢(1) = O(0?). From the likelihood function, we can also clearly see that r,(—(% 4+ 2)) > (1 — 2€)ea? .
o2 —log(1—2¢)

a

Using this we can establish that ¢o(o) < making co(o) = O(a?).



As do(o) > 0, we have that for all ¢ € (0,00) the size of the interval [—(% + co(0)), & + do(0)] is bigger

that Co? + C for some positive constant C. Thus, we have that at © = —(% + ¢o(0) — &) the probability
x € Class I after smoothing is given as @(Cg—‘f) - @(7;{0). By Lemma we get that @(Co—‘f) - <I>(6701t) >
P(0,C) — ®(55) = ®(0:C) — (1 = (L)) = ©(0:C) + (55-) — 1 > 0.5. Thus, we have ¢1(0) > co(0) — -

Combining this with the fact that clearly co(c) > ¢1(0), we have ¢1(0) € (co(0) — &, co(0)) and similarly, we also
have di (o) € (do(0) — &,do(0)). This also gives us c1(0) = O(0?) = O(07).

Consider the function f;(o) = ry(z). By differentiating this function wrt o we see that it has only one extremum
point. Using the fact that lim,_, fz(0) = 1 we have that if for any =, f,(c) = 1 then we see that there the
extremum point lies between ¢ and co. If for any ¢’ > o, f,(¢') = 1, then there would be a two extremum
points one between o, ¢’ and another between ¢’, co. Using this along with the continuity of f, we get that either
fe(d") < o' > o or fi(0') > 1Vo' > 0. We can further use the fact that f,(0) — oo to see that f, is decreasing
at o making f,(c") < 1Vo’ > o. Thus, we see that dyg(0),co(o) are increasing functions of o. Combining this
with the previous result shows that the decision region of class I after smoothing increases at O(o?).

For the bias we see that as o, — oo, class I at least occupies the region (—oo, %“] while class II occupies at most
the region (£2,00). As a result the bias is lower bounded by (1 — ®(5X2)) — ¢(1 — ®(5£2)) = (1 — €)(1 — ®(522))

2 20, 20, 20,

which is very high.

Theorem 2. Consider a classifier firqin,o, given as the naive-Bayes classifer obtained by training on the dataset
X' with data augmentation of variance oy. The bias of the classifier fiaino, using the randomized smoothing

k(k+1)

2
.y . . e
prediction rule is 1 — ¢, if k> < —1 and o0y > a et i) 25

Proof. At 2 = —a, we see that if the decision region for class 1 is [—(a + ¢), £ + d], then the probability after
smoothing is

s-a)= [ das)ue i

x’eRd

Btd
:/ d(—a,x")dx’

~(ate)

ko td —(a+c)
= d(—a,x')dm'—/ d(—a,z")dx’'
_ 3 %“deJra B( €
S e

k+2
>@(—2—)-®(—) (ifd>0)

o

k2, o 202
>P(—2 ) - P(——) (ife> T
2002 - # g ez o)

> 0.5. (by Lemma [I])

That’s said, the bias will be atleast 1 — e if d > 0 and ¢ > _20°_ e true. We now check for d > 0: for z € [0, @],

(k+2)a 2
(1) = / ) ) — d(z,0)p(0,1)
1 1 _ =2 1 1 _x? _ =2
— sl = <5l — e
! [(1 —ee” (1;2)2 +ee” (k;;;)Q] =d(z,—a)p(—a,2) + d(x, ka)p(ka, 2)

implying x € [0, %‘1} belongs to class 1 for the naive bayes classifier. Therefore the decision region for class 1
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extends at least to ’m + d with d > 0. Next, we check for ¢ > (k+2)a: at r = —a — (k+2)a,
20 20 +a 1 1 _ »2
__771: d_77/ /71d/ = —e 202 o
A e PARY /xem Tz e e = e e
20 20 +a 1 1 Gta)? (ka—2)?
_ - 2 — d =~ = A / 2 d ! — - 52 3
e e el Gz i = ol e T e
Therefore we see that (—a — (k+2)a, 1) > ¢(—a k+2)a,2) if
(1—26)e(8) 37 4 9ee™ 2 ()~ < 1
o (120t _ 1) < 21 — ¢ TR E)
1 1767k(k+2)(£)27k274’f2
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These conclude our proof.
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the probability is
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B Definitions for “THEORETICAL CHARACTERIZATION OF THE
SHRINKING PHENOMENON”

B.1 Definitions

Definition 1 (Smoothed). If we use f to denote an original neural network function with outputs in the simplex
A ={z€eR| X7 12 =10< 2z <1,Vi}, then its smoothed counterpart defined on d-dimensional inputs
x € R? is defined by

Ssmootn(x) = /,eRd f(2"p(2")da',

where p(x") is the probability density function of the filter.

Definition 2 (Gaussian smoothing). If p(z') is the probability density function of a normally-distributed random
variable with an expected value x and standard deviation o, then we call fsmooth 6 Gaussian-smoothed function
and denote it by f,.

Definition 3 (Bounded Decision Regions). If the decision region (disconnected or connected) of class 1 data is a
bounded set in the FEuclidean space (can be bounded by a ball of finite radius), then we call these decision regions
bounded decision regions.

Definition 4 (Shrinking of Bounded Decision Regions). A bounded decision region is distinguished as shrinked
after applying smoothing filters if the radius R, of Sp, is rigorously smaller than the radius R of Sp, i.e. Ry < R,
where Sp and Sp, are the smallest balls containing the original decision region and the smoothed decision region,
respectively.

Definition 5 (Unbounded Decision Regions). If for any ball there exists at least one point in the decision regions
that reside outside the ball, then we call these decision regions unbounded decision regions.

Definition 6 (Semi-bounded Decision Regions). For an unbounded decision region, if there exists any half-space

H (decided by a hyperplane) that contains the unbounded decision region, then we call it semi-bounded decision

region. We say a semi-bounded decision region is bounded in v-direction if there Ik € R/oco such that for Va € D,
T

vir <k.

Definition 7 (Shrinking of Semi-bounded Decision Regions). A semi-bounded decision region bounded in v-
direction is distinguished as shrinked along the direction after applying smoothing filters if the upper bound of
projections of the decision region onto direction v shrinks, i.e. T} < Y7, where T1, = maxgep vTx, Th, =
max,ep, vl .

Definition 8 (0, v-Bounding Cone for a Decision Region). A 0,v cone is defined as a right circular cone C with
axis along —v and aperture 20. Then we define the 0,v-bounding cone CQDJ) for D as the 6,v cone that has the
smallest projection on v and contains D, i.e., Cg?v = arg miance,U T’ég)”.
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C Proofs for “THEORETICAL CHARACTERIZATION OF THE SHRINKING
PHENOMENON?”

C.1 Proofs for Sec 4.1

Lemma 2. For any two original decision regions A, B, if we have that A C B, then we also have that A, C B,,
where A, and B, are the decision regions of the Gaussian-smoothed functions.

Proof. Recalling that decision regions A, and B, satisfy D, = {z € R fP(z); > 1} for D = A, B. Therefore
for Vo € A,, we have f2(z) > 1. And

ff(x)l :/ . fB(x')lp(x’)d:z:’:/ 1, epp(a’)dx’
z’€R4

z’€R4

:/ p(x')dm’>/ p(z)dz’

z’'e€B ' €A

:/ g 1w/e,4p(x’)dm’:/ A1 p(a)da!
S

z'€Rd

O

implying x € B,. That said, we have that if x € A,, then = € B,, making A, C B,. O

Corollary 1. The smallest ball Sp, containing the smoothed decision region is contained within the smoothed
version of Sp, i.e. Sp, C (Sp)s-

Proof. As we have D C Sp, from Lemma 2] we get D, C (Sp),. Then by isotropy we have that (Sp), is also a
ball centered at the same point as Sp. As Sp,_ is the smallest ball containing D,,, we have that Sp_ C (Sp),. O

We also need another important definition for the coming theorem, the regularized Gamma function:
Definition 9 (Regularized Gamma Function). The lower regularized gamma functions Q(s,x) is defined by

_Jy e tat

Q(S,l‘) fooo ts_le_tdt-

Moreover, it is well-known that
1T

d R? 4 2Tz
Q(’ > :/ (2mo?)"2e 27 da.
2 20'2 I’ERd,HI,HQSR

We also give a short proof of this in the proof of Theorem [4} For the number of dimensions d, we summarize the
lemma based on regularized Gamma functions below.

Lemma 3. ForVd,c € N*, Q(%, &) < L holds.

d
Proof. To prove Q(4, &) < 1), by deﬁnition|§|7 we aim at proving fooo ti—le=tdt > c- Jo ts—le~tdt (Vd € NT).
For ¢ = 1, this is clearly true as t*~te~* > 0 is true for ¢t > 0. Then we show it also holds for ¢ > 2.

Let g(t) = t*“le~t we have ¢'(t) = t*~2e~!(x — 1 — t). Therefore g(t) is increasing when ¢ < x — 1 and decreasing
when ¢t > x — 1. Thus, giving us two equations

* -1 -1
/ t*te7tdt > min{z" e 7, (f)m e_?}u
. c

C

z—1 - <
E(E) e ° >/ t*tetdt
c'e 0



So, we see that for any x,c if we have z°~le™® > (£)* 'e=% then fg t*le7tdt > (c—1)- fo% t*le tdt &
fox tv=le7tdt > ¢ - fO% t*~le~tdt. Using t*le* > 0,Vx fooo tr=le=tdt > fox t*~le~tdt. So, we have
Joo e dt > ¢ fo% t*~le7tdt as needed. So, for any z, ¢ it is sufficient to show
z. -l o
¥ le™® > (2 e e
> (&)

in order to prove fooo t*~le7tdt > c- f£ t*~le~tdt. The inequality can be re-written as (z — 1) log(c) >
1-4H>@a- 7)10g(c We observe that (1 — 1) is a decreasing function of ¢ for ¢ > 1 and (1 — 1) is an
increasing function of z.

c—1
c

1
log(c)

Forz >4,c>2 wesee (1-1)>1—-1=0.75> (1—7)10;(2) > (1—7)10;()
For z > 2, ¢> 20, we have (1 —1)>1-2 > (1_2%)10&20) > (1= D

For % <zrx<4—-3<d<8and2<c< 20, we numerically verify the values of Q(g, 2%) to see the inequality is
satisfied.
Thus, for d > 3, ¢ > 2 we have the inequality.

For d = 2, we have Q(4,£) = Q(1,%). This has a closed form solution Q(1,z) = 1 — e ®. So, we

need to show that for ¢ >21—e ¢ < % or et i <10g( Cil). But we know that for z > —1,x # 0,
log(1+x) > 45, s0 log<1 + i) > 15 = % which concludes the proof for d = 2,¢ > 2. O

Theorem 3. A bounded decision region shrinks after applying Gaussian smoothing filters with large o, i.e. if
o> \/m then R, < R, where R and R, are the radii of Sp and Sp,,, the smallest balls bounding the original

decision region and the smoothed decision region, respectively.

Proof. Considering the ball Sp, we see that from Corollary I} D, C (Sp),. Thus, we see that by the definition of
radius Rp, < R(s,,),. It is sufficient to show that for large o, R(g,), < Rs,. Then we observe that due to the
isotropic nature of Gaussian smoothing, (Sp). is also a sphere concentric to Sp. So, it is sufficient to show that
for a point z at distance Rg,, from the center xo of the sphere, fy(z); < 1.

Without loss of generality consider D to be the origin-centered sphere of radius R and z = [0,...,0, R]T. It is
sufficient to show for large o f,(z)1 < 1. By definition [2| we have

folan = [ 1l

S G I o L
lz’ll=<R
@' —)T (@' —a)
= / (2n0?) e = dd. (1)
lz’ll2<R
Then substituting the value of x, we get the equation.

Il w24 (@) - R)?

i=

fola) = / O B
z/||2<R

d—1 2 ’ 2
STk @l =rq)
_d Zk=1""k "k’J k _%a
(2mo?) " 2e 202 dr’y...dxl,_je” 2% da
d la:/ 2<R2 w 72

421 —p)? G
d k: 1 k d
2710') 2e 202 dSC d$/ € 252 d.’I}l
1- d—1 d
d 1 /2<R2

d—1, 1 2
d—1 _ X1 (T k)

(2!~ g)?
=( (271'02) TeT dxly)( (2mo?)" 2 e 207 dzy...dx),_,)
-R Sl 2<R?

— @ ey =t B

o 2 202

)
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d—1 R?

< 'Q(T,@)-

1
2

Using Lemma 3| we get that for d > 3, if % < a1

O

For class 1 data z, the point at the origin has the highest probability to be classified as class 1, i.e. fo(x); =
/_w Ts—1 z/—z
fm/eRd f(;p/)p(x/)dl', = f\lx ||2<R( ) B |E| 26 (w ) ET )d(E/ < fU(O)L

Lemma 4. Assume the decision region of class 1 data is {x € R? | ||x||2 < R}, the point at the origin has the
highest probability to be classified as class 1 by the gaussian-smoothed classifier fo, i.e. fo(x)1 < f5(0)1.

Proof. We do the proof by mathematical induction and begin by giving d = 1 case. For VR > 0 and d = 1,
Equation reduces to

R 1 _ (@ _1)2
fg(x)lz/ (2mo?)"2e” 202 da’

a=z'—x R-a 1 a?

—_ / (2770‘2)_5672572da
—R—x

(R=x)2 1 _(=R-n)?

folan = —(2mo®) e — (<1)(2n0%) " FeT 2

and f/ ()1 equals to zero only when z = 0. Now suppose the conclusion holds for d — 1 dimensional case, then
when 2 € R? we scale f,(z); by (2702)% and obtain

ENCIET LN CIE )
/ e 257 da’
2’ l2<R

Ty i)
:/ e 202 dz’
>¢_ zl2<R2?

R oy L) . _Gwhmea?
= - e 202 dry...dxl,_je” 2% da)
k

—-R o z; 2 <R?2—z/?
R d—1 /2 ’ 2
Lp=1 "k (wg—2d)
S/ / e 207 dx)...dxl,_je” " 222 dx)
—R YT e <R

k71m12<R2 /2<R2 Zd 1

S et
—=k=1"k .
= e 207 dx’,
EZ*I 93;@2<R2

where the first inequality comes from the assumption that the conclusion holds for d — 1 dimensional case with
equality if and only if z1 = ...z4_1 = 0, and the second inequality comes from an one dimensional observation
with equality precisely when x4 = 0. This concludes our proof. O

Since the value of f,(0); depends on the radius R of the decision region, the dimension d, and the smoothing
factor o, we denote f,(0); by ¢(R,d,0), i.e. ¢(R,d,0) := f,(0)1.



Theorem 4 (Vanishing Rate in the Ball-like Decision Region Case). The decision region of class 1 data vanishes

at smoothing factor oyqn > R\/‘g

Proof. Noticing that the surface area of a d-dimensional ball of radius r is proportional to ¢!, we can therefore
write out the probability of the point at the origin be classified as class 1 as

R 4_ 4 _ 2
fO rd 1(277102)56 207 dr
r2

fooo Td*1(2w102 )%e_%jdr

R g1 —22

fo rd=le™ 2.2 dr

r2
fooo rd—le™ 2.2 dr
RZ

= [ (20%) e~ to2(202t) "2 dt
I (202t) T eto?(202t) 2 dt

q(R,d,0) =

B2 d
et et
o[l tat

d R?
Q<2 202)

Now let o = /<R yields q(R,d,/SR) = Q(%,4). By Lemma we then have Q(%, £
decision region of class 1 data has already vanished and making o = \/ER an upper bound of the vanishing
smoothing factor. O

) < 7, implying the

C.2 Proofs for Sec 4.2

Corollary 2. As D C CQDW, using Lemma |2, we have that the smoothed decision region is contained within the
smoothed version of C7,, i.e. Dy C (CF,)o-

Lemma 5. If the decision region of class 1 data is D = {x € R | vTz + ||v||||z||cos(d) < 0}, where v =
[0,...,0,1]7 € R? and 20 € (—m, ), then after smoothing among the set of points S, with the same projection
on v the point on the axis has the highest probability of being in class 1. For S, = {z | vz = a}, we have
argsup,es, fo(2)1 = a-v. Moreover if ay > a, then fs(a1-v)1 < fo(az - v)1.

Proof. For the first part of the proof consider the set of points S, = {z | vTx = a}. For any point z is S,, we see
that

foah = [ St

= / (2m0?)~
z!,+]|z’||cos(6) <0

T
% _(z’—z) (a! —z) ’

e 202 dx

Si @l e (@) —a)?
(2m02) 2 / / ledxl Lzl e 37 da)
Ed 1 z; 2 <tan?(0)z’,
_d (Td ’1)2
(2mo?) ™2 / / e bt dxl Jdxly_je” 207 dxl
Zd 1 x; 2<tan2(0)z/,
= fo(av);.
where the inequality comes from Theorem 4| with equality iff 1 = ... z4-1 =0, i.e. £ =10,...,0,a] € V. Now for

the second part of the proof, let 1 = a1v, o = agv such that a; > as. Then

—ai Zd 1T12 T/2
_d k=1 , _ 24 ,
fo(z1)1 = (2m0?) 2/ / e dz’y . ..dxl,_je” 27 dx);
by

i iw;c 2<tan2(0)(z/,+a1)?

As a; + 24 <0, (ay + 25)% < (ag + 24)?
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a [T Sl @’ o'
(2mo?) "2 / / e 27 dx)...dx},_ e 2%dz)
Ed T2 2<tan?(0)(z!,+a2)?

—as Zd 12 22
4 —Sh=l_k / ’ —Zd
(2mo?) "2 e 2% dz)...dxry_je 227dxy
Ed T2 2<tan2(0)(z!,+a2)?

= fcr(xQ

a.

( a) (kz—l)a2

Lemma 6. Va > 0,k > 1, B(= k)ze

Proof. Consider the function h(z) = \/ﬂq)g( /f) and we will show in the following that it is strictly decreasing for

x > 0. Alternatively, we take the derivative w.r.t. x,

ih _ V2ma®(—2)

dr (I) - 6_I2/2 - 17

and show that it is negative for z > 0. Since e="/2 > 0, it is sufficient to show that v 2na®(—x) — e /2 <,
Combining that 1) v2rz®(—xz) — e~ /2 is increasing as

—z2/2 —z2/2 —x?)2

d<x<I>(x)e )q)(x):ce e

dz V2 V2T V2
=®(—x)>0

and 2) V27z®(—z) — e % /2 = 0 when z — oo, we have that v2ma®(—z) — e % /2 < 0. As h(z) is strictly
decreasing we have that for any a > 0 and k > 1, ka > a. Thus,

V2r@(—a) _ V2r®(—ka)

e—a?/2 > e—(ka)?/2

Rearranging the terms gives the inequality. O

Theorem 5. A semi-bounded decision region that has a narrow bounding cone shrinks along v-direction after
applying Gaussian smoothing filters with high o, i.e. if the region admits a bounding cone CY  with tan(f) <

/__(d—1) v v /¢ 2(d—1) v v
2clog(c—1)’ then for o > (Tcgj,u - TD) tan(e) d—1 " (d—1)—2tanZ(0)clog(c—1)’ TD(T < TD'

Proof. In this derivation we assume without loss of generality, v = [0,...,0,1]7 € R? (It is always possible
to orient the axis to make this happen). From Corollary |2, we can see that D, C (Cg))v)g which gives us
Then to show that T7, < Y% it is sufficient to show that

T4, = maxsep, v’z < maX,e(cp ), vl =7

Tq(ch?U)a <7T%.

We observe that we only need to check the point = on the axis of the cone at distance T — T7 from the tip zg
6,v

— T%)v. If z is not classified as Class 1 then by Lemmé we have that

(€F)e

of the cone, i.e., z = 29 — (Tp
0,v
TE)C,?, ), < vl e =0T (zg — (TZ? —TH)v)
=ovTxy — (Tgep — %) v
=Tep —(Yep —Tp)=Tp

From the above argument and the definition of the decision boundary we see that if f,(x); < %, then T3, < Tp.
Without loss of generality we let 2y be the origin. By definition [2| we have

foah = [ el



a _ @' -o)T @~
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Substitute X, = —d,Xé = 2d
o

_ %/ o ;1 tan (9)X’2)e Xg-Xa)? ix!

2

d—1 M
Let M < | ——5—. k= —
¢ — \/ ctan?(6)’ X4

—1 tan2(0)X'? .  x4-xp?
7/@ ’an()d)e ddXd

w»—A

2
ot [ Qg O s
—1 tan? 2
< (@(-Xa) — @(M — Xd>>c2<d217t O 4 oo - x,)
< 2Xa) _;b(M_Xd) +B(M — X4
_ 1, =Dk =1 Xy) = B(Xa)

3k 1> -1)
Then we see that using Lemmalél we see that we see that if e =

So, we need to satisfy the inequalities for some k:

> ¢—1 then (c—1)B((k—1)Xq) < B(Xy).

2log(c—1) d—1
— - Xy <)==
(k—1)2—1 4=\ k2ctan?(0)
This is only possible if for some k, we have f,f’_gl()”;_lf < \/kZCIZ;n:L?(G) or tan(f) < \/chog(( 5 \/1 — 2. So, we
need that
d—1
tan(f) < 4/ ————.
an(6) 2clog(c—1)

Then we see that giving the cone is narrow enough, we have the required shrinking if we have Xy satisfies
the inequalities for some k. So, we see that if we have — Xy = 1/#;2(9) for some k such that tan(f) <

\/%log(c Ty \/1 + is satisfied. So, we need that =4 = #ﬂgw for some suitable k. Thus we need

o = —xqtan(d)

we
get that shrinking always happens for

c 2(d—-1)

= d—1 (d—1)—2tan®(f)clog(c — 1)

g;;w —T17%) tan(0)

O

Theorem 6. The shrinkage of class 1 decision region is proportional to the smoothing factor, i.e. T — T4, o< 0.
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Proof. In this case we assume a cone-like decision region which can be represented as D = {z € R? | vTz +
lv|[||x]|cos(8) < 0} with v = [0,...,0,1]T without loss of generality. By Lemrna we see that in order to get
bounds on Y%, , we only need to analyze the value of f;(z); for points z along the axis of the cone. Then we see
that for a general point x = av along the axis of the cone, using the same ideas as in proof of Theorem [5} we have

fola)s = / o [

-4 Zﬁ } i , _(@—a)? ,
271'0 2 e dgc1 dxly_je” 207 da
EZ [h2<tan?(0)z,?
1 tan®(0)z® . _@h-o?
(2m0?) 3 / Q ) 2((72) d e 552 da,
a x!
Substitute A = —, 2/, = Zd
o’ g
0 2 ’2 , 9
d—1 tan®(0)x (/= A)
::(ZW)_%(/N Q== 2) d e~ da),
— 00

Using the equation above we see that for smoothing by a general o,

Yp,= sup viz= sup viz= sup vl (o2
z|fo(z)>1 z|f1(Lz)>1 2| f1(z’)>21
=0 sup vla =oTp,.
a'| f1(z)>2
In this case we have Tp = 0 by construction, so Yp — Tp, =0—0cYp, =0 - (—Tp,) x 0. O

With the above Theorem [ we can fix the smoothing factor to o = 1 and further obtain a lower bound of the
shrinking rate w.r.t ¢, 6, and d:
d—1  (d=1)— 2 tan?(0)clog(c— 1)

Theorem 7. The shrinking rate of class 1 decision region is at least TTan2(d) 5(d=1) i.e.
T%07T%6+5 N d—1 (d—1)—2tan?(9)clog(c— 1)

) ctanZ(6) 2(d—1)
Proof. As in Theorem [6} we assume a cone at origin along v = [0,...,0,1]7 given by D = {z € R? | vz +

[|v][[|]|cos(6) < 0}. Following the same proof idea as Theorem[6] we see that the rate is given by the value —Yp, .
So, we try to get a bound on the value of —Yp,. To establish a lower bound we show that for the point x = av,
fi(z)1 < 1. Then by Lemmawe have Tp, <a or —Yp, > —a.

Using the same procedure as in the proof of Theorem 5| we get that if x satisfies the two inequalities

2log(c—1) T d—1
Bt = A S < f_—— -
(k—1)2-1" Vs k2ctan?(0)

IN

for suitable real k, then we have f1(x); < % So, we need vT2z = —, / kch#?(a for some k such that %éogl()c 11)

x < ﬁ/ik%f;nl?(e)' The constraint on k can be re-written as k& > (d—l)—ZtZ(ndQ(Gl))clog(c—l)' Taking k to be lower
bound, we get that for

o d—1 (d—1)—2tan?(f)clog(c — 1)
TV T ctan?(0) 2(d— 1)

fi(z) < % So, we get that the rate is —Yp, > —a > 1/th;21(9) (d-1)— Qtag‘;((i))dog(c n, O




D Additional Analysis

D.1 Shrinking effect for unidimensional data

Bounded decision region. Without loss of generality, let the decision region be interval D = [—R, R]. By the
symmetric nature of Gaussian smoothing, we see that D, is also an interval of the form [—a, a]. We claim that
for large 0, a < R and for even larger o, D, disappears. Formally, we do the analysis as follows.

For the shrinking, we check the value of f,(R);. By definition [2| we see that f,(R); = ®(2£) — ®(0) and if
2R
o154+ 1)

c

o>

fo(R) < % is true. Thus, the bounded decision region of unidimensional data shrinks with smoothing factor

2R
77 FTE

Q=

For the vanishing rate, we check the value of f,(z); at z = 0. Now since f,(0); = ®(£) — ®(—£), we have that if

fo(0)1 < % is true, i.e., D, vanishes.

Semi-bounded decision region. In a unidimensional case, our definition of semi-bounded regions degenerates
into an interval I of the form [a,c0). In this case, Theorem [7| gives a trivial bound of 0 for the shrinkage of the
decision region, suggesting that no shrinking happens. However, we emphasize that in practice, shrinking might
still happen and more detailed analysis is left for future work.

D.2 Bounded decision region behaviors

=8 Numerical result
0.6 Theoretical lower bound | |

van

0.4

0.3

0.2+

Smoothing factor o

0.1

0 20 40 60 80 100
Data dimension d

Figure S1: The vanishing smoothing factor oy,, with an increasing input-space dimension in the exemplary
adversarial ball.

The vanishing smoothing factors oy., with different data dimensions implied by Figure 2 of the main text together
with the theoretical lower bound found in Theorem f]is given as Figure

Figure [S2| shows the certified radius behavior as a function of the distance of points from the origin (y-axis) and
the smoothing factor o (x-axis) for dimension d = 30. The contour lines in Figure [S2| mark the certified radius of
points under Gaussian smoothing. It is notable that points closer to the origin generally have larger certified
radii and the certified radius of the point at the origin (y-axis y = 0) drops to zero at vanishing smoothing
factor oya, = 0.184 as specified in Figure Specifically, one can readily verify that the certified radii of points
closer to the origin increase with the growing smoothing factor ¢ but begin to decrease at certain point, which is
coherent with our observations through Figure 3(a) of the main text. Conducting similar experiments for different
dimensions completes the maximum certified radius vs. data dimension relationship as shown in Figure [S3]
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Figure S2: The certified radius of smoothed classifiers with an increasing input-space dimension when d = 30.
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Figure S3: The maximum certified radius with an increasing input-space dimension in the exemplary case.

D.3 Semi-bounded decision region certified radius behaviors w.r.t data dimensions

In Figure [S4] we show the unscaled certified radius 7 as a function of an increasing smoothing factor o for different
input data dimension d with fixed narrowness § = 45°. One can then see similar trend as told in Figure 3(a) of
the main text in the bounded decision region case, the maximum certified radius (the peak) also decreases with
the increasing dimension.
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Figure S4: The unscaled certified radius r of a point on the axis v for different input data dimension d.
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