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Abstract
A black-box spectral method is introduced for
evaluating the adversarial robustness of a given
machine learning (ML) model. Our approach,
named SPADE, exploits bijective distance mapping between the input/output graphs constructed
for approximating the manifolds corresponding
to the input/output data. By leveraging the generalized Courant-Fischer theorem, we propose a
SPADE score for evaluating the adversarial robustness of a given model, which is proved to
be an upper bound of the best Lipschitz constant
under the manifold setting. To reveal the most
non-robust data samples highly vulnerable to adversarial attacks, we develop a spectral graph embedding procedure leveraging dominant generalized eigenvectors. This embedding step allows
assigning each data sample a robustness score
that can be further harnessed for more effective
adversarial training. Our experiments show the
proposed SPADE method leads to promising empirical results for neural network models that are
adversarially trained with the MNIST and CIFAR10 data sets.

1. Introduction
Recent research efforts have demonstrated the evident lack
of robustness in state-of-the-art machine learning (ML)
models—e.g., a visually imperceptible adversarial image
can be crafted via an optimization procedure to mislead a
well-trained deep neural network (DNN) (Szegedy et al.,
2013; Goodfellow et al., 2014). Consequently, it is becoming increasingly important to effectively assess and improve
the adversarial robustness of ML models for safety-critical
applications, such as autonomous driving systems. To this
end, a variety of white-box approaches has been proposed.
*
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For instance, study in (Szegedy et al., 2013) proposed a
layer-wise global Lipschitz constant estimation approach,
which provides a loose bound on robustness evaluation;
(Hein & Andriushchenko, 2017) introduced a method for
assessing the lower bound of model robustness based on
local Lipschitz continuous condition for a multilayer perceptron (MLP) with a single hidden layer; (Weng et al., 2018)
proposed a method for estimating local Lipschitz constant
based on extreme value theory. However, most existing
adversarial robustness evaluation frameworks are based on
white-box methods which assume the model parameters
are given in advance. For example, the recent CLEVER
algorithm for adversarial robustness evaluation (Weng et al.,
2018) requires full access to the gradient information of a
given neural network for estimating a universal lower bound
on the minimal distortion required to craft an adversarial
example from an original one.
This work introduces SPADE 1 , a black-box method for
evaluating adversarial robustness by only using the input
(features) and output vectors of the ML model. Essentially,
our method evaluates adversarial robustness through checking if there exist two nearby input data samples that can
be mapped to very distant output ones by the underlying
function of the ML model; if so, we have a large distance
mapping distortion (DMD), which implies potentially poor
adversarial robustness since a small perturbation applied to
these inputs can lead to rather significant changes on the
output side. To allow meaningful distance comparisons of
input/output data samples in a high-dimensional space, our
approach leverages graph-based manifolds and focuses on
resistance distance metric for adversarial robustness evaluations. The main contributions of this work are as follows:
• To our knowledge, we are the first to introduce a black-box
spectral method (SPADE) for adversarial robustness evaluation of an ML model by examining the bijective distance
mappings between the input/output graph-based manifolds.
• We show that the largest generalized eigenvalue (i.e.,
SPADE score) computed with the input/output graph Laplacians can be a good surrogate (upper bound) for the best
Lipschitz constant of the underlying function, which thus
can be leveraged for quantifying the adversarial robustness.
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• We propose a spectral graph embedding scheme leveraging the generalized Courant-Fischer theorem for estimating
the robustness of each data point: a data point with a larger
SPADE score means it may contain a greater amount of
non-robust features, and thus can be more vulnerable to
adversarial perturbations.
• We show that the SPADE score of an ML model can
be directly used as a black-box metric for quantifying its
adversarial robustness. Moreover, by taking advantage of
the SPADE scores of input data samples, existing methods
for adversarial training can be further improved, achieving
state-of-the-art performance.

2. Background
2.1. Spectral Graph Theory
For an undirected graph G = (V, E, w), V denotes a set of
nodes (vertices), E denotes a set of (undirected) edges, and
w denotes the associated edge weights. The graph adjacency
matrix can be defined as:
(
w(i, j) if (i, j) ∈ E
A(i, j) =
(1)
0
otherwise
Let D denote the diagonal matrix with D(i, i) being equal
to the (weighted) degree of node i. The graph Laplacian
matrix can be constructed by L = D − A.
Lemma 1. (Courant-Fischer Minimax Theorem) The k-th
largest eigenvalue of the Laplacian matrix L ∈ R|V |×|V |
can be computed as follows:
λk (L) =

min

max

dim(U )=k x∈U
x6=0

x> Lx
x> x

(2)

Lemma 1 describes the Courant-Fischer Minimax Theorem
(Golub & Van Loan, 2013) for computing the spectrum of
the Laplacian matrix L.
A more general form for Lemma 1 is referred as the
generalized Courant-Fischer Minimax Theorem (Golub &
Van Loan, 2013), which can be described as follows:
Lemma 2. (The Generalized Courant-Fischer Minimax
Theorem) Given two Laplacian matrices LX ∈ R|V |×|V |
and LY ∈ R|V |×|V | such that null(LY ) ⊆ null(LX ), the
k-th largest eigenvalue of L+
Y LX can be computed as follows under the condition of 1 ≤ k ≤ rank(LY ):
λk (L+
Y LX ) =

min

max

dim(U )=k x∈U
U ⊥null(LY )

x> LX x
x> LY x

(3)

2.2. Adversarially Robust Machine Learning
Machine learning has been increasingly deployed in the
safety- and security-sensitive applications, such as vision

for autonomous cars, malware detection, and face recognition (Biggio et al., 2013; Kloft & Laskov, 2010). There
is an active body of research on adversarial ML, which
attempts to understand and improve the robustness of the
ML models. For example, adversarial attack aims to mislead the ML techniques by supplying the deceptive inputs
such as input samples with perturbations (Goodfellow et al.,
2018; Fawzi et al., 2018), which are commonly known as
adversarial examples. It has been shown that state-of-the-art
ML techniques are highly vulnerable to adversarial input
samples during both training and inference (Szegedy et al.,
2013; Nguyen et al., 2015; Moosavi-Dezfooli et al., 2016).
Hence resistance to adversarially chosen inputs is becoming
a very important goal for designing ML models (Madry
et al., 2018; Barreno et al., 2010).
There are also a number of defending methods proposed
to mitigate the effects of adversarial attacks, which can be
broadly divided into reactive and proactive defence. Reactive defence focuses on the detection of the adversarial
examples from the model inputs (Feinman et al., 2017; Metzen et al., 2017; Xu et al., 2018; Yang et al., 2020). Proactive
defence, on the other hand, tries to improve the robustness
of the models so they are not easily fooled by the adversarial examples (Gu & Rigazio, 2014; Cisse et al., 2017;
Shaham et al., 2018; Liu et al., 2018; Xu et al., 2019; Feng
et al., 2019; Jin et al., 2020). These techniques usually make
use of model parameter regularisation and robust optimization. While different defense mechanisms may be effective
against certain classes of attacks, none of them are deemed
as a one-stop solution to achieving adversarial robustness.
2.3. Methods for Adversarial Robustness Evaluation
Although there are flourishing attack and defense approaches through adversarial examples, little progress has
been made towards an attack-agnostic, black-box, and computationally affordable quantification of robustness level.
For example, most existing approaches measure the robustness of a neural network via the attack success rate or the distortion of the adversarial examples yielded from certain attacks, such as the fast gradient sign method (FGSM) (Goodfellow et al., 2014; Kurakin et al., 2016), Carlini & Wagner’s
attack (CW) (Carlini & Wagner, 2017), and projected gradient descent (PGD) (Madry et al., 2018). As (Weng et al.,
2018) elaborated, for a given dataset and the corresponding adversarial examples yielded from an attack algorithm,
the success rate of attack and the distortion of adversarial examples are treated as robustness metrics. Due to the
entanglement between network robustness and the attack algorithm, such kinds of robustness measurements can cause
biased analysis. Moreover, attack capabilities also limit
the analysis. In contrast, our proposed robustness metric is
attack-agnostic and thus avoids the above issues.
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Recently, (Weng et al., 2018) proposed a robustness metric called CLEVER score that consists of two major steps
to compute. The first step is computing the cross Lipschitz constant Ljq,x0 , which is defined as the maximum
p
k∇g (x)kq , where p is the perturbation norm, q =
,
p−1
g (x) = fc (x) − fj (x), and the f is a neural network
classifier. Second, the location estimate, which is the maximum likelihood estimation of location parameter
 of reverse
Weibull distribution on maximum ∇g x(i,k) q in each
batch, is used as an estimation for the local cross Lipschitz
constant (i.e., the CLEVER score). The robustness metric
CLEVER score is a reasonably effective estimator of the
lower bound of minimum distortion. It can roughly indicate
the best possible attack in terms of distortion. However, it
is important to note that CLEVER falls into the white-box
measurement category. It requires backpropagation where
weights between different layers and activation functions
at each layer are needed to calculate ∇g (x), which is computationally costly. Different from the CLEVER score, our
metric targets the black-box measurement of robustness and
has a lower computational cost.

3. The SPADE Robustness Metric
Figure 1 shows an overview of SPADE, our spectral method
for black-box adversarial robustness evaluation. There are
four key steps in our proposed approach: (a) We first construct graph-based manifolds for both input and output data
of a given ML model. (b) We then compute the SPADE
score for measuring the robustness of the ML model based
on bijective distance mapping under the manifold setting.
(c) We further extend the SPADE score to quantify the robustness of each input data sample. (d) We also develop
SPADE-guided methods for adversarial training and robustness evaluation. As discussed in Section 4, the SPADEguided adversarial training can be done by adaptively setting the size of the norm-bounded perturbation for each data
sample according to its SPADE score, such that stronger
defenses can be set up for more vulnerable data samples.
3.1. Graph-based Manifold Construction
In this work, we assume that the input/output data lie near
a low-dimensional manifold (Fefferman et al., 2016). We
analyze the adversarial robustness of an ML model by transforming its input/output data into a graph, which is a discrete approximation to the underlying manifold. More concretely, consider a given model (e.g., neural networks) that
maps a reshaped M -dimensional input feature (e.g., image) xi ∈ RM to a D-dimensional output vector yi ∈ RD
through a black-box mapping function yi = F (xi ). SPADE
leverages the k-nearest-neighbor (kNN) algorithm to construct the input (output) graph for input (output) data points,
as illustrated by GX (GY ) in Figure 1.

Similar to a recent work that exploits graph-based manifolds
for the topology analysis of DNNs (Naitzat et al., 2020), we
only consider unweighted graphs in this work (namely, each
edge has a unit weight). In addition, we choose a proper
k value such that the input/output graph is connected. It is
worth noting that a naı̈ve implementation of kNN requires
O(|V |2 ) time complexity to construct the graph with O(|V |)
nodes, which cannot scale to the datasets with millions of
data points. Instead, we can leverage an extension of the
probabilistic skip list structure to approximate kNN graphs
with the complexity of O(|V | log |V |) (Malkov & Yashunin,
2018)
3.2. The SPADE Score for ML Models
After constructing graph-based manifolds for inputs and
outputs, we can analyze the adversarial robustness under the
manifold setting through calculating the following metric.
Definition 1. The distance mapping distortion (DMD)
γ F (p, q) for a node pair (p, q) through a function Y =
F (X) is defined below, where dX (p, q) and dY (p, q) denote the distances between nodes p and q on the input and
output graphs, respectively.
def

γ F (p, q) =

dY (p, q)
dX (p, q)

(4)

Remark 1. When dX (p, q) → 0 (i.e., small input perturbation), the DMD metric γ F (p, q) can be regarded as a
surrogate for the gradient of the function Y = F (X) under
the manifold setting.
F
Intuitively, the maximum DMD (γmax
) value obtained via
exhaustively searching over all node pairs can be exploited
for estimating the maximum distance change on the output
graph (manifold) due to a small distance perturbation on the
input graph (manifold), which therefore allows evaluating
the adversarial robustness of a given function (model).

Unlike existing adversarial robustness evaluation methods
(e.g., (Szegedy et al., 2013; Goodfellow et al., 2014; Hein
& Andriushchenko, 2017; Weng et al., 2018)), the proposed
DMD metric for adversarial robustness evaluation does not
just target specific types of adversarial attacks or require
full access to the underlying model parameters. Instead,
our metric can be conveniently obtained by only exploiting
input/output data manifolds. In addition, identifying and
subsequently correcting the most problematic data samples,
the ones that have relatively large DMD values and thus will
potentially lead to poor adversarial robustness, will allow
training much more adversarially robust models.
F
3.2.1. C OMPUTING γmax
VIA R ESISTANCE D ISTANCE

Geodesic distance. Pairwise distance calculations on the
F
manifold will be key to estimating γmax
. To this end,
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Figure 1. Overview of the proposed method. (a) Given bijective input (X) and output (Y ) data samples, SPADE first constructs graphbased manifolds. (b) SPADE exploits distance mapping distortions (DMDs) on manifolds for adversarial robustness evaluation. (c) Each
data sample is given a SPADE score to reflect its level of non-robustness. (d) Applications for SPADE-guided adversarially-robust ML.

the geodesic distance metric is arguably the most natural
choice: for graph-based manifold problems the shortest-path
distance metric have been adopted for approximating the
geodesic distance on a manifold in nonlinear dimensionality
reduction and neural network topological analysis (Tenenbaum et al., 2000; Naitzat et al., 2020). However, to exF
haustively search for γmax
will require computing all-pairs
shortest-paths between N input (output) data points, which
can be prohibitively expensive even when taking advantage
of the state-of-the-art randomized method (Williams, 2018).
Resistance distance. To avoid staggering computational
F
cost, we propose to compute γmax
using effective-resistance
distances. Although both geodesic distances and effectiveresistances distances are legitimate notions of distances between the nodes on a graph, the latter has been extensively
studied in modern spectral graph theory and found close
connections to many important problems, such as the cover
and commute time of random walks (Chandra et al., 1996),
the number of spanning trees of a graph, etc.
Lemma 3. The effective-resistance distance deff (p, q) between any two nodes p and q for an N -node undirected and
connected graph G = (V, E) satisfies:
+
>
2
deff (p, q) = e>
p,q LG ep,q = kUN ep,q k2

(5)

where ep,q = ep − eq , ep ∈ RN denotes the standard basis
vector with the p-th element being 1 and others being 0,
N ×N
L+
denotes the Moore–Penrose pseudoinverse
G ∈ R
of the graph Laplacian matrix LG ∈ RN ×N , and UN denotes the eigensubspace matrix including N − 1 nontrivial

weighted Laplacian eigenvectors:


u2
uN
UN = √ , ..., √
∈ RN ×(N −1)
σ2
σN

(6)

where 0 = σ1 < σ2 , ..., ≤ σN denote the ascending eigenvalues corresponding to their eigenvectors u1 , ..., uN .
Lemma 4. The effective-resistance distance deff (p, q) and
geodesic distance dgeo (p, q) between any two nodes p and q
for an N -node undirected connected graph satisfies:
1. deff (p, q) = dgeo (p, q) if there is only one path between
nodes p and q;
2. deff (p, q) < dgeo (p, q) otherwise.
Lemma 4 implies that deff (p, q) = dgeo (p, q) will always be
valid for trees, since there will be only one path between
any pair of two nodes in a tree. For general graphs, the
resistance distance deff (p, q) is bounded by the geodesic
distance dgeo (p, q).
By leveraging resistance distance, we can avoid enumerating
F
all node pairs for calculating γmax
by solving the following
combinatorial optimization problem:
max γ F = max

∀p,q∈V
p6=q

+
e>
p,q LY ep,q
+
e>
p,q LX ep,q

(7)

However, since ep,q is a discrete vector, the above combinatorial optimization problem has a super-linear comF
plexity: approximately finding γmax
via computing all-pair
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effective-resistance distances can be achieved by leveraging Johnson–Lindenstrauss lemma (Spielman & Srivastava,
2011). To avoid the high computational complexity of solving (7), the following SPADE score is proposed for estimatF
ing the upper bound of γmax
, which can be computed in
nearly-linear time leveraging recent fast Laplacian solvers
(Koutis et al., 2010; Kyng & Sachdeva, 2016).
F
3.2.2. E STIMATING γmax
VIA SPADE S CORE

Definition 2. Denoting LX (LY ) the Laplacian matrix of
the input (output) graph GX (GY ), the SPADE score of a
function (model) Y = F (X) is defined as:
def

SPADEF = λmax (L+
Y LX )

(8)

F
Theorem 1. When computing γmax
via effective-resistance
F
distance, the SPADE score is an upper bound of γmax
.

The proof for Theorem 1 is available in the Appendix.
Definition 3. Given two metric spaces (X, distX ) and
(Y, distY ), where distX and distY denote the distance
metrics on the sets X and Y , respectively, a function
Y = F (X) is called Lipschitz continuous if there exists
a real constant K ≥ 0 such that for all xi , xj ∈ X:
distY (F (xi ), F (xj )) ≤ KdistX (xi , xj ),

(9)

where K is called the Lipschitz constant for the function F .
The smallest Lipschitz constant denoted by K ∗ is called the
best Lipschitz constant.
Corollary 1. Let the resistance distance be the distance
metric, we have:
∗
F
λmax (L+
Y LX ) ≥ K ≥ γmax

Definition 4. A node pair (p, q) is non-robust if it has a
F
large distance mapping distortion (e.g., γ F (p, q) ≈ γmax
).
Intuitively, a non-robust node pair consists of nodes that are
adjacent in the input graph GX but far apart in the output
graph GY . To effectively reveal the non-robust node pairs,
we introduce the cut mapping distortion metric as follows:
Definition 5. For two graphs GX and GY that share the
same node set V , let S ⊂ V denote a node subset and S̄
denote the complement of S. Also let cutG (S, S̄) denote
the number of edges crossing S and S̄ in graph G. The
cut mapping distortion (CMD) ζ(S) of node subset S is
defined as:
def cutGY (S, S̄)
ζ(S) =
(11)
cutGX (S, S̄)
A small CMD score indicates that the node pairs crossing
the boundary of S are likely to have small distances in GX
but rather large distances in GY . As shown in Figure 2, the
node subset S has six edges crossing the boundary in GX
but only one in GY ; as a result, with a high probability the
node pairs crossing the boundary will have much smaller
effective-resistance or geodesic (shortest-path) distances in
GX than GY . For example, nodes p and q are adjacent in
GX , while they have a large distance in GY (the shortestpath distance is five).

𝒑𝒑
𝒒𝒒

(10)
0

Corollary 1 indicates that the SPADE score is also an upper
bound of the best Lipschitz constant K ∗ under the manifold
setting. A greater SPADE score of a function (model) implies a worse adversarial robustness, since the output will
be more sensitive to small input perturbations. Thus, we
can use the SPADE score to quantify the robustness of a
given ML model. We empirically show in Section 5.2 that a
more robust model has a smaller SPADE score compared
against non-robust models, which confirms the efficacy of
our proposed approach.
3.3. The SPADE Score for Input Data Samples
Apart from proposing a metric for evaluating the robustness
of machine learning models, we further develop a metric
score for revealing the robustness level of each input data
sample. Consequently, we can utilize the sample robustness
score for ML applications discussed in Section 4.
To measure the robustness per input data sample (i.e., per
node), we first measure the robustness of node pairs following the notion of DMD defined in Section 3.2.

𝒑𝒑

0
1

0

S

1

0

𝒒𝒒

0
1

S

0
1

𝐺𝐺𝑋𝑋

𝐺𝐺𝑌𝑌

Figure 2. A node coloring vector assigns each node an integer 0 or
1 to define the node subset S. The cut mapping distortion of S can
be computed by: ζ(S) = 61 .

Theorem 2. Let LX and LY denote the Laplacian matrices
of input and output graphs, respectively. The following
inequality holds for the minimum CMD ζmin :
ζmin = min ζ(S) ≥
∀S⊂V

1
λmax (L+
Y LX )

(12)

The proof is available in the Appendix. Theorem 2 shows the
connection between the maximum generalized eigenvalue
λmax (L+
Y LX ) and ζmin , motivating us to exploit the largest
generalized eigenvalues and their corresponding eigenvectors to measure the robustness of node pairs.
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Embedding GX with generalized eigenpairs. Specifically, we first compute the weighted eigensubspace matrix
Vr ∈ RN ×r for spectral embedding on GX with N nodes:
h p
p i
def
Vr = v1 λ1 , ..., vr λr ,
(13)
where λ1 , λ2 , ..., λr represent the first r largest eigenvalues
of L+
Y LX and v1 , v2 , ..., vr are the corresponding eigenvectors. To this end, the input graph GX can be embedded using
Vr such that each node is associated with an r-dimensional
embedding vector. Subsequently, we can quantify the robustness of an edge (p, q) ∈ EX via measuring the spectral
embedding distance of its two end nodes p and q. Formally,
we have the following definition:
Definition 6. The edge SPADE score is defined for any
edge (p, q) ∈ EX as follows:
def

SPADEF (p, q) = kVr> ep,q k22 .

(14)

Theorem 3. Denote the first r dominant generalized eigenvectors of LX L+
Y by u1 , u2 , ..., ur . If an edge (p, q) is dominantly aligned with one dominant eigenvector uk , where
1 ≤ k ≤ r, the following holds:
(
2
(u>
i ep,q )

≈

αk2  0
0

if (i = k)
if (i 6= k).

(15)

Then its edge SPADE score has the following connection
with its DMD computed using effective-resistance distances:
3
SPADEF (p, q) ∝ γ F (p, q) .

(16)

The proof is available in the Appendix. So the SPADE score
of an edge (p, q) ∈ EX can be regarded as a surrogate for
the directional derivative k∇v F (x)k under the manifold
setting, where v = ±(xp − xq ). If an edge has a larger
SPADE score, it is considered more non-robust and can be
more vulnerable to attacks along the directions formed by
its end nodes.
Definition 7. The node SPADE score is defined for any
node (data sample) p ∈ V as follows:
X
1
def
SPADEF (p) =
SPADEF (p, qi ), (17)
|NX (p)|
qi ∈NX (p)

where qi ∈ NX (p) denotes the i-th neighbor of node p in
graph GX , and NX (p) ∈ V denotes the node set including
all the neighbors of p.
The SPADE score of a node (data sample) p can be regarded
as a surrogate for the function gradient k∇F (x)k where
x is near p under the manifold setting. A node with a
larger SPADE score implies it is likely more vulnerable
to adversarial attacks.

4. Applications of SPADE Scores
Model SPADE score. Since the SPADE score of an ML
model can be used as a surrogate for the best Lipschitz
constant, we can directly use it for quantifying the model’s
robustness. A greater SPADE score implies a more vulnerable ML model that can be more easily compromised
with adversarial attacks. In practical applications, as long as
the input and output data vectors (e.g., X and Y ) are available, the model SPADE score can be efficiently obtained
by constructing the input and output graph-based manifolds
(e.g., GX and GY ) and subsequently computing the largest
generalized eigenvalues using (8). The detailed results are
available in Section 5.2.
Node SPADE score. Once we compute the node SPADE
score for each input data sample as elaborated in Section 3.3,
we can rank all the data samples based on their robustness
scores and thus identify the most vulnerable ones, which
may benefit the following applications.
4.1. SPADE-Guided Adversarial Training
A recent study shows the following findings (Allen-Zhu
& Li, 2020): (1) Training neural networks over the original data is non-robust to small adversarial perturbations,
while adversarial training can be provably robust against any
small norm-bounded perturbations; (2) The key to improving adversarial robustness is to purify non-robust features
that are vulnerable to small, adversarial perturbations along
the “dense mixture” directions, via adversarial training; (3)
Clean training over the original data will discover a majority
of the robust features, while the adversarial training only
tries to “purify” some small part of each original feature.
In practice, some data samples may carry greater portions
of non-robust features than others, which therefore should
be given more attention during adversarial training. To this
end, we propose an adaptive, robustness-guided adversarial
training scheme by leveraging the SPADE score of each data
sample. Specifically, we use a relatively large size of the
norm-bounded perturbation (epsilon ball) for data samples
with top k highest SPADE score, where k is a hyperparameter. The details about the size of the epsilon ball and k
value used in our experiments are available in Section 5.3.
This way, much stronger defenses (with large perturbations)
towards adversarial attacks should be considered only for
the vulnerable data samples with the highest SPADE scores,
while normal defenses (with small perturbations) will suffice for the samples with relatively small SPADE scores.
The adversarial training results are available in Section 5.3.
4.2. SPADE-Guided Robustness Evaluation
It is worth noting that this application is orthogonal to directly applying the model SPADE score for robustness evalu-
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ation. In the latter case, as shown in Theorem 1, the SPADE
score is an upper bound of the smallest Lipschitz constant,
which is a standalone evaluation metric. In contrast, our
goal in this application is to leverage the node SPADE score
to identify the most vulnerable data samples, which can
guide other metric approaches and facilitate their robustness evaluation of machine learning models. For instance,
to evaluate the robustness of a deep neural network using
the recent CLEVER method (Weng et al., 2018), a large
number of data samples will be randomly selected from the
original dataset; then each data sample will be processed
for the CLEVER score calculation that may involve many
expensive gradient computations. With the guidance of
node SPADE score, we only need to check a few of the
most non-robust data samples to obtain a reliable CLEVER
score, which will greatly improve the computation efficiency
when compared with the standard practice. The results of
the SPADE-guided CLEVER score are available in Section
5.4.

5. Experimental Results
We conduct four different types of experiments to evaluate
the efficacy of our proposed approach. Note that Sections
5.2 and 5.4 exploit the SPADE metric in two orthogonal
ways, as explained in Section 4.2.
5.1. Experimental Setup
We obtain the input and output data used in kNN graph
construction as shown below.
• MNIST consists of 70,000 images with the size of 28×28.
We reshape each image into a 784 dimensional vector as
an input data sample. In addition, we perform inference
once on a given pre-trained ML model and extract the 10
dimensional vector right before the sof tmax layer per image as the output data sample. Consequently, the input
data X ∈ R70,000×784 and output data Y ∈ R70,000×10 are
used to construct the input graph GX and output graph GY ,
respectively. For the kNN graph construction, we choose
k = 10 (10 ∼ 20) for the training (testing) set.
• CIFAR-10 consists of 60,000 images with the size of
32 × 32 × 3. We reshape each image into a 3, 072 dimensional vector as an input data sample. Similar to MNIST,
we also extract the 10 dimensional vector right before the
sof tmax layer per image as the output data sample. Subsequently, the input data X ∈ R60,000×3,072 and output
data Y ∈ R60,000×10 are used to construct input graph GX
and output graph GY , respectively. We choose k = 100
(10 ∼ 20) for the training (testing) set in our experiments
when constructing the kNN graphs.

5.2. The SPADE Metric for Robustness Evaluation
Model SPADE scores. To evaluate the model SPADE
score as a black-box metric for quantifying model adversarial robustness, for the MNIST and CIFAR-10 test sets
we compute the SPADE scores for various models trained
with different robustness levels (Madry et al., 2018). For
the MNIST dataset,  = 0.0 to 0.3 is considered. For the
CIFAR-10 dataset only  = 0.0 to 2 is considered, since for
 = 4 or 8 the 10NN/20NN output graphs are not connected.
As shown in Table 1, the proposed model SPADE scores
consistently reflect the actual levels of model adversarial
robustness: in all cases the model SPADE score decreases
with the increasing adversarial robustness levels.
Results of DMDs. Table 2 shows the average DMD values of 100 edges selected from the input graph GX . Here
the geodesic distance metric is used for DMD computations,
meaning that the DMD value γ F (p, q) of each edge (p, q)
in GX corresponds to the shortest-path distance between
nodes p and q in the output graph GY . The DMD results
obtained by selecting the 100 edges with the largest edge
SPADE scores (computed using a single dominant generalized eigenvector) are labeled with “SPADE”, which are
compared against the results (labeled with “RANDOM”)
of the 100 edges selected randomly from GX . We make
the following observations: (1) The edges selected with top
SPADE scores have much greater DMDs than those selected
randomly, which indicates that SPADE indeed reveals more
non-robust node pairs. (2) Another expected yet noteworthy
result is that for most cases, the average DMD of randomly
selected edges consistently decreases with increasing adversarial robustness levels. This is because more robust models
will have a smaller model SPADE scores (upper bound of
the best Lipschitz constant) and thus avoid mapping nearby
data samples to distant ones. (3) The deeper models (e.g.,
CIFAR10 models are much deeper than the MNIST ones)
map nearby data samples to more distant ones.
Table 1. Model SPADE scores for MNIST ( = 0.0/0.1/0.2/0.3)
and CIFAR10 ( = 0.0/0.25/0.5/1.0/2.0).
DATA S ET

SPADE (10NN)

SPADE (20NN)

MNIST
CIFAR10

42/40/37/33
432/256/200/171/79

41/39/36/30
344/195/160/128/61

Table 2. Average DMDs of 100 edges in GX for the MNIST ( =
0.0/0.1/0.2/0.3) and CIFAR-10 ( = 0.0/0.25/0.5/1.0/2.0)
data sets. Best results are highlighted.
T EST C ASES
MNIST (SPADE)
MNIST (R ANDOM )
CIFAR10 (SPADE)
CIFAR10 (R ANDOM )

AVG . DMD (10NN)

AVG . DMD (20NN)

6.6/6.1/6.5/7.7
3.1/2.6/2.5/2.7
11.4/11.5/9.7/12.5/8.0
6.8/6.4/5.6/5.5/5.3

5.1/5.3/5.6/6.4
2.4/2.3/2.2/2.2
8.9/9.0/8.0/10.5/6.8
5.7/5.0/4.4/4.3/4.3
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MNIST. We report the averaged classification accuracy over
8 runs on clean test images as well as perturbed images
under 3 different L∞ bounded attacks with  = 0.4: PGD
attack with the PGD iteration of 50 (PGD-50) and 100
(PGD-100), and PGD-100 attack with 20 random restarts
(20PGD-100) (Madry et al., 2018). All the attacks use 0.01
step size. As shown in Table 3, our method achieves at
least 5.37% accuracy improvement compared against all
baselines under the strongest attack (i.e., 20PGD-100). It is
worth noting that PGD-SPADE consistently improves the
accuracy over PGD-Random under different attacks, which
indicates that SPADE can identify the robust images and
choose variable epsilon balls accordingly to improve the
adversarial accuracy.
CIFAR-10. We report the averaged classification accuracy
over 8 runs on clean as well as perturbed test images under a strong L∞ bounded attack with  ∈ {2.0, 4.0, 8.0}:
PGD attack with 10 random restarts and 50 iterations (i.e.,
10PGD-50). All the attacks use a step size of 2.0. Table
4 shows that our SPADE-guided PGD training method improves the accuracy of PGD-Random as well as the vanilla
PGD with all different perturbation magnitudes. This reveals that training with variable epsilon balls guided by the
SPADE score indeed enhances the model robustness.
5.4. SPADE-Guided Robustness Evaluation
We choose MNIST and CIFAR-10 for robustness evaluation
based on the CLEVER method (Weng et al., 2018). For both
datasets, we evaluate CLEVER scores on three networks: a
single hidden layer multilayer perceptron (MLP) with the

MNIST

55

ε=0
ε = 0.1
ε = 0.2
ε = 0.3
ε = 0.4

50

SPACE score

We choose LeNet-5 and ResNet-18 as basic CNN models
on MNIST and CIFAR-10, respectively (LeCun et al., 2015;
He et al., 2016). Moreover, we evaluate several baselines
as well as our method on MNIST and CIFAR-10 shown
below:
• Vanilla PGD. The vanilla projected gradient decent
(PGD) based adversarial training approach with perturbation magnitude  ∈ {0.4} and {8.0, 12.0, 14.0} on MNIST
and CIFAR-10, respectively. (Madry et al., 2018).
• PGD-Random. The PGD-based training method but
randomly pick  from {0.2, 0.4} ({12.0, 14.0}) for each
training image on MNIST (CIFAR-10).
•PGD-SPADE (Our method). The PGD-based training
method with  = 0.3 (14.0) for top 45,000 non-robust
images guided by the node SPADE scores, and  = 0.3
(12.0) for rest of images on MNIST (CIFAR-10). In
addition, to enhance the clean accuracy on CIFAR-10,
we skip performing PGD on images that are misclassfied
without adversarial perturbation, as suggested in (Balaji
et al., 2019; Cheng et al., 2020).

default number of hidden units (Hein & Andriushchenko,
2017), a 7-layer AlexNet-like CNN with the same structure
described in (Carlini & Wagner, 2017), a 7-layer CNN with
defensive distillation (Papernot et al., 2017). For MNIST, we
also evaluate CLEVER scores on two 2-convolutional-layer
CNNs (Madry et al., 2018) trained with different robustness
levels ( = 0.0 and  = 0.3). For comparison, we compute
the SPADE-guided CLEVER scores for the same datasets
using the same networks.
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Figure 3. Model SPADE score with varying k values of kNN graph.

For the aforementioned experiments, we use the default
sampling parameters in (Weng et al., 2018). Since computing CLEVER score for each image sample can already
be time consuming, we only choose 10 test-set image samples for conducting the untargeted attacks for both MNIST
and CIFAR-10. We show the experiment results in Table 5.
As expected, in most cases our SPADE-guided CLEVER
scores are much smaller than the normal CLEVER scores
computed based on randomly selected samples. We also
observe that when evaluating CLEVER scores based on a
relatively small sample set, the results can be significantly
biased. For instance, in the case for MNIST-2CL ( = 0),
our SPADE-guided score is over 3, 000× smaller than the
original. Consequently, directly applying CLEVER eval-

SPADE: A Spectral Method for Black-Box Adversarial Robustness Evaluation
Table 3. Classification accuracy under L∞ bounded attacks on MNIST with  = 0.4.
T RAINING M ETHODS

C LEAN

PGD-50

PGD-100

20PGD-100

VANILLA PGD ( = 0.4)
PGD-R ANDOM ( = 0.2&0.4)
PGD-SPADE ( = 0.2&0.4)

94.38
97.81
97.28

76.89
87.89
91.65

71.45
84.22
89.37

70.23
83.09
88.46

Table 4. Classification accuracy under L∞ bounded attacks on CIFAR-10 with  = 2.0/4.0/8.0.

T RAINING M ETHODS

C LEAN

10PGD-50

VANILLA PGD ( = 8.0)
VANILLA PGD ( = 12.0)
VANILLA PGD ( = 14.0)
PGD-R ANDOM ( = 12.0&14.0)
PGD-SPADE ( = 12.0&14.0)

81.57
76.93
75.12
76.09
81.38

75.28/67.92/50.35
71.41/65.58/51.62
70.12/64.64/51.79
70.87/65.73/51.77
75.74/69.19/53.61

Table 5. Comparison of CLEVER scores for robustness evaluation of ML models (Weng et al., 2018). “CNN”, “DD”, and “2CL” stand
for the 7-layer AlexNet-like, Defensive Distillation and 2-convolutional-layer CNNs, respectively. The SPADE-guided CLEVER scores
are computed using top 10 (“T10”) non-robust samples and compared against the CLEVER scores computed with 10 (“R10”) and 100
(“R100”) randomly selected samples from the MNIST/CIFAR-10 test sets.
N ETWORKS
MNIST-MLP
MNIST-CNN
MNIST-DD
CIFAR-MLP
CIFAR-CNN
CIFAR-DD
MNIST-2CL( = 0)
MNIST-2CL( = 0.3)

SPADE (10NN,T10)

SPADE (20NN, T10)

CLEVER (R10)

CLEVER (R100)

1.317/0.067
0.379/0.030
0.408/0.026
0.213/0.004
0.141/0.004
0.310/0.009
0.049/0.002
0.112/0.008

0.590/0.030
0.391/0.027
0.451/0.028
0.226/0.005
0.088/0.003
0.119/0.003
0.075/0.003
0.114/0.006

0.698/0.034
0.775/0.057
0.874/0.065
0.312/0.007
0.046/0.001
0.100/0.003
162.35/7.592
0.332/0.017

0.819/0.041
0.721/0.057
0.865/0.063
0.219/0.005
0.072/0.002
0.130/0.004
68.544/3.182
0.431/0.022

uations without the guidance of SPADE scores may not
help correctly assess the model robustness. Here only the
SPADE-guided CLEVER scores show consistent robustness evaluations for the MNIST-2CL models trained under
 = 0.0 and  = 0.3 settings.
5.5. Ablation Study on k Value of kNN Graphs
To study the sensitivity of SPADE score to the k value
of kNN graph, we use the SPADE score to evaluate nonrobustness of models with different k for constructing the
kNN graphs. Specifically, we use adversarially trained
LeNet5 (ResNet50) model with  ∈ {0, 0.1, 0.2, 0.3, 0.4}
( ∈ {0, 0.25, 0.5, 1, 2}) on MNIST (CIFAR-10). The
model with higher  is more adversarially robust. We further
vary k from 5 to 20 for constructing kNN graphs. As shown
in Figure 3, the SPADE scores consistently reveal the model
non-robustness on CIFAR-10. For the results on MNIST,
SPADE score fails to reflect the model non-robustness (e.g.,
the model with  = 0.4) when k is too small (k < 10).
However, the SPADE score gradually captures model nonrobustness when increasing the k value and correctly ranks
the non-robustness of all models with k = 20. Thus, a
relatively large k (e.g., 20) is preferred when constructing
kNN graphs for computing the SPADE score.

6. Conclusion
This work introduces SPADE, a black-box spectral method
for evaluating the adversarial robustness of a given ML
model based on graph-based manifolds. We formally prove
that the proposed SPADE metric is an upper bound of the
best Lipschitz constant under the manifold setting. Moreover, we extend the SPADE score to identify the most nonrobust data samples that are potentially vulnerable to adversarial perturbations. Our extensive experiments show that
the model SPADE score is a good surrogate for the best
Lipschitz constant, and thus can be leveraged for revealing
the level of adversarial robustness of a given ML model. In
addition, our results show that the sample SPADE scores
can be exploited for enhancing the performance of existing adversarial training as well as adversarial robustness
evaluations.
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