
Appendix for Markpainting:
Adversarial Machine Learning meets Inpainting

David Khachaturov * 1 Ilia Shumailov * 1 2 Yiren Zhao 1 Nicolas Papernot 2 Ross Anderson 1

1. Applying Markpainting to a Collection of
Models

As illustrated in the markpainting algorithm, we find that we
are able to markpaint a collection of models Θ simultane-
ously using a single input image I as detailed in Algorithm 1
in the paper. This means a single adversarial image serves as
an input to all considered models. An example application
of this in a white-box setting is shown in Figure 1 , where
the same sample is perturbed to be producing a different
face after inpainting by a 6 different inpainters. Figure 2
shows the benign samples from the inpainters, these are the
infilling effect if there are no markpainting generated noises.
The inpainter will naively fill the masked region without
facial details, but the generated markpainted example can
influence this filling to provide facial details of Obama.

Table 1 shows the details of how this technique works with
different inpainters. In Table 1, the adversarial samples are
generated using all models and evaluated on each model
individually. The table reports the loss, L2 norms, peak
signal to noise ratio (PSNR) and structural similarity index
measure (SSIM) for accessing the inpainted image quality.

2. Targeted Application of Inpainting
Table 2 shows the results of the markpainting technique on
different inpainter models and it is an extended version of
Table 2 in the main paper. The markpainting technique is
launched at each individual inpainter and evaluated on that
inpainter with different perturbation budgets.

The table reports the loss, L2 norms, peak signal to noise
ratio (PSNR) and structural index similarity (SSIM) for
accessing the inpainted image quality.

3. Transferability of Markpainting
In Table 3, we assess the transferability of markpainting.
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Figure 1. Markpainting Vladimir Putin’s face with former Presi-
dent Obama’s. The mix of colors in the image makes it signifi-
cantly easier to attack. Attack performed over 500 iterations, with
ε = 0.1. The original photo with Putin and Trump is taken from
The Guardian. Photograph of Obama taken from Acclaim Images.

Figure 2. Benign infilling of the example image in Figure 1.

https://www.theguardian.com/world/2020/jun/30/trump-putin-russia-afghanistan-us-soliders-bounty
https://www.acclaimimages.com/_gallery/_pages/0519-1010-0716-5355.html
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Figure 3. Effect of α on markpainting. α ∈ {0, 1, 2, 4, 8}.

4. Parameter Choices
In the paper, we provided a visualization of having an in-
creasing ε budgets in Figure 4. This term controls a loss
trade-off between the network loss and the L2 loss. As we
can see, in Figure 3, when the α value increases, the mark-
painted image gets closer to the target. We also show the
original benign inpainting results in Figure 2 as a baseline
for comparisons. It is worth to mention that the baseline
simply fills the face with surrounding colors.

We also further study the effect of ε of the markpainting
technique. In the evaluation, the effect of different epsilons
are shown for the RN inpainter, we further illustrate the
effect of epsilons on other inpainters (RFR and CRFILL),
and they are Figure 7 and Figure 8 respectively.

5. Evaluation Details
The places subset16 dataset that we used to evaluate our
proposed method on – a series of 16 randomly-selected
images from the Places2 dataset (Zhou et al., 2017) – is
visualized in Figure 9.

We understand that it is of interest to readers to be able to
visualize the numeric loss values we quote in our results.
In Figure 4, we present visual examples of how numeric
loss relates to the markpainted results for complex targets;
and in Figure 5 we do the same for a solid-color target.

(a) Applied to the GMCNN inpainter model.

(b) Applied to the RN inpainter model.

Figure 4. Correspondence between numeric loss to target image
and the obtained markpainted results for a complex target.
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(a) Applied to the RFR inpainter model.

(b) Applied to the EDGE CONNECT inpainter model.

Figure 5. Correspondence between numeric loss to target image
and the obtained markpainted results for a solid-color target.

6. Watermark Removal
We show more results on the watermark removal with ε =
0.15. The objective is to build an image that is resistant to
watermark removals using markpainting. Figure 6 shows
that markpainted images (top two rows) are in general more
robust to different inpainters trying to fill the watermark.
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Figure 6. Example usage of the methods proposed in this paper:
watermark encoding into an image using perceptually indistin-
guishable noise (ε = 0.15). In this example, GENERATIVE is
markpainted, but the intentionally disruptive result is transferred
to all models. Image from (Yu et al., 2018).
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Figure 7. Inpainting with increasing perturbation epsilon budget. Top row is the adversarial images generated using markpainting, and
second row is the inpainted results of these adversarial images. We target the CRFILL inpainter with 500 iterations and a step size of
ε/100. Note that this example is really hard, because we are filling a black and white image with color.

Figure 8. Inpainting with increasing perturbation epsilon budget. Top row is the adversarial images generated using markpainting, and
second row is the inpainted results of these adversarial images. We target the RFR inpainter with 500 iterations and a step size of ε/100.
Note that this example is really hard, because we are filling a black and white image with color.
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Figure 9. The places subset16 dataset used for evaluation. A subset of Places2 (Zhou et al., 2017).
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Distance to: Original Adversarial Target Benign
ε Loss l2 PSNR SSIM Loss l2 PSNR SSIM Loss l2 PSNR SSIM

0.0

GENERATIVE 0.467 (±0.282) 0.111 (±0.113) 12.491 (±6.257) 0.250 (±0.222) 0.755 (±0.334) 1.186 (±0.298) -0.622 (±0.989) 0.036 (±0.100) 0.179 (±0.062) 0.000 (±0.000) 134.177 (±3.400) 1.000 (±0.000)
RFR 0.279 (±0.220) 0.027 (±0.034) 19.156 (±7.224) 0.387 (±0.261) 0.433 (±0.191) 0.292 (±0.072) 5.464 (±0.992) 0.090 (±0.055) 0.001 (±0.001) 0.000 (±0.000) 144.860 (±4.024) 1.000 (±0.000)
RN 0.300 (±0.227) 0.025 (±0.023) 17.891 (±4.161) 0.420 (±0.220) 0.473 (±0.204) 0.292 (±0.060) 5.438 (±0.851) 0.104 (±0.051) 0.001 (±0.001) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
CRFILL 0.470 (±0.295) 0.109 (±0.120) 13.342 (±7.767) 0.319 (±0.257) 0.796 (±0.355) 1.205 (±0.309) -0.683 (±1.021) 0.044 (±0.115) 0.180 (±0.059) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
GMCNN 0.485 (±0.267) 0.122 (±0.108) 10.891 (±4.560) 0.210 (±0.208) 0.721 (±0.289) 1.136 (±0.283) -0.432 (±1.014) 0.047 (±0.110) 0.181 (±0.060) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
EDGE CONNECT 0.290 (±0.226) 0.025 (±0.022) 18.198 (±5.129) 0.390 (±0.245) 0.422 (±0.189) 0.299 (±0.085) 5.383 (±1.088) 0.104 (±0.056) 0.001 (±0.001) 0.000 (±0.000) 135.065 (±3.821) 1.000 (±0.000)

0.03

GENERATIVE 0.435 (±0.249) 0.104 (±0.110) 12.627 (±5.859) 0.247 (±0.212) 0.663 (±0.268) 1.147 (±0.282) -0.481 (±0.966) 0.040 (±0.098) 0.254 (±0.109) 0.013 (±0.011) 21.106 (±5.096) 0.638 (±0.117)
RFR 0.298 (±0.209) 0.031 (±0.038) 17.069 (±4.168) 0.346 (±0.242) 0.357 (±0.147) 0.259 (±0.069) 6.003 (±1.086) 0.105 (±0.058) 0.102 (±0.076) 0.008 (±0.006) 22.280 (±3.564) 0.775 (±0.122)
RN 0.328 (±0.207) 0.042 (±0.027) 14.641 (±2.940) 0.343 (±0.192) 0.299 (±0.142) 0.221 (±0.058) 6.724 (±1.233) 0.171 (±0.066) 0.183 (±0.089) 0.023 (±0.017) 17.508 (±3.191) 0.604 (±0.127)
CRFILL 0.446 (±0.251) 0.124 (±0.149) 11.034 (±4.111) 0.232 (±0.193) 0.642 (±0.279) 1.065 (±0.289) -0.134 (±1.081) 0.062 (±0.105) 0.315 (±0.126) 0.044 (±0.044) 14.935 (±3.315) 0.497 (±0.139)
GMCNN 0.549 (±0.286) 0.554 (±0.704) 5.127 (±4.498) 0.038 (±0.236) 0.611 (±0.275) 1.200 (±0.656) -0.301 (±1.938) 0.046 (±0.188) 0.358 (±0.187) 0.439 (±0.681) 7.602 (±5.764) 0.182 (±0.323)
EDGE CONNECT 0.305 (±0.209) 0.036 (±0.020) 15.090 (±2.432) 0.343 (±0.212) 0.305 (±0.135) 0.252 (±0.080) 6.171 (±1.201) 0.157 (±0.058) 0.105 (±0.067) 0.017 (±0.012) 18.685 (±3.159) 0.715 (±0.126)

0.05

GENERATIVE 0.436 (±0.248) 0.103 (±0.109) 12.499 (±5.582) 0.237 (±0.209) 0.639 (±0.254) 1.119 (±0.273) -0.375 (±0.961) 0.044 (±0.097) 0.277 (±0.125) 0.022 (±0.020) 18.740 (±4.933) 0.512 (±0.150)
RFR 0.323 (±0.218) 0.037 (±0.038) 15.711 (±3.484) 0.323 (±0.228) 0.323 (±0.133) 0.230 (±0.067) 6.542 (±1.202) 0.125 (±0.060) 0.147 (±0.098) 0.017 (±0.013) 18.790 (±3.099) 0.666 (±0.137)
RN 0.357 (±0.218) 0.052 (±0.033) 13.757 (±2.969) 0.323 (±0.195) 0.223 (±0.110) 0.177 (±0.056) 7.734 (±1.431) 0.203 (±0.060) 0.239 (±0.118) 0.036 (±0.022) 15.286 (±2.971) 0.514 (±0.155)
CRFILL 0.483 (±0.247) 0.195 (±0.186) 8.130 (±2.850) 0.139 (±0.137) 0.526 (±0.258) 0.826 (±0.298) 1.118 (±1.639) 0.121 (±0.132) 0.392 (±0.158) 0.136 (±0.108) 9.709 (±2.998) 0.260 (±0.138)
GMCNN 0.579 (±0.315) 0.687 (±0.764) 4.007 (±4.579) 0.020 (±0.225) 0.601 (±0.281) 1.281 (±0.769) -0.418 (±2.293) 0.040 (±0.224) 0.399 (±0.205) 0.567 (±0.729) 5.714 (±5.406) 0.111 (±0.306)
EDGE CONNECT 0.320 (±0.215) 0.039 (±0.022) 14.666 (±2.352) 0.335 (±0.209) 0.269 (±0.119) 0.223 (±0.073) 6.694 (±1.218) 0.175 (±0.057) 0.142 (±0.088) 0.024 (±0.014) 17.011 (±2.606) 0.627 (±0.138)

0.1

GENERATIVE 0.445 (±0.249) 0.107 (±0.110) 11.825 (±4.632) 0.210 (±0.198) 0.595 (±0.235) 1.036 (±0.256) -0.037 (±0.976) 0.063 (±0.098) 0.309 (±0.144) 0.040 (±0.031) 15.478 (±3.927) 0.349 (±0.169)
RFR 0.365 (±0.231) 0.057 (±0.052) 13.515 (±2.895) 0.299 (±0.200) 0.259 (±0.112) 0.176 (±0.065) 7.822 (±1.560) 0.178 (±0.065) 0.212 (±0.119) 0.039 (±0.026) 14.942 (±2.691) 0.504 (±0.163)
RN 0.385 (±0.231) 0.067 (±0.041) 12.476 (±2.645) 0.311 (±0.191) 0.145 (±0.069) 0.128 (±0.044) 9.169 (±1.496) 0.240 (±0.048) 0.286 (±0.144) 0.055 (±0.028) 13.197 (±2.453) 0.448 (±0.157)
CRFILL 0.546 (±0.268) 0.384 (±0.222) 4.727 (±2.177) 0.064 (±0.111) 0.319 (±0.172) 0.403 (±0.189) 4.404 (±2.039) 0.333 (±0.183) 0.486 (±0.218) 0.358 (±0.180) 4.965 (±2.107) 0.089 (±0.113)
GMCNN 0.606 (±0.344) 0.750 (±0.799) 3.553 (±4.553) 0.009 (±0.231) 0.584 (±0.303) 1.292 (±0.841) -0.272 (±2.640) 0.060 (±0.257) 0.435 (±0.253) 0.641 (±0.773) 4.890 (±5.185) 0.065 (±0.289)
EDGE CONNECT 0.350 (±0.228) 0.049 (±0.027) 13.838 (±2.581) 0.320 (±0.205) 0.212 (±0.093) 0.181 (±0.065) 7.659 (±1.361) 0.201 (±0.051) 0.193 (±0.115) 0.036 (±0.021) 15.168 (±2.732) 0.529 (±0.150)

0.2

GENERATIVE 0.468 (±0.259) 0.134 (±0.123) 10.145 (±3.532) 0.158 (±0.171) 0.513 (±0.209) 0.860 (±0.223) 0.783 (±1.036) 0.104 (±0.104) 0.352 (±0.170) 0.081 (±0.059) 11.906 (±2.875) 0.208 (±0.157)
RFR 0.411 (±0.243) 0.087 (±0.053) 11.230 (±2.331) 0.267 (±0.167) 0.187 (±0.084) 0.117 (±0.052) 9.788 (±2.117) 0.229 (±0.060) 0.272 (±0.139) 0.073 (±0.037) 11.902 (±2.202) 0.382 (±0.151)
RN 0.407 (±0.244) 0.092 (±0.054) 11.054 (±2.421) 0.291 (±0.187) 0.101 (±0.042) 0.091 (±0.031) 10.679 (±1.520) 0.264 (±0.045) 0.314 (±0.159) 0.079 (±0.037) 11.511 (±2.128) 0.404 (±0.153)
CRFILL 0.580 (±0.295) 0.495 (±0.225) 3.458 (±1.875) 0.045 (±0.105) 0.237 (±0.132) 0.241 (±0.104) 6.624 (±2.065) 0.566 (±0.162) 0.526 (±0.252) 0.483 (±0.199) 3.528 (±1.795) 0.061 (±0.108)
GMCNN 0.615 (±0.373) 0.768 (±0.803) 3.436 (±4.543) 0.013 (±0.227) 0.547 (±0.319) 1.239 (±0.912) 0.178 (±3.046) 0.093 (±0.296) 0.446 (±0.275) 0.659 (±0.765) 4.698 (±5.162) 0.044 (±0.265)
EDGE CONNECT 0.388 (±0.243) 0.071 (±0.039) 12.092 (±2.348) 0.291 (±0.184) 0.163 (±0.068) 0.136 (±0.056) 8.964 (±1.622) 0.212 (±0.047) 0.241 (±0.137) 0.061 (±0.033) 12.766 (±2.416) 0.433 (±0.144)

0.3

GENERATIVE 0.494 (±0.269) 0.174 (±0.131) 8.528 (±2.806) 0.112 (±0.143) 0.445 (±0.197) 0.709 (±0.205) 1.654 (±1.164) 0.146 (±0.121) 0.387 (±0.190) 0.127 (±0.075) 9.608 (±2.286) 0.140 (±0.132)
RFR 0.439 (±0.249) 0.114 (±0.057) 9.917 (±2.066) 0.243 (±0.155) 0.154 (±0.071) 0.089 (±0.045) 11.242 (±2.689) 0.257 (±0.064) 0.304 (±0.147) 0.102 (±0.046) 10.379 (±1.997) 0.329 (±0.141)
RN 0.418 (±0.247) 0.106 (±0.058) 10.338 (±2.263) 0.280 (±0.183) 0.087 (±0.039) 0.076 (±0.028) 11.483 (±1.638) 0.269 (±0.027) 0.328 (±0.164) 0.094 (±0.042) 10.698 (±1.956) 0.380 (±0.150)
CRFILL 0.602 (±0.309) 0.566 (±0.236) 2.825 (±1.764) 0.038 (±0.106) 0.211 (±0.119) 0.183 (±0.091) 7.918 (±2.238) 0.655 (±0.118) 0.549 (±0.266) 0.556 (±0.213) 2.872 (±1.697) 0.053 (±0.108)
GMCNN 0.641 (±0.367) 0.811 (±0.793) 2.883 (±4.171) -0.023 (±0.218) 0.539 (±0.334) 1.226 (±0.958) 0.464 (±3.428) 0.116 (±0.327) 0.475 (±0.273) 0.716 (±0.763) 3.915 (±4.798) 0.005 (±0.245)
EDGE CONNECT 0.411 (±0.249) 0.094 (±0.052) 10.882 (±2.293) 0.259 (±0.165) 0.145 (±0.060) 0.112 (±0.048) 9.928 (±1.945) 0.212 (±0.056) 0.267 (±0.147) 0.085 (±0.049) 11.350 (±2.386) 0.374 (±0.137)

Table 1. Demonstration of a multi-model attack. Note that this produces just a single adversarial image, which all models subsequently
inpaint. The results are after 500 iterations with a step size of ε

50
are presented in the form µ (±σ).

Distance to: Original Adversarial Target Benign
ε Loss l2 PSNR SSIM Loss l2 PSNR SSIM Loss l2 PSNR SSIM

0.0

GENERATIVE 0.467 (±0.282) 0.111 (±0.113) 12.491 (±6.257) 0.250 (±0.222) 0.755 (±0.334) 1.186 (±0.298) -0.622 (±0.989) 0.036 (±0.100) 0.179 (±0.062) 0.000 (±0.000) 134.254 (±3.384) 1.000 (±0.000)
RFR 0.279 (±0.220) 0.027 (±0.034) 19.156 (±7.224) 0.387 (±0.261) 0.433 (±0.191) 0.292 (±0.072) 5.464 (±0.992) 0.090 (±0.055) 0.001 (±0.001) 0.000 (±0.000) 144.880 (±3.990) 1.000 (±0.000)
RN 0.300 (±0.227) 0.025 (±0.023) 17.891 (±4.161) 0.420 (±0.220) 0.473 (±0.204) 0.292 (±0.060) 5.438 (±0.851) 0.104 (±0.051) 0.001 (±0.001) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
CRFILL 0.470 (±0.295) 0.109 (±0.120) 13.342 (±7.767) 0.319 (±0.257) 0.796 (±0.355) 1.205 (±0.309) -0.683 (±1.021) 0.044 (±0.115) 0.180 (±0.059) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
GMCNN 0.485 (±0.267) 0.122 (±0.108) 10.891 (±4.560) 0.210 (±0.208) 0.721 (±0.289) 1.136 (±0.283) -0.432 (±1.014) 0.047 (±0.110) 0.181 (±0.060) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
EDGE CONNECT 0.290 (±0.226) 0.025 (±0.022) 18.198 (±5.129) 0.390 (±0.245) 0.422 (±0.189) 0.299 (±0.085) 5.383 (±1.088) 0.104 (±0.056) 0.001 (±0.001) 0.000 (±0.000) 135.133 (±3.776) 1.000 (±0.000)

0.03

GENERATIVE 0.438 (±0.248) 0.106 (±0.113) 12.386 (±5.484) 0.236 (±0.212) 0.643 (±0.253) 1.125 (±0.269) -0.406 (±0.938) 0.044 (±0.098) 0.273 (±0.121) 0.018 (±0.015) 19.479 (±4.839) 0.569 (±0.123)
RFR 0.312 (±0.212) 0.034 (±0.040) 16.647 (±4.209) 0.337 (±0.240) 0.342 (±0.141) 0.257 (±0.072) 6.067 (±1.163) 0.117 (±0.060) 0.129 (±0.086) 0.011 (±0.009) 20.816 (±3.711) 0.705 (±0.143)
RN 0.361 (±0.216) 0.065 (±0.037) 12.642 (±2.712) 0.294 (±0.176) 0.266 (±0.143) 0.194 (±0.072) 7.520 (±2.116) 0.214 (±0.092) 0.231 (±0.116) 0.043 (±0.029) 14.735 (±3.338) 0.497 (±0.151)
CRFILL 0.453 (±0.244) 0.146 (±0.161) 9.908 (±3.587) 0.205 (±0.174) 0.603 (±0.260) 1.001 (±0.284) 0.165 (±1.236) 0.076 (±0.105) 0.344 (±0.137) 0.072 (±0.061) 12.690 (±3.306) 0.405 (±0.151)
GMCNN 0.621 (±0.347) 0.853 (±0.910) 3.225 (±4.776) -0.037 (±0.261) 0.607 (±0.294) 1.392 (±0.838) -0.699 (±2.484) 0.010 (±0.238) 0.440 (±0.250) 0.729 (±0.886) 4.847 (±5.691) 0.029 (±0.332)
EDGE CONNECT 0.334 (±0.213) 0.053 (±0.030) 13.325 (±2.230) 0.320 (±0.201) 0.253 (±0.114) 0.233 (±0.079) 6.547 (±1.323) 0.193 (±0.058) 0.159 (±0.087) 0.036 (±0.027) 15.380 (±2.813) 0.603 (±0.146)

0.05

GENERATIVE 0.441 (±0.249) 0.108 (±0.111) 12.121 (±5.201) 0.225 (±0.211) 0.623 (±0.244) 1.093 (±0.258) -0.281 (±0.926) 0.050 (±0.099) 0.289 (±0.132) 0.028 (±0.025) 17.483 (±4.559) 0.476 (±0.146)
RFR 0.332 (±0.219) 0.040 (±0.041) 15.533 (±3.600) 0.325 (±0.228) 0.310 (±0.132) 0.232 (±0.073) 6.547 (±1.356) 0.139 (±0.063) 0.161 (±0.100) 0.019 (±0.013) 18.374 (±3.171) 0.630 (±0.149)
RN 0.386 (±0.225) 0.081 (±0.047) 11.697 (±2.776) 0.266 (±0.163) 0.203 (±0.115) 0.153 (±0.071) 8.763 (±2.617) 0.239 (±0.098) 0.271 (±0.133) 0.062 (±0.040) 13.094 (±3.125) 0.435 (±0.150)
CRFILL 0.491 (±0.241) 0.244 (±0.229) 7.291 (±3.089) 0.128 (±0.130) 0.509 (±0.254) 0.782 (±0.313) 1.481 (±2.070) 0.135 (±0.147) 0.406 (±0.156) 0.186 (±0.167) 8.676 (±3.444) 0.232 (±0.141)
GMCNN 0.605 (±0.329) 0.818 (±0.824) 3.047 (±4.426) -0.018 (±0.246) 0.579 (±0.294) 1.349 (±0.869) -0.453 (±2.674) 0.040 (±0.259) 0.432 (±0.234) 0.698 (±0.801) 4.491 (±5.206) 0.038 (±0.301)
EDGE CONNECT 0.351 (±0.219) 0.057 (±0.033) 13.032 (±2.216) 0.317 (±0.200) 0.216 (±0.100) 0.206 (±0.078) 7.120 (±1.481) 0.214 (±0.056) 0.190 (±0.102) 0.042 (±0.031) 14.655 (±2.658) 0.546 (±0.151)

0.1

GENERATIVE 0.452 (±0.255) 0.119 (±0.123) 11.390 (±4.767) 0.202 (±0.209) 0.585 (±0.228) 1.015 (±0.236) 0.035 (±0.917) 0.068 (±0.102) 0.317 (±0.150) 0.050 (±0.044) 14.609 (±3.986) 0.346 (±0.169)
RFR 0.365 (±0.229) 0.055 (±0.045) 13.639 (±2.979) 0.314 (±0.211) 0.244 (±0.115) 0.184 (±0.075) 7.698 (±1.801) 0.190 (±0.066) 0.213 (±0.118) 0.037 (±0.022) 15.165 (±2.771) 0.504 (±0.172)
RN 0.420 (±0.238) 0.110 (±0.065) 10.333 (±2.615) 0.234 (±0.144) 0.133 (±0.084) 0.102 (±0.061) 10.819 (±3.101) 0.278 (±0.098) 0.319 (±0.153) 0.092 (±0.054) 11.133 (±2.737) 0.368 (±0.140)
CRFILL 0.581 (±0.264) 0.508 (±0.299) 3.579 (±2.371) 0.054 (±0.094) 0.316 (±0.213) 0.366 (±0.306) 5.892 (±3.956) 0.349 (±0.246) 0.518 (±0.208) 0.478 (±0.273) 3.861 (±2.430) 0.079 (±0.100)
GMCNN 0.650 (±0.372) 0.953 (±0.896) 2.254 (±4.355) -0.049 (±0.243) 0.570 (±0.329) 1.379 (±0.954) -0.283 (±3.164) 0.055 (±0.303) 0.476 (±0.273) 0.825 (±0.860) 3.409 (±4.919) -0.024 (±0.285)
EDGE CONNECT 0.382 (±0.231) 0.072 (±0.051) 12.158 (±2.498) 0.307 (±0.193) 0.158 (±0.075) 0.158 (±0.074) 8.411 (±1.845) 0.238 (±0.050) 0.233 (±0.126) 0.060 (±0.049) 13.205 (±2.890) 0.476 (±0.153)

0.2

GENERATIVE 0.473 (±0.265) 0.150 (±0.145) 9.902 (±3.962) 0.163 (±0.196) 0.519 (±0.205) 0.879 (±0.214) 0.674 (±0.967) 0.104 (±0.107) 0.355 (±0.173) 0.093 (±0.078) 11.588 (±3.386) 0.226 (±0.173)
RFR 0.395 (±0.238) 0.081 (±0.064) 11.838 (±2.770) 0.301 (±0.199) 0.172 (±0.093) 0.135 (±0.066) 9.268 (±2.317) 0.232 (±0.052) 0.258 (±0.134) 0.064 (±0.037) 12.670 (±2.637) 0.414 (±0.181)
RN 0.445 (±0.246) 0.140 (±0.075) 9.130 (±2.277) 0.222 (±0.142) 0.085 (±0.057) 0.063 (±0.044) 13.022 (±3.056) 0.308 (±0.083) 0.351 (±0.164) 0.124 (±0.061) 9.574 (±2.225) 0.327 (±0.130)
CRFILL 0.671 (±0.335) 0.801 (±0.338) 1.328 (±1.803) 0.040 (±0.098) 0.185 (±0.116) 0.104 (±0.107) 11.718 (±4.190) 0.598 (±0.231) 0.618 (±0.294) 0.788 (±0.308) 1.368 (±1.730) 0.053 (±0.101)
GMCNN 0.663 (±0.361) 1.035 (±0.892) 1.610 (±4.047) -0.067 (±0.246) 0.542 (±0.341) 1.396 (±1.043) 0.053 (±3.807) 0.078 (±0.356) 0.492 (±0.273) 0.916 (±0.882) 2.670 (±4.723) -0.055 (±0.268)
EDGE CONNECT 0.414 (±0.249) 0.096 (±0.065) 11.004 (±2.691) 0.294 (±0.190) 0.107 (±0.051) 0.111 (±0.064) 10.150 (±2.228) 0.259 (±0.045) 0.273 (±0.149) 0.086 (±0.063) 11.646 (±3.006) 0.421 (±0.166)

0.3

GENERATIVE 0.489 (±0.271) 0.184 (±0.165) 8.676 (±3.404) 0.132 (±0.178) 0.466 (±0.189) 0.768 (±0.208) 1.284 (±1.082) 0.140 (±0.114) 0.379 (±0.187) 0.135 (±0.103) 9.746 (±2.973) 0.167 (±0.163)
RFR 0.412 (±0.242) 0.095 (±0.064) 10.965 (±2.496) 0.288 (±0.188) 0.143 (±0.078) 0.110 (±0.055) 10.191 (±2.460) 0.247 (±0.043) 0.278 (±0.140) 0.079 (±0.041) 11.604 (±2.382) 0.381 (±0.173)
RN 0.456 (±0.251) 0.154 (±0.076) 8.620 (±2.073) 0.216 (±0.137) 0.067 (±0.045) 0.049 (±0.038) 14.125 (±3.057) 0.322 (±0.086) 0.365 (±0.169) 0.140 (±0.062) 8.970 (±1.995) 0.315 (±0.129)
CRFILL 0.698 (±0.352) 0.896 (±0.340) 0.759 (±1.550) 0.035 (±0.100) 0.159 (±0.094) 0.060 (±0.058) 14.076 (±4.019) 0.695 (±0.184) 0.646 (±0.311) 0.884 (±0.309) 0.789 (±1.480) 0.047 (±0.100)
GMCNN 0.681 (±0.383) 1.112 (±0.849) 0.968 (±3.710) -0.067 (±0.239) 0.533 (±0.366) 1.457 (±1.103) 0.175 (±4.346) 0.081 (±0.395) 0.511 (±0.284) 0.993 (±0.843) 1.851 (±4.251) -0.066 (±0.258)
EDGE CONNECT 0.428 (±0.256) 0.112 (±0.075) 10.336 (±2.672) 0.285 (±0.186) 0.089 (±0.042) 0.091 (±0.057) 11.166 (±2.523) 0.268 (±0.047) 0.289 (±0.158) 0.103 (±0.073) 10.865 (±3.012) 0.398 (±0.168)

Table 2. Impact of markpainting attack on each model individually: the model in each row is attacked and the results presented are from
evaluation on that same model. This table uses the same input/target/mask combinations as Table 3. The results are after 100 iterations
with a step size of ε
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and are presented in the form µ (±σ).



Appendix for Markpainting: Adversarial Machine Learning meets Inpainting

Distance to: Original Adversarial Target Benign
ε Loss l2 PSNR SSIM Loss l2 PSNR SSIM Loss l2 PSNR SSIM

0.0

GENERATIVE 0.467 (±0.282) 0.111 (±0.113) 12.491 (±6.257) 0.250 (±0.222) 0.755 (±0.334) 1.186 (±0.298) -0.622 (±0.989) 0.036 (±0.100) 0.179 (±0.062) 0.000 (±0.000) 134.217 (±3.413) 1.000 (±0.000)
RFR 0.279 (±0.220) 0.027 (±0.034) 19.156 (±7.224) 0.387 (±0.261) 0.433 (±0.191) 0.292 (±0.072) 5.464 (±0.992) 0.090 (±0.055) 0.001 (±0.001) 0.000 (±0.000) 144.923 (±3.966) 1.000 (±0.000)
RN 0.300 (±0.227) 0.025 (±0.023) 17.891 (±4.161) 0.420 (±0.220) 0.473 (±0.204) 0.292 (±0.060) 5.438 (±0.851) 0.104 (±0.051) 0.001 (±0.001) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
CRFILL 0.470 (±0.295) 0.109 (±0.120) 13.342 (±7.767) 0.319 (±0.257) 0.796 (±0.355) 1.205 (±0.309) -0.683 (±1.021) 0.044 (±0.115) 0.180 (±0.059) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
GMCNN 0.485 (±0.267) 0.122 (±0.108) 10.891 (±4.560) 0.210 (±0.208) 0.721 (±0.289) 1.136 (±0.283) -0.432 (±1.014) 0.047 (±0.110) 0.181 (±0.060) 0.000 (±0.000) inf (±nan) 1.000 (±0.000)
EDGE CONNECT 0.290 (±0.226) 0.025 (±0.022) 18.198 (±5.129) 0.390 (±0.245) 0.422 (±0.189) 0.299 (±0.085) 5.383 (±1.088) 0.104 (±0.056) 0.001 (±0.001) 0.000 (±0.000) 135.041 (±3.839) 1.000 (±0.000)

0.03

GENERATIVE 0.466 (±0.280) 0.110 (±0.113) 12.551 (±6.370) 0.245 (±0.219) 0.748 (±0.330) 1.175 (±0.298) -0.579 (±0.997) 0.036 (±0.098) 0.214 (±0.085) 0.005 (±0.006) 26.037 (±6.145) 0.829 (±0.100)
RFR 0.287 (±0.219) 0.028 (±0.035) 18.593 (±6.047) 0.362 (±0.252) 0.416 (±0.184) 0.282 (±0.071) 5.617 (±1.011) 0.088 (±0.053) 0.032 (±0.027) 0.001 (±0.001) 30.462 (±3.392) 0.948 (±0.038)
RN 0.361 (±0.216) 0.065 (±0.037) 12.642 (±2.712) 0.294 (±0.176) 0.266 (±0.143) 0.194 (±0.072) 7.520 (±2.116) 0.214 (±0.092) 0.231 (±0.116) 0.043 (±0.029) 14.735 (±3.338) 0.497 (±0.151)
CRFILL 0.472 (±0.296) 0.107 (±0.115) 13.200 (±7.266) 0.299 (±0.243) 0.786 (±0.353) 1.180 (±0.308) -0.589 (±1.036) 0.044 (±0.109) 0.230 (±0.090) 0.008 (±0.008) 23.472 (±5.608) 0.809 (±0.092)
GMCNN 0.484 (±0.266) 0.121 (±0.103) 10.816 (±4.359) 0.206 (±0.201) 0.717 (±0.289) 1.129 (±0.282) -0.405 (±1.019) 0.048 (±0.108) 0.195 (±0.074) 0.005 (±0.019) 31.205 (±5.169) 0.922 (±0.071)
EDGE CONNECT 0.291 (±0.223) 0.025 (±0.021) 18.041 (±4.864) 0.378 (±0.239) 0.407 (±0.180) 0.293 (±0.088) 5.489 (±1.139) 0.107 (±0.056) 0.036 (±0.030) 0.001 (±0.001) 29.890 (±3.880) 0.911 (±0.049)

0.05

GENERATIVE 0.466 (±0.279) 0.110 (±0.110) 12.552 (±6.336) 0.240 (±0.215) 0.745 (±0.329) 1.167 (±0.299) -0.548 (±1.006) 0.035 (±0.098) 0.228 (±0.096) 0.009 (±0.011) 23.663 (±6.018) 0.760 (±0.127)
RFR 0.296 (±0.220) 0.028 (±0.035) 18.146 (±5.525) 0.340 (±0.241) 0.408 (±0.180) 0.273 (±0.070) 5.761 (±1.029) 0.086 (±0.052) 0.059 (±0.051) 0.003 (±0.003) 26.769 (±3.464) 0.899 (±0.070)
RN 0.386 (±0.225) 0.081 (±0.047) 11.697 (±2.776) 0.266 (±0.163) 0.203 (±0.115) 0.153 (±0.071) 8.763 (±2.617) 0.239 (±0.098) 0.271 (±0.133) 0.062 (±0.040) 13.094 (±3.125) 0.435 (±0.150)
CRFILL 0.478 (±0.300) 0.108 (±0.116) 12.947 (±6.918) 0.281 (±0.235) 0.782 (±0.356) 1.157 (±0.305) -0.503 (±1.040) 0.045 (±0.105) 0.266 (±0.124) 0.016 (±0.016) 20.294 (±5.380) 0.703 (±0.123)
GMCNN 0.485 (±0.265) 0.121 (±0.101) 10.789 (±4.306) 0.204 (±0.198) 0.717 (±0.289) 1.126 (±0.282) -0.392 (±1.022) 0.049 (±0.108) 0.198 (±0.071) 0.005 (±0.018) 28.754 (±4.657) 0.888 (±0.079)
EDGE CONNECT 0.293 (±0.221) 0.025 (±0.021) 17.837 (±4.701) 0.368 (±0.235) 0.400 (±0.175) 0.289 (±0.090) 5.563 (±1.173) 0.107 (±0.056) 0.054 (±0.044) 0.003 (±0.002) 27.208 (±3.807) 0.860 (±0.068)

0.1

GENERATIVE 0.469 (±0.278) 0.111 (±0.114) 12.406 (±6.074) 0.228 (±0.202) 0.739 (±0.323) 1.149 (±0.300) -0.475 (±1.020) 0.034 (±0.092) 0.254 (±0.118) 0.015 (±0.015) 20.624 (±5.403) 0.642 (±0.151)
RFR 0.318 (±0.224) 0.032 (±0.038) 17.145 (±4.658) 0.299 (±0.216) 0.394 (±0.169) 0.254 (±0.070) 6.103 (±1.099) 0.082 (±0.048) 0.107 (±0.078) 0.008 (±0.007) 22.348 (±3.283) 0.801 (±0.102)
RN 0.420 (±0.238) 0.110 (±0.065) 10.333 (±2.615) 0.234 (±0.144) 0.133 (±0.084) 0.102 (±0.061) 10.819 (±3.101) 0.278 (±0.098) 0.319 (±0.153) 0.092 (±0.054) 11.133 (±2.737) 0.368 (±0.140)
CRFILL 0.499 (±0.315) 0.117 (±0.124) 12.039 (±5.854) 0.240 (±0.216) 0.770 (±0.357) 1.091 (±0.292) -0.244 (±1.048) 0.052 (±0.095) 0.334 (±0.181) 0.038 (±0.037) 16.156 (±4.685) 0.529 (±0.164)
GMCNN 0.485 (±0.265) 0.121 (±0.097) 10.729 (±4.167) 0.200 (±0.191) 0.714 (±0.287) 1.118 (±0.281) -0.359 (±1.029) 0.049 (±0.106) 0.207 (±0.078) 0.007 (±0.023) 25.782 (±4.223) 0.824 (±0.099)
EDGE CONNECT 0.304 (±0.222) 0.028 (±0.021) 17.147 (±4.125) 0.344 (±0.222) 0.392 (±0.169) 0.280 (±0.092) 5.714 (±1.234) 0.106 (±0.054) 0.090 (±0.067) 0.006 (±0.005) 23.328 (±3.647) 0.759 (±0.099)

0.2

GENERATIVE 0.478 (±0.280) 0.113 (±0.110) 12.037 (±5.618) 0.204 (±0.183) 0.734 (±0.322) 1.119 (±0.302) -0.355 (±1.048) 0.032 (±0.084) 0.285 (±0.135) 0.027 (±0.023) 17.797 (±4.840) 0.502 (±0.166)
RFR 0.352 (±0.234) 0.039 (±0.043) 15.691 (±3.755) 0.245 (±0.172) 0.382 (±0.160) 0.227 (±0.071) 6.632 (±1.255) 0.078 (±0.043) 0.161 (±0.108) 0.016 (±0.014) 18.952 (±3.007) 0.692 (±0.120)
RN 0.445 (±0.246) 0.140 (±0.075) 9.130 (±2.277) 0.222 (±0.142) 0.085 (±0.057) 0.063 (±0.044) 13.022 (±3.056) 0.308 (±0.083) 0.351 (±0.164) 0.124 (±0.061) 9.574 (±2.225) 0.327 (±0.130)
CRFILL 0.526 (±0.321) 0.139 (±0.136) 10.363 (±4.237) 0.181 (±0.177) 0.736 (±0.333) 0.973 (±0.273) 0.265 (±1.077) 0.061 (±0.083) 0.405 (±0.227) 0.078 (±0.065) 12.485 (±3.724) 0.347 (±0.167)
GMCNN 0.489 (±0.266) 0.122 (±0.091) 10.537 (±3.947) 0.189 (±0.176) 0.713 (±0.288) 1.104 (±0.280) -0.301 (±1.041) 0.049 (±0.101) 0.225 (±0.088) 0.013 (±0.035) 22.891 (±4.258) 0.738 (±0.122)
EDGE CONNECT 0.322 (±0.225) 0.032 (±0.023) 16.066 (±3.440) 0.307 (±0.194) 0.380 (±0.161) 0.268 (±0.093) 5.937 (±1.300) 0.107 (±0.052) 0.131 (±0.088) 0.013 (±0.010) 20.012 (±3.443) 0.645 (±0.117)

0.3

GENERATIVE 0.487 (±0.277) 0.115 (±0.109) 11.625 (±5.054) 0.169 (±0.144) 0.734 (±0.317) 1.099 (±0.303) -0.270 (±1.068) 0.025 (±0.068) 0.312 (±0.149) 0.036 (±0.028) 16.181 (±4.334) 0.400 (±0.152)
RFR 0.373 (±0.237) 0.043 (±0.038) 14.869 (±3.380) 0.215 (±0.147) 0.374 (±0.153) 0.211 (±0.072) 6.988 (±1.393) 0.076 (±0.039) 0.191 (±0.116) 0.022 (±0.015) 17.416 (±2.858) 0.633 (±0.123)
RN 0.456 (±0.251) 0.154 (±0.076) 8.620 (±2.073) 0.216 (±0.137) 0.067 (±0.045) 0.049 (±0.038) 14.125 (±3.057) 0.322 (±0.086) 0.365 (±0.169) 0.140 (±0.062) 8.970 (±1.995) 0.315 (±0.129)
CRFILL 0.541 (±0.320) 0.157 (±0.126) 9.376 (±3.685) 0.133 (±0.127) 0.710 (±0.322) 0.895 (±0.267) 0.642 (±1.136) 0.063 (±0.076) 0.439 (±0.239) 0.106 (±0.071) 10.830 (±3.355) 0.247 (±0.132)
GMCNN 0.493 (±0.266) 0.127 (±0.101) 10.359 (±3.862) 0.173 (±0.160) 0.712 (±0.286) 1.095 (±0.290) -0.257 (±1.078) 0.046 (±0.095) 0.236 (±0.090) 0.014 (±0.030) 21.002 (±3.783) 0.664 (±0.120)
EDGE CONNECT 0.334 (±0.225) 0.036 (±0.024) 15.416 (±3.074) 0.282 (±0.180) 0.373 (±0.157) 0.259 (±0.093) 6.092 (±1.351) 0.106 (±0.051) 0.153 (±0.098) 0.018 (±0.014) 18.638 (±3.443) 0.586 (±0.124)

Table 3. Key attribution based on the adversarial sample produced. RN was attacked. The results are after 100 iterations with a step size
of ε
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. The results are presented in the form µ (±σ)


