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Abstract

Out-of-distribution (OOD) detection is a critical
requirement for the deployment of deep neural
networks. This paper introduces the HEAT
model, a new post-hoc OOD detection method
estimating the density of in-distribution (ID)
samples using hybrid energy-based models (EBM)
in the feature space of a pre-trained backbone.
HEAT complements prior density estimators of
the ID density, e.g. parametric models like the
Gaussian Mixture Model (GMM)), to provide an
accurate yet robust density estimation. A second
contribution is to leverage the EBM framework
to provide a unified density estimation and
to compose several energy terms. Extensive
experiments demonstrate the significance of the
two contributions. HEAT sets new state-of-the-art
OOD detection results on the CIFAR-10 / CIFAR-
100 benchmark as well as on the large-scale
Imagenet benchmark. The code is available at:
github.com/MarcLafon/heatood.

1. Introduction

Out-of-distribution (OOD) detection is a major safety
requirement for the deployment of deep learning models in
critical applications, e.g. healthcare, autonomous steering,
or defense (Bendale & Boult, 2015; Amodei et al., 2016;
Janai et al., 2020). Deployed machine learning systems must
successfully perform a specific task, e.g. image classification,
or image segmentation while being able to distinguish
in-distribution (ID) from OOD samples, in order to abstain
from making an arbitrary prediction when facing the latter.

OOD detection is a challenge for state-of-the-art deep neural
networks. Most recent approaches follow a post-hoc strategy
(Hendrycks & Gimpel, 2017; Liang et al., 2018a; Liu et al.,
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2020; Sehwag et al., 2021; Sun et al., 2022; Wang et al.,
2022) suitable for real-world purpose, which offers the
possibility to leverage state-of-the-art models for the main
prediction task and to maintain their performances. It also
relaxes the need for very demanding training processes,
which can be prohibitive with huge deep neural nets and
foundation models (Bommasani et al., 2021; Radford et al.,
2021; Rombach et al., 2022; Alayrac et al., 2022).

Post-hoc methods exploit the feature space of a pre-trained
network and attempt at estimating the density of ID features
to address OOD detection. Existing ID density estimation
methods include Gaussian Mixture Models (GMMs) (Lee
et al., 2018b; Sehwag et al., 2021), the nearest neighbors
distribution (Sun et al., 2022), or the distribution derived
from the energy logits (EL) (Liu et al., 2020). However, these
approaches tend to detect different types of OOD data: for
instance, GMMs’ density explicitly decreases when moving
away from training data, making them effective for far-OOD!
detection, while EL benefits from the classifier training to ob-
tain strong results on near-OOD samples (Wang et al., 2022).

In this work, we introduce HEAT, a new density-based OOD
detection method which estimate the density of ID samples
using a Hybrid Energy based model in the feATure space
of a fixed pre-trained backbone, which provides strong OOD
detection performances on both near and far-OOD data.
HEAT leverages the energy-based model (EBM) framework
(LeCun et al., 2006) to build a powerful density estimation
method relying on two main components:

1. Energy-based correction of prior OOD detectors (e.g.
GMMs or EL) with a data-driven EBM, providing an
accurate ID density estimation while benefiting from
the strong generalization properties of the priors. The
corrected model is carefully trained such that the prior
and residual terms achieve optimal cooperation.

2. Hybrid density estimation grounded by a sound energy
functions composition combining several sources to im-
prove OOD detection. The energy composition requires
a single hyper-parameter, and involves no computational
overhead since it is applied at a single layer of the network.

'We denote as far (resp. near) OOD samples with classes that
are semantically distant (resp. close) from the ID classes.
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Figure 1.lllustration of our HEAT model . HEAT leverages alk prior density estimators, such as GMM or EL, and overcomes their
modeling biases by learning a residual term with an EBM b) leading to more accurate OOD sgreiSAT-GMM or HEAT-EL. The
second contribution is to combine the different re ned scorers using an EBM energy composition function. The nal HEAT prediction ¢)
can thus leverage the strengths of the different OOD scorers, and be effective for both far and near-OOD detection.

We illustrate HEAT in Fig. 1 using two prior OOD detectors biased towards certain types of OOD (Wang et al., 2022).

from the literature: SSD+ which is based on GMMs (SehwagD . . Lo .
: ! i ensity-based OOD detectionEstimating the density of
etal., 2021) and EL (Liu etal,, 2020), with CIFAR-10 datasetID training samples to perform OOD detection is a natural

as ID dataset and with six OOD datasets, see Sec. 4. We can

. . ) Strategy that has been widely explored. In their seminal
seein Fig. 1 that GMM is able to correctly detect far OODwork, (Lee et al., 2018b) rst proposed to approximate the

sampiles while struggling on near-OOD samples When EL[D features density with a class-conditior@\IM. Subse-
exhibits the opposite behavior. The energy-correction ste uent works adopted the same approach by adding slight
enhance both priors, reducing the false positive rate (FP

- . odi cations. For instance, (Sehwag et al., 2021) proposed
by -4.7 pts on near-OOD while being stable on far-OOD . > .
for GMM, and by -3.2 pts on near-OOD and -1.2 pts forto learn theGMM density of normalized features without

. i . . having access to class labels. Recently, (Sun et al., 2022)
EL. Finally, the energy-composition step produces a hybrICJ(:hallenged th&MM distributional assumption by showing

which further improves the OOD detection performance:[hat using a deep nearest ne|ghp0rs approach on normalized
. features has strong OOD detection performances.

both for near and far OOD regimes.

4EnergyBased Models EBM) are another approach to

We conduct an extensive experimental validation in Sec. ; . . ; !
) . L éstimate the ID density which have made incredible progress
showing the importance of our two contributions. HEAT sets. . ; : : .
in generative modeling for images in recent years (Xie

new state-of-the-art OOD detection results with CIFAR-lO/-ett al., 2016; Du & Mordatch, 2019; Grathwohl et al., 2020),

100as ID data, but also on the large-scale Imagenet datasﬁowever their performances for OOD detection are not

\?E)A;:Z ?ésr;)a?r?ggffgztti(\)/gr? &3%22232?;220% (ReSNetyet comparable with OOD methods based on the feature

space (El einetal., 2021). (Liu et al., 2020) have proposed
to perform OOD detection with an energy score de ned by
2. Related work thelogsumexpf the logits (EL) of the pre-trained classi er

eghowing improvement over using the classi er's predicted

Seminal attempts for OOD detection used supervis Y )
methods based on external OOD samples (Lee et al., 2018%r;0bab|l|t|es (Hendrycks & Gimpel, 2017). Furthermore, the

linin & Cales, 2018) o ~Outer Exposue’ (0F) (01SCTELPOPESS 0 e e o otefnecss o
(Hendrycks et al., 2019) enforcing a uniform OOD distri- g ' Y. y

bution. Although OOD datasets can improve OOD detectionoo.D to learn HEAT but rely_on proper EBM training to
. . . . . . éstimate the ID features density.

their relevance is questionable since collecting representative

OOD datasets is arguably impossible as OOD lie anywher&nergy-based correction.Our method rely on energy-based

outside the training distribution (Charpentier et al., 2020)correction of a reference model. This idea has been ex-

It can also have the undesirable effect of learning detectorglored in noise contrastive estimation (NCE) (Gutmann &
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Hyvarinen, 2010) where the correction is obtained by dis3. HEAT for OOD detection
criminative learning. Learning an EBM in cooperation with
a generator model has been introduce in (Xie et al., 201
where an EBM learns to re ne generated samples and h : ;
also been applied to cooperative learning of an EBM with g'YPrid energy-based model (EBM). We remind that we place
conditional generator (Xie et al., 2022a), a VAE (Pang et a|_5)urselves in the_dlf cult but realistic case where only 1D
2020; Xie etal., 2021; Xiao et al., 2021) a normalizing ow S@Mples are available, and we do not use any OOD samples

(Nijkamp et al., 2022; Xie et al., 2022b). Contrarily to our for density estimation. Also, HEAT is a post-hoc approach

method whichis designed for OOD detection, previousworkses“m"’lting the density of the latent space of a pre-trained
, 2018b; Wang et al., 2022;

focus on generation and cannot bene t from a xed prior pre;]jiction m?del, as-in (Lee ei[ al.
00D detector as they use a cooperative learning strategy. >¢hWwag etal., 2021; Sun etal., 2022).

é this section, we describe the proposed HEAT model to
stimate the density of in-distribution (ID) features using a

Residual learning. Training hybrid models, where a L€tP(X) be the probability of ID samples, whex@ X , and

data-driverresidualcomplements an approximate predictor, 2 = (X) 2Z denotes the network's embeddingotvith
has been proposed in several context. in complex Z th(_e Iz_:ttent space at the penultimate layer of a p_re—tr.alned
dynamic forecasting (Yin et al., 2021), in NLP (Bakhtin predlgtlon modgi ,g.g.adeep n.eural net for ﬁlassu cation.
etal., 2021), in video prediction (Le Guen & Thome, 2020;WE? aim at estimating(zjD) with D:=fx;gz, the ID

Le Guen etal., 2022), orin robotics (Zeng etal., 2020). Suctraining datasét

residual approaches have also emerged for OOD detectioe illustrate the two main components at the core of
ResFlow (Zisselman & Tamar, 2020) uses a normalizingHEAT in Fig. 2. Firstly, we introduce a hybrid density
ow (NF) to learn the residual of a Gaussian density for OOD estimation to re ne a set of prior densitieg(z)g: « « by
detection. The approach is related to ours, but NFs requireomplementing each of them with a residual EBM. Secondly,
invertible mapping, which intrinsically limit their expressive we propose to compose several hybrid density estimations
power and make the learned residual less accurate. Alspased on different priors, which capture different facets of
ViM (Wang et al., 2022) proposes to model the residual ofiD density distributions.

the ID density by using the complement to a linear manifold

on the ID manifold. With HEAT, we can learn a non-linear 3 1 Hybrid Energy-based density estimation

residual and include a residual from different energy terms

to improve 1D density mode"ng_ We Verify experimenta”y The main mOtiVation in hybnd EBM density estimation iS

that HEAT signi cantly outperforms these two baselines for t0 leverage existing models that rely on speci c assumptions
00D detection. on the form of the densitp(z), e.gEL (Liu et al., 2020),

) » . i which captures class-specic information in the logit
Ensembling & composition. The question of merging yector, or SSD (Sehwag et al., 2021) which us&MvM.
several networks, also known amsembling(Lakshmi-  Thege approaches have appealing propert@ém is a
narayanan etal., 2017) has been among the rst and mogjarametric model relying on few parameters thus exhibiting
successful approaches for OOD detection. The ensemble cafong generalization performances, @dbene ts from
include different backbones or different training variants. For¢|ass;i cation training. However, their underlying modeling
OOD detection, several post-hoc approaches also model thessymptions intrinsically limit their expressiveness which
ID density at different layer depth of a pre-trained model, thejgags to coarse boundaries between ID and OOD, and they
overall density score being obtained by ensembling such pregenerally fail at discriminating between ambiguous data.
dictions (Lee et al., 2018b; Sastry & Oore, 2020; Zisselman
& Tamar, 2020). The main limitation of these approachesHybrid EBM model. Formally, letg(z) be a density
relates to their computational cost since the inference tim@ctimator inducing an OOD-prior among a set of K priors
is proportional to the number of networks. The overheaqtq((z)gl « k. We propose to re ne its estimated density

quickly becomes prohibitive in contexts with limited by learning a residual mode!_(z), such that our hybrid
resources. Several sources of prior densities are combined | y

(Wang et al., 2022) to re ne OOD detection. Our (';lpproachbpens'ty estimation is performed wk (2) as follows:

is a general framework adapting the EBM composition 1

model (Du et al., 2020; 2021) to OOD detection, and can phk (2)= Z( ) prk (@)% (2); (1)
thus include several hybrid energy terms to re ne ID density R

estimation. In terms of computational cost, we apply ouith Z( )= p", (z)tk(z)dz the normalization constant.
model at a single layer of the network, bringing essentially/Ve propose to learn the residual dengity(z) with an
no computational overhead at inference (see Appendix B.2) EBM: p", (z)/ exp( E , (z)). From Eq. (1), we can derive

4we ignore the dependenceloin the following and denote the
sought density g3(z).
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Figure 2.Schematic view of the HEAT model for OOD detection Each selected prior density estimatpris expressed as an EBM,
o (z)/ exp( Eq, (2)),andis re ned with its own residual EBM parameterized with a neural network: The energy for each prior
(e.g9.EL, GMM) is corrected by a residual enerfly, to produce an hybrid ener@hk (cf. Sec. 3.1). Then all hybrid energies are composed

to produce HEAT's energl .7 (cf. Sec. 3.2), which is used as uncertainty score for OOD detection.

a hybrid energyE hk (z2)= Eq.(2)+ E ,(2) and express (resp. under-) estimat@g, . It then does so for the current
p" (2) as follows: hybrid modeE" . The overall training hybriBM scheme

is summarized Algorithm 1.
1
p" (2)= >—exp E" (2); (2)  Controlling the residual. As our goal is to learn a residual

Z(w) model overg, we must prevent the energy-correction term
with Eq, = logck(z) the energy from the prior. The goal E , totake too large values thus canceling the bene t from
of the residual energ§f , (z) is to compensate for the the prior modebk. Therefore, we introduce an additional
lack of accuracy of the energy of the prior densityz). loss term preventing the hybrid model from deviating to
We choose to parameterize it with a neural network, agnuch from the prior density:
shown in Fig. 2. This gives our EBM density estimation the _ h 2 .
required expressive power to approximate the residual term. Le( k)= Ep, P (B Eq)” : ®)

Hybrid EBM training.  The hybrid model energy hk (z)  The nallossisthen:
can be learned via maximum likelihood estimation (MLE),
which amounts to perform stochastic gradient descent with Lo k)= Lme( )+ Lec( «); (6)

the following loss (cf. Appendix A.1 for details): where is an hyper-parameter balancing between the

Lue( K)=Ez p, E, (2) Epo » E, (2% ; (3 two losses. AIthoggH_C( k) ?n Eq. (5_) rewrites as

K Ep., o E2k , We point out that its objective goes beyond
withz piy being the true distribution of the features from a standard,-regularization used to stabilize training. It has
the dataset. Minimizing Eq. (3) has for effect to lower thethe more fundamental role of balancing the prior and the
energy of real samples while raising the energy of generaterkesidual energy terms in order to drive a proper cooperation.
ones. To learn a residual model weistsamplez®from the
hybrid modelp” . To do so, we follow previous works on 3.2, Composition of re ned prior density estimators
EBM training (Du & Mordatch, 2019) and exploit stochastic ) i ) . .
gradient Langevin dynamicsGLD) (Welling & Teh, 2011). In this section, we motivate the choice of prior OOD scorers

SGLD sampling consists in gradient descent on the energ}@t We correct, and how to ef ciently compose them within
function: our HEAT framework.

Zi+1 = Z4 Er thk (zo)+ P “wy; withwy N (0;1) (4)  Selected OOD-Priors. As previously statedsL andGMM
show complementary OOD detection performandss,
where isthe step size, the chain beinginitiated with o«.  being useful to discriminate class ambiguities widlM
The residual energy corrects the prior density by raisings effective on far-OOD. Additionally they can be directly
(resp. lowering) the energies in areas where the prior oveinterpreted as energy-based models and thus can easily be

4



