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Abstract

Improving and guaranteeing the robustness of
deep learning models has been a topic of intense
research. Ensembling, which combines several
classifiers to provide a better model, has been
shown to be beneficial for generalisation, uncer-
tainty estimation, calibration, and mitigating the
effects of concept drift. However, the impact of
ensembling on certified robustness is less well
understood. In this work, we generalise Lipschitz
continuity by introducing S-Lipschitz classifiers,
which we use to analyse the theoretical robustness
of ensembles. Our results are precise conditions
when ensembles of robust classifiers are more
robust than any constituent classifier, as well as
conditions when they are less robust.

1. Introduction

Deep learning classifiers are almost as celebrated for their
near-perfect accuracy, as they are notorious for their lack
of robustness (Biggio et al., 2013; Szegedy et al., 2014;
Goodfellow et al., 2015). Within the past decade, as em-
pirically robust classifiers have begun to emerge (Madry
et al., 2017; Wang et al., 2018), so did attempts to certify
their robustness. The goal of robustness certification is to
obtain a set of additive perturbations around an input under
which the prediction remains unchanged. Most approaches
fall under one of three families of methods: exact certifica-
tion (Katz et al., 2017; Ehlers, 2017; Huang et al., 2017),
over-approximation (Wong & Kolter, 2018; Salman et al.,
2019b), or probabilistic certification (Weng et al., 2019), no-
tably randomized smoothing methods (Lecuyer et al., 2019;
Cohen et al., 2019).

Ensembling consists in combining several classifiers to ob-

“Equal contribution 'Department of Computer Science, Uni-
versity of Oxford, Oxford, UK *Department of Engineering Sci-
ence, University of Oxford, Oxford, UK *ETH AI Center, ETH
Ziirich, Ziirich, Switzerland. Correspondence to: A. Petrov
<aleks@robots.ox.ac.uk>, A. Bibi <adel.bibi@eng.ox.ac.uk>.

Proceedings of the 40" International Conference on Machine
Learning, Honolulu, Hawaii, USA. PMLR 202, 2023. Copyright
2023 by the author(s).

tain a better-performing one (Hansen & Salamon, 1990;
Sagi & Rokach, 2018). While it was originally proposed
to improve the accuracy of weak classifiers (Rokach, 2016;
Allen-Zhu & Li, 2023), it is also beneficial for improving
uncertainty estimation and calibration (Lakshminarayanan
et al., 2017; Zhang et al., 2020), as well as mitigating the
effects of concept drift (Sagi & Rokach, 2018). These bene-
fits of ensembling have inspired research into studying its
effect on robustness. For example, recent empirical works
have shown that encouraging diversity in the non-maximal
predictions (Pang et al., 2019), or in the gradient directions
(Kariyappa & Qureshi, 2019) of individual classifiers results
in ensembles with improved robustness.

However, the degree of improved performance depends on
the ensembled classifiers. When the constituent classifiers
are all highly accurate, there is little room for improvement
after ensembling; the gains are most pronounced with weak
classifiers. Possibly, a similar limitation holds for robust-
ness: perhaps ensembles of robust classifiers enjoy lower
robustness improvements than ensembles of non-robust clas-
sifiers. Pang et al. (2019), Horvéth et al. (2021), Yang et al.
(2022) and Puigcerver et al. (2022) propose theoretical justi-
fications for why ensembles boost robustness but stop short
of quantifying the improvement, especially when the individ-
ual classifiers are already robust. This raises the following
questions on the robustness limitations of ensembles:

i. For a collection of robust classifiers, can their ensem-
ble be more robust than its constituents? If so, what
is the maximum achievable improvement, and under
which conditions?

ii. Conversely: Is it possible for an ensemble of robust
classifiers to be less robust than its constituents? If
so, what is the worst possible drop in robustness, and
under which conditions?

We tackle these questions by introducing S-Lipschitzness
in Section 3, a generalization of Lipschitz continuity that
enables tight analysis of the theoretical robustness of ensem-
bles. S-Lipschitzness gives rise to certificates which need
not be symmetric and are guaranteed to certify regions at
least as large as the classical Lipschitz ones.

Building on the S-Lipschitzness framework, in Section 4,
we offer the following answers to the above questions:
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i. Itis possible for ensembles to certify every perturba- De nition 1 (Robustness)Given a classi erf : RY !
tion that any of the individual classi ers can certify, R¥,anx 2 R andaseQ R9Y,f is said to berobust
and even auperset of their uniarHowever, we note  at x if argmax21...k fi(x) = argmaxiz1...x fi(X +
that the gain is most pronounced when the individual ); 8 2 Q; wheref; is the prediction for thé-th class.
classi ers are not robust; as the robustness of the indi We will call Q a certi cate at x.
vidual classi ers improves, the robustness gain from
ensembling becomes more limited.

ii. Itis possible for ensembles to fail to certify perturba-
tions that every single one of the individual classi ers

As Q, also known as perturbation setdepends owx, this
notion of robustness is also callpdint-wise robustnesiVe

- ) start by reviewing the classical notion of Lipschitzness and
certi es, e.g.the ensemble certi cate can be a proper it ye|ation to robustness before introducBd.ipschitzness:

subset of the intersectiaf the constituent certi cates. o, ganeralization that permits more general certi cates.
Interestingly, in the worst case, ensembles of robust

classi ersdo not certify any perturbation at alHow-
ever, we show that as long as all classi ers have th
same prediction, the ensemble certi cate will never beThe Lipschitz continuity of a classi er is linked to its

e3.1. Lipschitz Certi cates

asubset of the intersection robustness. The predictions of Lipschitz classi ers with
smaller Lipschitz constant change less for the same input
2. Related work perturbations compared to Lipschitz classi ers with a larger

constant. Hence, Lipschitz continuity is commonly used
Certi€ed Adversarial RobustnessDeep neural networks for robustness analysis of neural networks (Hein & An-
are vulnerable to adversarial attacks (Szegedy et al., 201driushchenko, 2017; Bartlett et al., 2017; Cisse et al., 2017,
Goodfellow et al., 2015). The emergence of empirical deWeng et al., 2018; Huang et al., 2021; Zhang et al., 2021;
fences to these mechanisms (Papernot et al., 2017; Mad®022; Eiras et al., 2022; Alfarra et al., 2022b;a).

etal., 2017; de Jorge etal., 2022), has motivated the neeIdhe Lipschitz constant of a function is closely related to its

for methods that achieweerti ed robustness. Those meth- gradients. The larger the norm of the gradients, the more

ods can be classi ed intexact i.e., complete (Katz etal., sensitive the function is to perturbations and the larger its
2017; Ehlers, 2017; Huang et al., 2017; Lomuscio & Mag- P 9

anti, 2017; Bunel et al., 2018), opnservativei.e., sound Llpschltz cc-)nstan.t becgmes. Furthermore, g!ve_n a Lipschitz
! o classi er with a Lipschitz constarit, the prediction gaps
but incomplete (Gowal et al., 2018; Mirman et al., 2018;. .
i g i.e, the differences between the con dence of the top pre-
Wang et al., 2018; Ayers et al., 2020). Probabilistic meth-;."”. ) .
. : diction and the other classes, fully determine the certi cate
ods, mostly based amndomized smoothin@.ecuyer et al., As such. we have the followina broposition
2019; Cohen et al., 2019), have been shown to scale to Iargg' ' g prop '

networks but have high inference time complexity. Propositi_on 1 (C_erti cation_of Lipschitz classi ers)
Take a differentiabfeclassierf : R ! RK such that

Robustness of EnsemblesWhile ensembles have long syp, kr f;(x)k, L;, 8i. Thenf; is L;-Lipschitz with
been used to boost the accuracy of classi ers, interest il respect tck k. Moreoverf has a certi cate
their robustness properties is rather recent. Pang et al. (201

propose a regulariser that diversi es the non-maximal pre _ d. fo () fi(x)_ . ri

L L2 . . . Q= 2R%:k k min =min
dictions of individual classi ers which leads to empirically i6ca Lit+Lg, i6ca Li+Lg,
better robustness. Kariyappa & Qureshi (2019) recommen (1)

a different type of regularisatiomiversity Trainingwhich ~ Here, kk, is the dual norm tokk and ca is
encourages misaligned gradients. Moreover, Htimetal. ~ argmax fi(x). If all classes have the same Lipschitz
(2021) and Yang et al. (2022) observe that applying randon constant_, i.e.,.Lj  L; 8i, the certi cate simpli es to

ized smoothing after ensembling results in more certi ably

robust models than applying it to the individual classiers. Q= 2 Ri:k k 12X fa () _Ta . 5
Xu et al. (2021) proposed using a mixture of clean anc 2L 2L
robust experts, while Puigcerver et al. (2022) studied the wherecg = argmaxie c, fi(x). (Proof on p. 20)

Lipschitz continuity of ensembles.

We refer to the formulation in Equation (1) akss-wise

3. S-Certi cates with S-Lipschitzness Lipschitz continuitf CW) since it accounts for the classes
We.start by introducing the.de nition of point-wise adver-  2g5me works refer thipschitz continuitassmoothness
sarial robustness of a classi‘er 3For simplicity, we work with differentiable classi ers, even

though our results are also valid for continuous classi ers that are

T . . . .
Alist of symbols is provided in Appendix A. not differentiable at nite number of points.
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work directly with the exact gradient s82 To this end, we

rst generalize the de nition of a Lipschitz function which
allows the use of the exact range space of the gradient as
opposed to any overapproximation.

De nition 2 (S-Lipschitz function) A functionf : RY !
R is S-Lipschitz for a bounded s& RY if it holds that:

s(x y) f@y) f(x) sy x);8xy2R%

with s( ) =sup.,s € . If Sis convex, theng corre-
Figure 1. Lipschitz certi cate for the’; norm (a) andS- sponds to its support function.
certi cate (b). These are shown witl’. The S-certi cate is
a superset of the Lipschitz certi cate. Both certi cates are in the o ) ) o ]
uniform setting U) for a classi erf : R R¥ with range space  Intuitively, s( ) is the biggest change in directiorthat
of gradientsS = fr fi(x):x 2 Rd;i:]_;:; :; K g (shown in@). we can incur using the gradients 8. Note that the
We assume., = 1. B, is the smallest; ball containingS. S-Lipschitzness generalizes the previous de nition of a
Lipschitz function. To see this, consider the case where
S = fx : kxk, Lg. Following Holder's inequality,
potentially having different Lipschitz constants. Often, how-we observe that De nition 2 reduces to the classical
ever, in prior art, all classes are considered to have the samapschitzness de nition with respect tok norm.
Lipschitz constant set such that  max; L;. We refer
to this setting captured by Equation (2)wsform Lipschitz
continuity(U). Moreover, the Lipschitz certi cates apply to
any choice of norm; the main text considers orjynorms
but we give further examples in Appendix C.1.

In contrast to the classical LipschitzneSsl.ipschitzness
accounts not only for the magnitude of the gradients but
also for their direction. We also can generalize the notion of
dual norms to sets that are not norm balls:

De nition 3 (Polar set) ForasetS RY, the polar set

Example 1(", certi cates) We can construct, Lipschitz 10 S of radiusr > 0is de ned as:

certi cates, by bounding the supremum of the dughorm
of the classi er gradients, whefep+ 1= = 1. This follows Sy = 2RI = sy o -
directly from Holder's inequality. S) w50 Px2s

, L , _ akef : R9! R to beS-Lipschitz withS = fx 2 RY :
Figure 1a demonstrates the intimate relationship betweeg | Lg. Then, the polar seS)" of radiusr is the
1 : ’

the norm of the gradients of a classi é®r., its Lipschitz- perturbation set that will not changeby more tharr . (S)"

ness, and the resulting certi cates from Proposition 1. Tak§g ¢ o rd - K, r=g which is the same result that
i . Rd K i i )

aclassierf : R®! R" and the set of all its gradients ¢, 15vs fromf beingL -Lipschitz. We are now ready to

S=fr fi(x) 1 x 2 R%i=1;:: K gshown in@. For sim- yonerajize Proposition 1 wit-Lipschitzness:
plicity, assume also that, =1. Assup,,s ksk; 1.5, the

f; arel:5-Lipschitz with respect to they norm. Therefore, 1 neorem 1(S-certi cates) Letf : R1 RKd be a clas-
from Equation (2) the certi cat® is the'; ball of radius  Si € With fi being differentiable and f; : R 1S ; for
13 shown with,/. Taking the supremum of the norm alli=1;:::;K. The_n, eachi; is Si-Ll_pschltz._ Further-
introduces overapproximation of the true set of gradients MOre; for a xedx, f is robust ax againstall in

Note how the- region has the same supremugmorm as Q= T (S S e 3)
S and hence has the same certi ca#e However,.” is a T isca 3 L

supe'r.set of thg gradign&and must correspond Fo amore ore o, =argmaxc fo(X), I; =fe, (x) fi(x), and
s_ensmve classi er. This is due to _the overapproxma_tlng aC the Minkowski sum. 16 S ;:8i,
tion of the supremum of the gradient norms. To rectify this
we offer a novel generalization of Lipschitzness working
directly with the gradients. Q=(S S )es; 4)

is
then we have the
' simpli ed certi cate

3.2.S-Certi cates wherecg = arg maXceg ¢, fc(X). (Proof on p. 21)

We observed that Lipschitzness induces a larger gradie
overapproximation to the set of gradients SefThis begs

the questionCan we enlarge the certi cates by avoiding  “we are extending the standard notion of a polar set (Rockafel-
the dual norm ball overapproximation of the gradients andlar, 1970) to encompass radii different from 1.

rf\ﬁote the similarities between Proposition 1 and Theorem 1.

3



Certifying Ensembles: A General Certi cation Theory with S-Lipschitzness

Figure 2.Lipschitz andS-Lipschitz certi cates ax = [2;0]" for a linear classi er that splits the domain into three equal sectors.
Step-by-step explanation of the construction of the certi cates is provided in Appendix C.3.

Si generalizes the Lipschitz constdnt, while the polar set trated classi er is 1.5-Lipschitz with respect tp norm
generalizes the dualnornS; S ,)"" isthe certicate  and that its Lipschitz certi cate is therefore the ball
that the prediction does not change fromtoi. Taking  of radiusl=. The same result can be viewed as a special
the intersection in Equation (3) ensures ttatwill not be  case ofS-certi cation when we observe that the classi er
mistaken for any other class. This corresponds torire s B,-Lipschitz withB, = fx 2 RY : kxk;  1:5g. Hence,

in Equation (1). We also have tl@wW (Equation (3)) and forre, =1, from Equation (4) we get the same certi cate
U (Equation (4)) modes, mapping to the same modes faB> 9B,)! = 2B,)!=f 2 RY:k k; 139 (/ in

the Lipschitz case (Equations (1) and (2)). Furthermore, wé-igure 1a). However, if we do not overapproxim&evith
show Theorem 1 is tight in an example in Proposition 9. B, then Equation (4) gives us tiSecerti cate (S 9S)*

(/ in Figure 1b). Clearly, th&-certi cate is larger than

The certi cate in Theorem 1 is a polar set (or mtersectlonthe Lipschitz one. Proposition 10 in the appendix shows

O:aejoileirt zgss) ’a:zrlﬁi’ I:ek:jail;iinnatural dependence on ﬂ%ﬁat this is always the case. We now address two questions
9 P gap related to the properties &-certi cates.

Proposition 2 (Polar set dependence 8mandr). Let

S:5,:5,:5::S,  RYbe bounded andr:r, > O: Coulq it pe that theS-certi€cate in Figure 1 isllargert.han
the LipsTitz certi€cate because of a suboptimal “oice
.S S2) (S 951) (S22 9S5y); of norm? No, because whenever the set of gradients is not
i. S S2) (S1)" () centrally symmetrici.e, S 6 S , then no matter what
ii. ror2) (S)t (9)% norm we choose, we ha® S and thus arB-certi cate

V. ((S1S3)"(S2S4))) (Ss 9S4)" (S1 9S2)".  Jarger than the Lipschitz certi cate. This is because norms
where is the Minkowski sum operatofProof on p. 22)  are centrally symmetric by de nition.

Are CW certi€cates always supersets to th&J certi€-
The statementsandii imply that enlarging the se§ of ~ cates?The CW and U S-certi cates are larger than any
anS-Lipschitz classi er reduces the certi cat®. Thisis  Lipschitz certi cate (Proposition 10). AEW generalizes
since a larger set of possible derivatives means a more sen&i., its certi cates are supersets to the oneslbf This
tive classi er, hence the set of perturbations that would notfollows from CW reducing toU by takingS [S i, i.e,
change the classi cation is more restricted. Similarly, reducoverapproximating some of the classes with a lageFhis
ing the prediction gap means that the certi cate must be is analogous to setting maxL; in the Lipschitz case.
smaller in order to prevent a change of prediction (statementhen, from Propositionig, it directly follows thatCW
iii ). Statemeniv implies that any overapproximation to both Certi cates are always supersetsdfcerti cates. Another

S, andS, for a xed r results in a smaller certi cate. view is thatU ' certi cates are restricted to only symmetric
sets sinc&  9Sqis symmetric (Aux. Lemma 7), whileW
3.3.S-Certi cates Subsume Lipschitz Certi cates certi cates,i.e, g, (S 9Sc, )", can be asymmetric.

We introduced Theorem 1 in order to avoid overapproxi- '€ €xample in Figure 2 (with detailed calculations in Ap-
mating the gradients of the classi er with a norm ball in PENdix C.3) shows how the certi ed regions can vary de-
the hopes of obtaining larger certi cates. Figure 1 comPending on whether we useLipschitz or Lipschitz certi -
pares the Lipschitz anS-certi cates and shows that this cates and on theW or U modes.

is indeed the case. In Section 3.1 we showed that the illus-

4
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ReplaceSig Replaces;

Class-difference €D) ith s, oS, Class-wise CW) with [ Uniform (U)
S-Lipschitz — — ) S-Lipschitz . S-Lipschitz
(Theorem 2) (Theorem 1) (Theorem 1)

TakeL g to be TakeL; to be TakeL to be
supkSig k, supkSik, supkSk,

Class-difference D) Replace. g 4 Replace.; .

Lipschitz withL; + Lj CIas;-msg Cw) withmax L; Un{form ‘(U)
(Weng et al., 2018; Lipschitz Lipschitz
9 v ' (Proposition 1) (Proposition 1)
Yang et al., 2022)
Figure 3.The lattice of continuity certi catesA ! B means

that the certi cate provided b is a subset of the certi cate of
A. Therefore, class-differenc&-certi cates are the largest, while
uniform Lipschitz certi cates are the smallest.

3.4. Tightening Certi cates via Class Differences

This approach generalizes tlki3V S-certi cates from The-
orem 1 and provides the tightest certi cates. For exam-
ple, replacingSigc, With (S; 9Sc, ) recovers Equation (3).
Hence, throughout the rest of the paper, we will use class
difference unless stated otherwise. Prior work looked at the
Lipschitz CD certi cates (Weng et al., 2018) and regulariza-
tion (Yang et al., 2022). To the best of our knowledge, we are
the rst to offer a theoretical justi cation of why it enlarges
the certi cates through the new lens 8fLipschitzness.

Figure 3 summarizes the big picture relating the certi cates
with function continuity and positions our new results with
respect to prior art. Our results fully complete the lattice re-
lating all components togethérr., Lipschitz,S-Lipschitz,
CW, U, and CD modes, and their relation to certi ca-

We conclude this section by showing how to further enlargetion. The bottom row shows the Lipschitz certi cates, while

the certi cates by directly targeting th8-Lipschitzness
Qf the class difference. Recall tH&-certicate Q =
i6ca (S S )" forthe CW mode from Theorem 1.
TheroleoftheS; S, termisto measure tHe-Lipschitz
continuity ofhijg;, = f; f¢,. Itis straightforward to
see thahjg;, isindeedS; S ., )-Lipschitz. However,
it is not necessarily the tighte$t for hjgc, . Intuitively,
S S ., takes the differences of the gradients paind

the top row shows ous-certi cates. The vertical arrows
demonstrate ho8-certi cates are always larger than the
corresponding Lipschitz certi cates. The horizontal arrows
show thatCW certi cates are smaller tha@D certi cates,
and thatU certi cates are smaller tha€@W certi cates.
Therefore, theCD' S-certi cates we introduce here provide
the largest certi cates (top left corner), while thé Lips-
chitz certi cates (bottom right) —which are commonly used

f¢, , regardlesof the inputx. However, the set of gradients in prior work— result in the smallest certi cates.

of higc, are the difference of gradients bf andf., at

the samex. If all classes are similarly sensitive at a given 4 Robustness of Ensembles of Classi ers

x but their sensitivity variepintly across the domain, the

difference betwees; S , and the gradients dfigc,

We can uses-Lipschitzness to study how the robustness

can be signi cant. Using this, we can tighten Theorem 1properties of individual classi ers affect the robustness of

with class-differenceCD) certi cates.

Theorem 2. Letf : RY !
hig = fi
Then, given an input 2 RY, f is robust atx against all

iNQ= g, (Sigea )" (Proof on p. 23)

RX be a classi er such that

The following Example 2 illustrates how th&D certi -
cates (Theorem 2) are larger than @V certi cates (The-
orem 1).

Example 2. Consider the piece-wise

sier f : R! R? that we wish to certify aky = 2:
0:1x+0:7 ifx 3;
fa(x)= . @ F )
Lix 2.3 if x> 3;
0:3x+0:1 ifx 3;
fa()= o oo )
1:3x 2.9 if x>3:
We havecy, = 1, r, = 0:2, §; = f0:1;1:1g,
S, = f0:3,13g, S, S ;1 = f02; 08;1:2,0:2q,

S, 1 = f0:29. Therefore, Theorem 1 gives a certi cate

linear clas-

an ensemble of them. Givé classi ersfi : R4 1 RK
consider their weighted ensemble:
P . P
gx) = L fIes 5 0 L =10 (5)

We will indicate the prediction gaps 6f asri. We can

use theS-certi cates from Theorem 2 in order to relate
the ensemble robustness to that of the individual classi ers.

Theorem 3(Addition of S-Lipschitz classi ers) Take
an ensemble as in Equatig¢s) with N = 2 and theCD
setting, i.e.hlg =f! f} is Sy, -Lipschitz. Then, ata
xed x 2 RY, it holds thatg is robust against all in

T ?

1 2 .
i6cd 1S 9cg 25 o 0

Qg =

with ¢} = argmax; g andr? = g
N > 2follows by induction.

g . The case for
(Proof on p. 23)

In the U mode, where all classes have the same Lipschitz-
nessS! [ ;S theSly, termreducest&® S .

We study whether ensembling two classi drs andf
results in better robustness by comparing the ensemble cer-
ti cate Qg with the individual certi cateQ; andQ,. We

Qcw =(S2 S 1)"2 =[0:2= g;0:27:2]. Theorem 2 in-
stead gives the much bigg®cp = (Spe1)2 =( 1 ;1]



Certifying Ensembles: A General Certi cation Theory with S-Lipschitzness

identify three regimes. First, the ensemble certic@t¢  same smoothness for all the classes, U andS' = S,
includes all certi ed points inQ; andQ». Second, the then the differences betweé€h, Q. andQgq are fully de-
ensemble certi cate fails to include some perturbations certermined byr?®, r2 andr9. We will refer to this setting
ti ed in both Q; andQ,. Third, an ensemble certi cate asU°. This restriction is not uncommon as often ensem-
somewhere between the two. Formally, bled classi ers are identically trained. For example, if ran-
domized smoothing is used, th&ris uniquely de ned by
Qg Qi[ Qz uniformimprovement,  the smoothing distribution (Yang et al., 2020; Eiras et al.,
Qi\ Q2 Qg Qi[ Q2 inconclusive, 2022; Rumezhak et al., 2023), which is the same for alll

Q1\ Q2 Qg uniform reduction constituents.

) ) _Inthis case, there is one-to-one mapping between the certi-
Ideally, we wish to construct ensembles that are in regimestion regimes and the prediction gaps. Consider

{I. We may tolerate ensembles-in But most importantly, i, following conditions on the prediction gaps:
we want to avoid ensembles in regimeat all costs.

r >maxrl =1 gapgain, -
re, T inconclusive,
>rd gap loss ®

The certi cation regime depends on whether we are in the
U or CD mode. It also depends on the ensemble agreement r
on the top predictions,e., which of the following holds: min; rJCB =r

ca = G, =arg m§Xfij (x); forallj 2 L;:::;N ¢y Then,wehavethat) ,- ) - ,and®) ., .Therefore,

d d o 0 . in this subsection, we will focus on the conditions resulting
A 8 Cas _ forj 6 | A in-, -, and® towards understanding the certi cation
cg = ¢ =argmax f{ (x); forallj 21::5;N c properties of the ensembles in madé.

i6c

" Same top two predictions results in . Note that if the top

The rest of this section outlines the conditions leading tapredictions are consistent across all constitute classiigrs,
each one of th§ ,- and, certi cation regimes. c, andcg hold, this implies that the ensemble prediction
ap is the ligear combination of the individual predictions

Let rst examin mmon nario for ensembl n : .
etus rstexamin€ a co on scenario for ensembles a apsrg, = j jrt, - Hence, the gap regime must be

identify what certi cation regime most ensembles fall in. In P g . S .
particular, consider the setting where the constituent cla —Sm'QJ fo, fd, ~Mmax ry, , which implies regime

si ers agree on the top two predictions(andcg ). This or 0. This is a special case of Theorem 4.

is a reasonable assumption, particularly when the numbeRegime is possible.For aU® ensemble, prediction gaps
of constituent classi erd\ is small and the training pro- inregime- (rg, >1) imply 1. One conditions foff is c
cedure for all classi ers is similar. Under the commbin  andc; with the classi ers having similar con dences in
mode where all classes are similarly Lipschitz, one mighthe top two classes and low con dence in all other classes
guess that ensembling such agreeing classi ers must boo@ee Figure 5a). Another possibilityds , but each classi er
robustness. However, the above conditions put the ensembleaving a different second prediction, as in Figure 5b.
solidly in regime: , as shown in Theorem 4.

Theorem 4. Consider an ensemble &f classi ers and a
xed x for whichc, andcg hold. Then, for any choice

of weights ; in Equation(5), the S-certi cate of the - ] _
ensemble satis es . (Proof on p. 24) Proposition 3. ConsiderN classi ers overK classes.

We have that for any ensemigiehe prediction con dence
is upper bounded as follows:

<e margin of improvement when - holds is small. Al-
though the feasibility of regime is noteworthy, unfortu-
nately, the improvement @, overr is limited.

Theorem 4 is particularly concerning whh andS? are
norm balls with the same norm but different radii, as we . 1T 17
show with an example in Appendix C.4. e TF— 2K 1) (10)

Under the assumptions in Theorem 4 ensembling can neve
be in the favourable reginte. The following section shows
how relaxing these conditions enables all three regimes.

The bound is tight: givenandK there exists an ensemble

the upper bound. (Proof on p. 24)

4.1. Certi cation Governed by the Prediction Gap Equation (10) does not depend on the weightsFurther-

Theorem 3 shows that the prediction gagnd the conti- more,r, 1 decreases monotonically with reachingd
nuity S interact in complex ways in the construction of the for F = 1: improving the robustness of the best classi er de-
ensemble certi cat®y. However, if all classi ers have the creases the room for improvement of the ensemble. Thisis a

6
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Figure 4. A set of 1000 ensembles of 2, 3 or 4 classi ers, each a uniform draw from the 4-dimensional probability simpdaws
the best individual gap among the classi ers in each ensemnples(the largest ensemble gag ) attainable across all; . The larger
the best gap, the lower the potential gairf, T (the vertical gap between the diagonal and the impossible regimraé the same
horizontal axis as a) but the ensemble ge § is computed for uniform weights; . Most of the uniform weights ensembles witness
gain loss. €) has the same vertical axis as b) but the horizontal axis shows the worst individual) gragt€ad of the best one. The
ensembles with same] ) and different top predictions}, ) are highlighted, showing that the  regime always results g, I

classi er at a singlex, g might still be overall more robust
than any singlé . To this end, Figure 4c shows the en-
semble gap g, against thevorstindividual gapr. This
shows that roughly half of the points are in gap regitne
indicating that ensemble are oftlsss robust than the least
Figure 5.Ensembles of two classi erg\(=2 ; K =3) in regime- robust individual classi er For U° ensembles this directly
(aandb), and regime® with r¢ = 0 and henc®g = f0g (c). implies regime . The same ndings hold for the real-world
classi ers in Appendix B: for all of them the constituent

. . . models are on average more robust than the ensemble.
key nding: ensembling can do little to boost the robustness

of a set of already robust classi ers. We illustrate this in Ensembles can result in zero robustnes$o make matters
Figure 4a: for 1000 random classi ers, we show the ggp ~ worse, not only is it possible thag, is smaller than all
vsT for the weights ; that maximized, for the specic  individual gaps, but it can even bei., Qg = f0g.
ensemble. The margin of improvement via ensembling i<
the gap between the diagonal and the bottom boundary ¢
the orange region and indeed decreases tor® ak

Proposition 4. For any set ofN 2 classi ers satisfy-
ing c, , there exist weights; for which the resulting
ensemble hasg, = 0 and a certi ed perturbation set
In practice, the prediction gap gains are likely even Qg = f0g. (Proof on p. 25)
smaller. Most ensembles of random classi ers stay far from

the bound and have even lower ensemble gapigairthan Figure 5¢ shows an examplerg, = 0. Therefore, ensem-

%Iing not only can reduce robustness but can also result in
an entirely non-robust classi er. Figures B.3 and B.4 show
examples of this scenario occurring in practice.

in reality, one has to pick a single set of weighisfor all
inputsx. Often that is the uniform ensemble weighg,,

j == . We show the gap gain for random classi ers with
uniform weights in Figure 4b. Only a handful of ensemblesSame top predictions prevent gap regim®. The possi-
remain in the- regime (above the diagonal in Figure 4b) bility of ® and the complete loss of robustness is certainly
under uniform weights. The majority of the points have disappointing. However, there is a simple way to prev@nt
rg <randarein or® (under the diagonal). Therefore, from occurring. Proposition 4 constructs an ensemble which
in practice, ensembling rarely results in gap gains which idhas a decision boundary passing throughThis is only
at odds with theensembling for robustnegaradigm. This  possible if there are two classi ers in the ensemble with
is also true for real-world ensembles (see Appendix B). different top predictionsd, ). As long as all classi ers
have the same top prediction, the ensemble cannot have a

. e ) .. decision boundary passing through Not only that, but
i.e., the most robust individual classi er. However, at dif- also it will never be in regime, as illustrated by the red

_fere_nt inputsx the pest classi er may be different. Even subset of ensembles in Figure 4c.
if gis always marginally less robust than the most robust

Regime, is possible.Figure 4b comparesf, againstr,

7
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Proposition 5. No ensemble oN classiers overK setB,. Then, the maximum improvement in the certi ed
classes withr! 0;i=1;:::;N satisfyingc, can be radiusRY of g relative to the larger one dR' andR? is
in regime®. (Proof on p. 25) " minfrl, ;r2 g

R99maxf R!; R%g :
. . ’ i 1- 2 i 1- 2 ’
Therefore, a practical way to avoid ensembles that are les minfM*M2g minfM %M =g+
robust than the least robust individual classi er is to enforce where we have de nebl ¥ asmin;g cn kioc, and as

that all classi ers have the same top prediction. MaXe=12 MaXig c, ( kioca MX): (Proof on p. 27)

Summary.Restricting the ensemble to satigfy andcg
leads to regime ; no gap gain nor gap loss (Theorem 4).
Dropping both conditions enables regimebut also®.

In the above propositiominf M 1; M 2g refers to the radius
of the least sensitive classi ere., the one with smallest
Lipschitz constant o6-Lipschitzness. measures how

However, keeping only conditiod, , prevents regim&® the Lipschitzn ran monast the cl nd classi er
while keeping- and- possible (Proposition 5). For robust € Lipschilzness ranges amongst the classes and classi ers.
=0 impliesthatall \; ., are the same and therefore,

classi ers, the best-case ensemble prediction gap gains ar?_I lassi have th Linschit tor all cl .
very small (Proposition 3). Finally, for ensembles in 10 all classi ers have e same LIpschilzness for af class pars.
On the other hand, large means that some classi ers

mode-,- and® imply 1,- and, , respectively. ) '
are more robust for some class pairs while others are very

L . , itive f icular cl irs.
4.2. Ensemble Certi cation for Different S! sensitive for particular class pairs

Proposition 7 is more restrictive when the individual clas-

si ers have large predictions gapscl( ; rgz ) and/or similar
B

Eipschitzness (small ). Both factors likely hold for robust
classi ers: the large prediction gap is necessary for a large
certi cate and the similar Lipschitzness ensures similarly
Regimes{ and, are possible for general smoothness. sized certi cates for the different classes. Therefore, in line
This follows trivially from the examples in Figure 5 as gen-with Proposition 3, the ensembling improvement is only
eral S-Lipschitzness subsumes th¥ case. Proposition 4  signi cant when the individual classi ers are not robust.
applies too, meaning that ensembles of robust classi ers ca
haveQq = f0g regardless of theig-Lipschitzness.

Section 4.1 considered tid° case where the prediction gap
regimes are enough to reason about the certi cation regime
.- .. . Itthis section, we drop th&° requirement and
show how the same results hold for general ensembles.

gu-cient conditions for improved certi€cation are re-
strictive. Focusing again on the setting of Proposition 7,
Same top predictions prevent regime . As this is anon- we can provide suf cient conditions for reginie:

existence result, it does not follow directly from Proposi- proposition 8. Take an ensemble as in Proposition 7. As-
tion 5. We would have to take into account the interaction syme two different second top predictions and that classes
of the shape and size of tiesets and the prediction gaps  that are not in the top two predictions of any individual

. ] ) classi er have low con dencés Thenf occurs when:
Proposition 6. No ensemble of classi ers as in Theorem 3

satisfyingc, can be in regime . (Proof on p. 26) fclA f clz +r§2 1;c2 9ca and fczA f c21 +r§1 2;cl 9ca :

E = 2;c2 9ca = E 1;ci 9ca
Therefore,c, is suf cient to ensure regime$ or - , and
avoid, . This improves on Theorem 4 as relaxing the (Proof on p. 28)
and U conditions enable reginfg, while still preventing
., and extends Proposition 5 to general ensembles. The conditions in Proposition 8 are rather limiting: the

second class predicted by should have low enough con-
dence byf ! and vice versa. This means that ensembling
ends up being bene cial at a xed if each classi er has a
Yifferent second prediction and all other predictions are very
close to 0. Therefore, regink is unlikely to occur unless
the classi ers are carefully regularized. Pang et al. (2019)
suggest encouraging diversity among the non-maximal pre-
dictions. Proposition 8 theoretically justi es this approach.

<e margin of improvement is still limited.  Proposition 3
showed that even in regime, the gap gain is limited. A
similar observation holds for the robustness gain of arbitrar
Si. To simplify the analysis, we assungg holds. This is
areasonable assumptiongg prevents as per Proposi-
tion 6. We will also assume that &l are of the same shape,
e.g, norms, though not necessarily of the same’siZais
allows us to work with scalar radii instead of sets.
Proposition 7. Take two classi erd 1; f 2 - Rd ! R'f Summary. The ndings from Section 4.1 hold also with-
satisfyingc, . Further, assume that alilg, = f/ f/  outtheU® assumption. Namely, all three regintes ,,

are i ok Bo-Lipschitz for some closed convex symmetric are possiblec, prevents, (Proposition 6) and the best-

_ case ensembling improvement is small for robust classi ers
5This is more general than thg® condition in Section 4.1
which restricted the sizes to also be the same. 8“Low con dences” is formally de ned in the proof.
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(Proposition 7). Furthermore, we provide suf cient condi-
tions for| but these are severely limiting (Proposition 8).

5. Discussion . . o ,
Figure 6.Highly directional certi cates

In this section, we provide some comments on the implica- can be ensembled to obtain directionally
tions and limitations of our theoretical analysis. balanced certi catesQq is constructed
for j=i=andrg, =rZ, =1.

<e conditions preventing regime , also prevent accu- ) ) . ) )

racy gain for the ensemble Proposition 6 showed that, without dl_rect rellange ond)-Lipschitzness properties,g,
prevents regime . However, ensembling cannot boost accuy-abstract interpretation (Gehr et al., 2018) or SMT solvers
racy when in thec, regime. Hence robustness seems to bdHuang et al., 2017), might be able to provide larger certi -
at odds with accuracy, in line with the robustness-accurac§ates than what our theory predicts. However, these methods

trade-off (Zhang et al., 2019; Tsipras et al., 2019). cannot provide general theoretical analysis of the type we
) o ~ offer in this work.
Ensembling can generate directionally-balanced certi€-

cates. When we have different shapes Bt andS?, an Tightening via local S-Lips’itzness In Theorems 1 and 2,
ensemble can be used to trade-off classi ers that specializ@€ required that; is S;-Lipschitz. However, we do not
in robustness in particular directions. As shown in Figure gN€cessarily need to constrain tBeLipschitzness across
this technique can be used to construct more directionallyf’® whole domain. Instead, we can work withlocally

balanced certi cates. Therefore, depending on the notion offi-Lipschitz in a se® containingx (Weng et al., 2018).

o o ) is valid only withinP, i.e., the valid certi cate isP \ Q.
<e prediction gap and S-Lips’itzness are not indepen-

dent. Throughout this paper, we treated thd_ipschitzness C usi
and the prediction gaps as two independent tools for boos@-' onclusion

ing robu_stness. Intuitively, one would_ like to hav_e as mu_ch\/\,e propose a new notion of Lipschitz continuity, namely
as possible from both: smooth classi ers with high predic-s_| jpschitzness, that offers tighter robustness certi cates.
tion gaps. However, this is not possible. The smoother gye yse this new framework to analyse the robustness prop-
classi er is, the lower its prediction gaps are likely to be.griies of ensembles of classi ers. Our results theoretically
Therefore, the robustness gains from er!sembling are ”ke|¥uggest that ensembling can improve the certi cation over
even smaller than the already conservative bounds we hage most robust individual classi er only under very strict
Appendix B offers experiments demonstrating this effect. congitions. Moreover, even when improvements are possi-

Robustness over distributions rather than single points. Ple, they are theoretically very small. In addition, we prove
Section 4 focused on point-wise robustness: all the resultf1at ensembling, if not done appropriately, can result in an
presented there are for a xed In reality, we are usually ensemble worse than the least robust constituent classi er.
interested in the expected robustness over a distribution gEven worse, it may result in a classi er with zero robustness.
inputs. Even if the ensemble performs worse than the pedpur theory suggests that boosting robustness via ensembling
individual classi er €.g, - ) atallx, it might still be overall requires all classi ers to have the same top predictions and
more robust than any individual classi er. Furthermore, thediverse second top predictions.

unfavourable conditions in Proposition 4 might exist for

somex, but it is likely that they are rare for real classi ers

and distributions. We provide experimental observations

to this effect in Appendix B. The highlight is that for all ACknowledgements

tehnsembles conS|d.ere'd,. the ensemble certi cates are smallg\rp has received funding from Toyota Motor Europe. FE and
an these of the individual classi ers for more than 50 /°PT have received funding from FiveAl. AS acknowledges
of the inputs, Hence: re_al World en_sembles seem to WOrseaartial support from the ETH Al Center fellowship. AB
robustness across distributions of inputs. has received funding from the Amazon Research Awards.
Limitations of the S-Lips~itzness analysis. Most of the  This work is supported by a UKRI grant Turing Al Fel-
results in this paper are valid within the context ®f lowship (EP/W002981/1) and the EPSRC Centre for Doc-
certi cates: inferring certi cates for ensembles from tBe  toral Training in Autonomous Intelligent Machines and Sys-
Lipschitzness properties of the individual classi ers. While tems (EP/S024050/1). AB would like to thank Konstantin
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might be conservative. Methods that construct certi categhank the Royal Academy of Engineering and FiveAl.
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A. List of symbols

For the ease of the reader, we have summarized the notation used in the paper in the following table:

i The weight of thg -th classi er in the ensemble
B A norm ball
B- A dual norm ball
c"A The class predicted by theth classi er with the highest con dence
ciB The class predicted by theth classi er with the second highest con dence
c The class predicted by the ensemble with the highest con dence
c The class predicted by the ensemble with the second highest con dence
Cy All top predictions in the ensemble are the same
Ca At least two classi ers in the ensemble differ in their top prediction
(o4 All second highest predictions in the ensemble are the same

f A classi er

fi The con dence for the-th class of the classi ef

fl Thej -th classi er in the ensemble of classi ers

g An ensemble of classiergy;:::;fn

higk  The difference of the con dence of classeandk

i Class index

i Classi er index in an ensemble

K Number of classes

L; The Lipschitz constant for thieth class

N Number of classi ers in the ensemble

Q Certi cate

Q; Certi cate for thej -th classi er in the ensemble

Qg  Certi cate for the ensemble

r{ The con dence gap between the top class and itheclass for the -th classi er in the ensemble
rf The con dence gap between the top class and ttheclass for the ensemble
T The maximum con dence gap in the ensembiea; riCB )

r The minimum con dence gap in the ensembieir; rJCB )

R Certi ed radius for thg -th classi er in the ensemble whe; is a norm ball

RY  Certi ed radius for the ensemble whe&}y is a norm ball
s Support function

S Range space of gradients
Si Range space of gradients for théh class
S/ Range space of gradients for th¢h classi er in the ensemble

Siok Range space of gradients for the difference of the con dence of classetk (h;ox)
(S)" Polar set ofS with radiusr
Smoothing Gaussian noise for randomised smoothing
U Uniform continuity regime
ue Uniform continuity regime with all classi ers having the sai@d_ipschitz for all classes
CW Class-wise continuity regime
CD  Class-difference continuity regime
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B. Experiments being in regimef . Moreover, they are all very far from

hi di q i | ) h Ithe bound on the maximum ensemble improvement from
In this appendix we describe several experiments that vali aion (10). This supports our hypothesis that, while the

date and illustrate the observations in the main body of th%ound is achievable, the improvements ensembles would
paper. see in practice would be well below it.

Expe’rimental setupWe use the ensembles trqined by Regime, occurs in practice but is also rareRegime, ,
Hlorvgth etal. (50213 thatrt]hey have releasgd pubfiche in which the ensemble fails to certify perturbations that
classi ers are based on the ResNetZO.an ResNet_SO arCI@\'/ery one of the individual classi ers certi es, does occur
tectures (He.et al., 2016) and are trained respectively op, practice as well. This is evident from the points under
CIFARIO (Krizhevsky, 2009).and ImageNet (Russakovskyy,q |ing in the middle plots in Figures B.1 and B.2 which
et al., 2015). We use randomized sr_no_oth_m_g (Lecuyer_et aIshowrg againstr. For all four ensembles, there are inputs
2019; Cohen et al., 2019) to obtain individual classi ers;, regir;e For the ResNet20 ensembles evaluated on
with known continuity properties). Concretely, a model CIFARlO,’this occurs in respectively 3.9%, 4.1% and 3.3%
smoothed with independent Gaussian noise with variaAce of the cases. The ResNet50 ensemble has 10.2% of its
is” 2= 2-Lipschitz for the'; norm (Salman et al., 2019a). ImageNet samples in regime. These are much lower

As standard with randomized smoothing, each classi €hates of occurrence than in the random ensemble in Figure 4

is traine_d With_Gaussian noise with variance matching thQNhich is in regime  for 43.2% of the inputs. Still, all four
smoothing variance (Lecuyer etal., 2019). ensembles have much larger rates of regimeompared
to regimef . Therefore, this indicates that for real-world
ensembles, most inputs are likely in regimewith some
in regime, , and very few, if any, in regimé .

We consider the following ensembles:

i. Ensemble oN =6 ResNet20 classi ers trained on ClI-
FAR10 K =10), trained and smoothed with=0:25.

ii. Ensemble ofN =6 ResNet20 classi ers trained on Cl-

FAR10 K =10), trained and smoothed with=0:50.

Ensemble oN =6 ResNet20 classi ers trained on ClI-

FAR10 K =10), trained and smoothed with=1:00.

iv. Ensemble oN =3 ResNet50 classi ers trained on Ima-
geNet K =1000), trained and smoothed with=1 :00.

Overall, the ensembles have smaller certi€cates than the
individual classi€ers. Most inputs of real-world ensembles
seem to be in regime . This means that the ensemble
prediction gap for an input (and hence certi ed radius)

is between the smallest and the largest individual classi er
gaps aix. However, this does not tell us much about how
the ensemble compares wittsiagleindividual classi er,

We construct each ensemble with uniform weighfs=  hich is what one needs in order to decide whether it is
I=v. As all classi ers comprising an ensemble have the SaM& atter to use the ensemble or a single model

S and are in the uniform continuity regim&Jj, they are
also in theU® regime. Hence, as discussed in Section 4.1\We can make this comparison with the help of the leftmost
we can directly infer the robustness certi cates from theand rightmost plots in Figures B.1 and B.2 which shgv
prediction gaps alone. against respectively the best individual classi er gagind
. . . ) the gap of one of the classi ers in the ensemb}lBe. The
Note ttr?at Iﬁr .thg. ('eé(pelrlrrenFs N thljstﬁlppendm, E{ch lots also show the average ensemble iggpand average
_T_r;izois erl toe r:1na Il\él sﬁectﬁsa?tirs %r(]jividigleglzesrsni e?s aereif dividual gaprgB across all samples. We can see that for all
. i our ensembles, the average ensemble gap is smaller than the
smooth. This is opposite to the procedure suggested by e aqe gap of the individual classi er. Therefore, as far as
Horvath etal. (2021) and Yang etal. (2022). Tresysemble the average certi ed radius is concerned, the ensembles have
rstand smoothen the ensemble second lower robustness than the individual classi er. Furthermore,
Regimef is possible but occurs rarely in practiceFrom  only between 35% and 48% of the inputs have an ensemble
the 1000 CIFAR10 inputs at which we evaluated the threggap that is larger than the individual gap. Hence, it appears
ResNet20 ensembles not a single one had an ensemble géat if one cares about robustness, they would be better off
r¢ larger than the best individual classi er gap This ~ selecting one of the individual classi ers rather than the

is shown in the left-most column in Figure B.1 that showsensemble, for all four of these examples.

g instr: i i i - .
ré, againstr: there is no points over the diagonal. The Ensembles of robust predictions can be non-robust in

Re_sNetSO_ ensembl_e, though, has 7 samples out of _500 B}actice. Proposition 4 showed that it is possible that ensem-
regime , i.e, for which the ensemble has a larger certied .o which, at a giver, all haver. > 0, when ensembled
radius than the best individual classi er (left plot in Fig- can have? = 0 and hence aCBcerti cat€, = f0g, re-

Cs ’

ure B.2). However, this amounts to only 1.4% of the iNputS 4 less of the continuity properties of the classi ers. One

"Trained models are available fatps:/github.com/
eth-sri/smoothing-ensembles
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would hope that this is a purely theoretical curiosity and
such situations do not occur in practice. However, as all
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Figure B.1.Gap of the uniform weights ensemble plotted against the best individual gap (left), the worst individual gap (center) and
against the gap of one of the constituent classi ers (right). The plots against the other classi ers are similar and are hence omitted. Each
row shows one ensemble of 6 classi ers. Each individual classi er is a smoothed ResNet20 classi er trained & idoal. (2021)

using the train split of CIFAR10 and a different random seed. For these plots, we evaluate all classi ers at the same 1000 inputs from the
CIFAR10 test split, each corresponding to a single point in the plots. The impossible region in the leftmost plots follows from the bound
from Equation (10). We have reported the average value for the horizontal and vertical axis for each plot. The percentage of inputs for
which the ensemble has a larger gap than the individual classi er, is also shown in the rightmost plots.
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