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Abstract
Ever since the work of Minsky and Papert, it has been thought that neural networks
derive their effectiveness by finding representations of the data that are invariant with
respect to the task. In other words, the representations eliminate components of the data
that vary in a way that is irrelevant. These invariants are naturally expressed with respect
to group operations, and thus an understanding of these groups is key to explaining the
effectiveness of the neural network. Moreover, a line of work in deep learning has shown
that explicit knowledge of group invariants can lead to more effective training results.
In this paper, we investigate the difficulty of discovering anything about these implicit
invariants. Unfortunately, our main results are negative: we show that a variety of questions
around investigating invariant representations are NP-hard, even in approximate settings.
Moreover, these results do not depend on the kind of architecture used: in fact, our results
follow as soon as the network architecture is powerful enough to be universal. The key
idea behind our results is that if we can find the symmetries of a problem then we can solve
it.
Keywords: Neural Networks, NP-completeness, Group Theory

1. Introduction
What does a neural network learn? One perspective on the power of deep learning is that a
neural network learns a succinct and multi-scale representation of data. This representation
is then a suitable input for the actual learning task. But what is this representation? Starting
with the early work of Minsky and Papert (1972) and continuing to this very day is the idea
that the learned representation can be expressed in terms of a group of operations that it
is invariant to. For example, a convolutional neural network learns a representation of an
image that is invariant under rotations and translations (the group operations).
Motivated by this principle, a number of researchers have investigated how one might
encode explicit invariances in a neural network (Giles and Maxwell, 1987; Shawe-Taylor,
1993; Anselmi et al., 2015b; Paul and Venkatasubramanian, 2015; Gens and Domingos, 2014)
c 2017 D. Ensign, S. Neville, A. Paul & S. Venkatasubramanian.
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or even directly learn representations that are invariant under some group action (Cohen
and Welling, 2014).
However, the basic question: “can we identify the invariants that a particular network
admits” has not been studied as extensively. Minsky and Papert (1972) showed that a
network that admits invariant representation must be expressible in terms of orbits of the
group (See Section 3 for definitions) but were silent on the problem of actually finding these
invariants given a network.
This question is important because the invariants define the representation. If we could
take any neural network and extract some information about what group operators it is
invariant to, then we could build a better representation of the data directly – much like the
work of Cohen and Welling (2014) and (Zaheer et al., 2017).
A separate and urgent concern comes from the area of transparency in machine learning
(FATML). As deep learning gets deployed in more and more decision-making settings,
the ability to explain the results (or decision) becomes more crucial, especially given the
evidence of harm caused by black-box decision-making systems (Angwin et al., 2016).
1.1. Our Contributions
We present a number of intractability results relating to extracting the invariant group for a
network. We show that the problem of identifying which group or subgroup a network is
invariant to is NP-hard. We first establish this in a setting when the inputs are boolean and
G is contained in the symmetric group, i.e., the group of permutations. We then show that
the decision version of K NAPSACK can be reduced to the problem of finding permutations
to which a network is invariant (Section 5). Our next reduction builds on it, showing that
an approximate version of the same is NP-hard as well (Section 5.1). Next, we extend this
to continuous inputs and also to more interesting groups, such as GLn (R), the group of
invertible matrices over Rn (Section 6). Our results do not depend on the kind of activation
function, they work for threshold gates, sigmoids, rectified linear units (ReLUs), etc: we
prove a general result to this effect in Section 7. This result essentially shows that any
powerful-enough class of networks resists the extraction of invariants, suggesting that there
is an explanation-expressiveness tradeoff in deep learning.

2. Related Work
The connection between groups and neural networks goes back to Minsky and Papert (1972).
They proved a group invariance theorem saying that if a neural network was invariant to
some group, then its output could be expressed as functions of the orbits of the group. While
they used this group invariance theorem to prove a limit on what a perceptron could learn,
other researchers used the same idea to try and construct neural networks that explicitly
encoded desirable invariants (Giles and Maxwell, 1987; Shawe-Taylor, 1993; Gens and
Domingos, 2014). This idea was extended further in the context of invariants for images
(Anselmi et al., 2015a,b; Poggio, 2011; Smale et al., 2010; Bouvrie et al., 2009) and speech
(Evangelopoulos et al., 2014). These ideas were generalized to Lie groups by Cohen and
Welling (2014, 2015).
A closely related concept is group equivariance — where a function and a group operator
commute. This is a similarly powerful idea that can be used for the hidden layers of a
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network, so that the group action can still be used by the network, but only after some
preprocessing is performed. Identifying useful equivariant groups allows one to generalize
deep CNNs for immediate improvements (Cohen and Welling, 2016, 2017). This is yet
another case where a group informed restriction on the neural network leads to better
performance.
A recent paper by Zaheer et al. (2017) sets out to construct a network whose output is
permutation invariant1 , and attempts to characterize all functions that can be expressed
this way. Unfortunately, they provide only a sufficient condition for the architecture to
be permutation invariant, and not a necessary one. They also illustrate the advantages
we could gain if we knew what invariances we could encode. A perfectly symmetric
problem (such as finding an outlier in a set) can be formatted as they outline, allowing for
significantly fewer parameters, a smaller internal representation, better recall, etc. It seems
reasonable to expect similar potential improvements from other identified invariances, or
even subsets of permutations.
Our results complement earlier work by Maurer (2011) showing that even if one were to
be presented with a candidate permutation as well as a network, checking if the network
is invariant to the permutation is coNP-complete. Note that this is not equivalent to our
result, which shows that even finding a single permutation that the network is invariant to
is NP-hard.
We note that while the group-theoretic perspective on representation learning has been
studied extensively, there are other approaches to understanding the representations yielded
by a neural network. Among them are approaches based on connections to kernels (Hazan
and Jaakkola, 2015; Cho and Saul, 2009) and probabilistic models (Patel et al., 2015). We
will not discuss them further in this work.

3. Preliminaries
We start by introducing some notation. The input space for a task will be denoted by D, the
set of all n-bit binary strings {0, 1}n unless otherwise specified. We will denote the labels
for the task by the set L, |L| = L: equivalently, we think of L as the outputs of the neural
network under consideration. Without loss of generality we assume that each label is an
`-bit binary string where ` = dlog Le. Let ϕ : D → L denote the function that a given neural
network implements.
Definition 1 (G-set) Let G be a group with identity e. Let D be a set. We say that D is a G-set if
there exists an operator ◦ : G × D → D such that for all d ∈ D, g, g0 ∈ G
• e◦d = d
• g ◦ ( g0 ◦ d) = ( gg0 ) ◦ d
The operator ◦ is called the group action of G on D.
1. As of writing, the authors mistakenly assert a necessary and sufficient condition for a layer to be permutation
invariant, but actually give a sufficient condition for equivariance, and then pool appropriately on all of
their final layers. The authors have been notified.
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Group actions give us a way of defining equivalence relations and invariants on G-sets.
Let us define the relation ∼ ⊂ D × D as d ∼ d0 if and only if there exists g ∈ G such that
d = g ◦ d0 . Since G is a group and its action on D is closed, ∼ is an equivalence relation and
we can denote its set of equivalence classes as the quotient D/G. These classes are called
the orbits: in particular, the orbit of an element d ∈ D is the set OG (d) = { g ◦ d| g ∈ G }
which is the equivalence class that d belongs to. Thus, orbits are the invariants of D under
G: for any orbit OG (d) ∈ D/G and g ∈ G, we know that g ◦ OG (d) = OG (d).
Definition 2 (G-invariance) A function ϕ : D → L is G-invariant if
1. D is a G-set (with action ◦)
2. ∀ g ∈ G, d ∈ D : ϕ( g ◦ d) = ϕ(d)
The idea of G-invariance formalizes the idea of a neural network being able to ignore
certain kinds of variation. For example, a properly trained CNN would be G-invariant if G
is the class of image rotations and translations.

4. Neural networks and group invariants
With the machinery of G-sets, group actions and G-invariance we can now capture the
idea of invariant representations. Suppose ϕ : D → L is G-invariant. Let h : D → D/G
be the function that maps each element d ∈ D to its orbit. Then there exists a function
ϕ0 : D/G → L such that
ϕ(d) = ϕ0 (h(d))
and thus any such function ϕ can be identified with a related function that operates only
on the invariant subsets. If we think of ϕ as the function expressed by a trained network,
then the function ϕ0 is an explanation of what the network is doing and the function h : D →
D/G is the learned invariant mapping. Thus understanding the invariant representations
captured by a neural network amounts to understanding the way in which ϕ is expressed
in terms of ϕ0 and h.
Such a representation must exist to be meaningful. We first establish that for any
classification task there is a group such that we can map the invariant subsets of D to
the labels L directly, with every orbit having a unique label. In words, for every finite
classification task there is a group whose orbits give the labels, and those orbits are given
by a group of invariances.
Let φ : D → L be a classification task on a finite input D.
Lemma 3 For every classification task φ there exists a group Gφ such that:
1. D is a Gφ -set
2. There exists a function ψ : D/Gφ → L such that:
(a) ψ is injective
(b) For all x ∈ D: ψ(OGφ ( x )) = φ( x )

4
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We call Gφ the group of invariants of φ.
Proof We will construct a particularly inefficient group. Let G be an abelian group with
|L| = L generators { g1 , · · · g L }. Let Oi = { x | φ( x ) = i } be the set of all elements labeled i
by φ. We let gi be a circle permutation of Oi 2 .
We first observe that D is a G-set. Then ∀y ∈ Oi , G ◦ y = Oi . As only gi acts on y, and
since gi is a circle permutation, it will eventually send y to any other element in Oi .
We can construct the map ψ via our group operation. Since we have L orbits (one per
generator), we select some y ∈ OG ( x ) and set ψ(OG ( x )) = φ(y). Since there are at most L
inputs, each with unique output, ψ is injective.
We can now think of invariant learning as a mapping from D to D/G. And using the
universal approximation properties of neural nets (Hornik et al., 1989; Cybenko, 1989) we
can always build a network that realizes such a mapping.
Lemma 4 For any group G and G-set D, there exists a neural network ϕ : D → D/G such that

∀ x ∈ D, ∀ g ∈ G : ϕ( x ) = ϕ( g ◦ x )

Proof Consider the function φ : D → D/G that sends each element d to its orbit OG (d).
We can construct this function directly with a hidden layer node hi for each possible input
string i1 , . . . , in , attached to each input k with weight of 1 if ik = 1, and −1 if ik = 0, with
bias of PARITY(i ) - the number of 1’s in their binary representation. We connect each of
these with weight 1 to the correct label, and give each label node a bias of 1. Clearly only
one hidden layer node can ever activate for some input, and thus only one label will be
applied. Since neural networks are universal function approximators, it is guaranteed that
one can create a network Nφ that approximates φ arbitrarily closely.
The previous two lemmas establish a complete pipeline for the invariant-based view
of learning. Given a classification task φ, Lemma 3 assures us that it can be expressed in
terms of an invariant-based representation of the data. Lemma 4 then tells us how to build
a neural network to extract this invariant representation.
What we lack is an explicit representation of the group G ϕ associated with the invariant
representation of ϕ. The next lemma tells us how we can learn about G ϕ .
Lemma 5 Given a neural network ϕ : D → L, we can find an element g ∈ G ϕ in time O( L = |L|).

Proof Take L + 1 distinct inputs, and run ϕ on each input. By the pigeonhole principle,
some pair of inputs d, d0 will have the same label. Return the group operator g which
permutes d, d0 and fixes all other inputs. Clearly our network is invariant to this operator,
as:
2. In particular, we fix some cyclic ordering of the set { x | φ( x ) = i } and then define gi as merely taking each
element to the next in the ordering. Therefore gi has order |Oi |.
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1. ∀d00 ∈ D \ { a, b} : ϕ( g ◦ d00 ) = ϕ(d00 ) as g ◦ d00 = d00
2. ϕ( g ◦ d) = ϕ(d0 ) = ϕ(d) = ϕ( gd0 ) by our choice of d, d0 .

Note that any network is a function that takes O(log D ) inputs and produces O(log L)
outputs (unless there is some mechanism enforcing 1-hot encoding), so this algorithm
potentially runs in exponential time with respect to the size of the network.

5. Finding an invariant permutation is hard
Lemma 5 shows us how to extract an element of the group Gφ . However, the algorithm
presented in Lemma 5 is inefficient and tells us very little about Gφ . The inefficiency
appears to be unavoidable since writing down an arbitrary group element that acts on D
may require | D | log | D | = n2n bits (since it may need to describe the result of the group
action for each element of D). Suppose we limit ourselves to group operators that are
compactly representable. Is it possible to extract such an element efficiently?
We show that the answer is negative. We start with an easy case where we merely ask if
there is a permutation of the bits of the input that the network is invariant to. Note that this
is a much smaller class of permutations, requiring only n log n bits to describe the group
action for a fixed group element.
Firstly, recall that a threshold gate is a gate that takes inputs x1 , x2 , . . . , xk and has a fixed
threshold τ associated with it. It has a single output that is 1 if ∑ xi ≥ τ and is 0 otherwise.
Problem 5.1 (FINDP) Input: A circuit (i.e a directed acyclic graph) ϕ of threshold gates that
takes n inputs and returns ` outputs.
Output: A permutation π : [n] → [n] (with π 6= e) of the input bits such that ϕ is π-invariant
(i.e for all d ∈ D, ϕ(d) = ϕ(π ◦ d)) or else DNE if such a permutation does not exist.
Theorem 6 FINDP is NP-hard
Proof
An instance of K NAPSACK consists of n items {1, . . . , n} each with a weight wi and value
vi , a knapsack capacity C and a total value V. The goal is to determine whether some subset
S ⊂ [n] has total weight at most C and value at least V.
The proof proceeds via a Turing reduction from K NAPSACK. We will build a circuit
encoding a verifier for K NAPSACK and via repeated invocations of FINDP will either
produce a solution or conclude that none exists.
Each intermediate circuit will have the following form. It takes k inputs, each denoted
by a variable bSj , S j ⊂ [n]. It has n + 2 hidden threshold gates. These consist of two gates
we will call W and V and n gates gi , i ∈ [n]. Finally, it has one output threshold gate O .
Each variable bS is connected to W , V and all gi , i ∈ S. The edge from bS to W has
weight − ∑i∈S wi and W has threshold −W. The edge from bS to V has weight ∑i∈S vi and
V has threshold V. The edge from bS to gi , i ∈ S has weight −1 and each gi has threshold
−1.
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Figure 1: Knapsack Recognizer
There is one edge from each of the n + 2 threshold gates to O . Each edge has weight 1
and O has threshold n + 2. The entire network is shown in Figure 1.
The proof relies on the following structural lemma.
Lemma 7 Any assignment of values to the bSj that yields an output of 1 yields a feasible solution to
K NAPSACK.
Proof Consider any two input nodes bS , bS0 where S ∩ S0 6= ∅. Let i ∈ S ∩ S0 . Since gi has
a threshold of −1, at most one of these two input nodes can be set to 1. Therefore, the set
of all bSj that are set to 1 must be a disjoint collection of sets whose union we denote by
S ⊂ [n]. Now pick all elements ai , i ∈ S as a solution to K NAPSACK. By construction, this
set must be feasible.
This defines our strategy. We will use repeated calls to FINDP to progressively construct
an assignment of values to the bSj that yield an output of 1, thus solving K NAPSACK.
Suppose FINDP returns a permutation π. Since π is not the trivial identity permutation,
it has at least one nontrivial cycle: a sequence of indices i1 , . . . , i` such that for all 1 ≤ j < `,
π (i j ) = π (i j+1 ) and π (i` ) = i1 .
Lemma 8 Let i, j be two elements in a cycle of π. For any solution b = b1 , . . . , bk that causes the
network to output a 1 there is another solution b0 = b10 , b20 , . . . , bk0 such that one of the following is
true.
1. bi0 = b0j = 1
2. bi0 = b0j = 0
7
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3. bi0 = 1, b0j = 0
Proof Take a solution in which bi = 0, b j = 1. Then because of the invariance of π, the
assignment π (b) is also a solution. Let k be such that π k (i ) = j (such a k must exist since i, j
are in the same cycle of π). Then in the assignment b0 = π k (b, we have bi0 = b j = 1 and
then we are in either the first or third case above.
We can now describe the reduction. We start with a network consisting of the inputs
b{i} , i ∈ [n] with connections to the hidden layers as described above. At each step, we
invoke FINDP. Suppose it returns a permutation π and one of its cycles contains the nodes
bS , bS0 . Then one of the following two cases occurs:
S, S0 are disjoint. We construct a new network in which the input bS0 is replaced by an
input bS∪S0 , adjusting the edge weights and connections appropriately.
Note that the only assignment from the original network that cannot be expressed
here is one in which bS = 0, bS0 = 1. However, by Lemma 8 if there is any solution,
then the original network is guaranteed to have at least one solution without this
assignment, and so the new network has a solution as well. Conversely, any solution
in the new network can be expressed in terms of the old one: this is because bS and
bS∪S0 cannot both be set to 1 in a solution due to the hidden nodes gi , i ∈ S, and all
other possible assignments to bS and bS∪S0 can be expressed in terms of bS and bS0 .
S, S0 are not disjoint. We first observe that in any solution, bS , bS0 cannot both be set to
1. Suppose one of them is 0 and the other is 1. By Lemma 8 we can assume that
bS = 1, bS0 = 0. Alternately, both bS = 0 and bS0 = 0. In either case, we have bS0 = 0
and can remove that node from the input, adjusting all weights accordingly.
Alternatively, FINDP returns DNE. Suppose for contradiction that this K NAPSACK
instance has no satisfying assignments. Then all assignments to the inputs must return 0,
and FINDP should have been able to return any permutation of the inputs. Therefore it
must be the case that ∀π ∈ Sm , there is some input assignment d such that ϕ(d) 6= ϕ(π ◦ d).
But since the network only returns two values, we know that either ϕ(d) or ϕ(π ◦ d) must
return 1 and so by Lemma 7 this input must yield a feasible solution to K NAPSACK.
What remains is to show that this reduction runs in polynomial time. We first observe
that after each invocation of FINDP, the number of inputs either reduces by one or stays
the same. Since the network is initialized with n inputs, it has at most n inputs in each
intermediate step.
After each invocation of FINDP, there is at most a linear amount of work as we update
the edge weights for a deleted or replaced input node. Thus, what remains is to determine
the number of invocations of FINDP.
Let us call the operation of replacing the pair bS , bS0 by bS , bS∪S0 a merge operation. We
say that each element of S0 is associated with bS∪S0 . If we remove a node bS , we call this a
deletion and say that each element of S participates in the deletion. Each element i ∈ [n]
starts off being associated with the input node b{i} . At any stage, each such element is
associated with exactly one node, and its association can change at most n times. Once a
node is deleted, all elements associated with that node are never associated with any node
8
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again. Charge each element one unit each time its association changes. Each element is
charged at most n times, and there can be at most n deletion operations. Therefore, the total
number of invocations of FINDP is at most O(n2 ), and at each stage the network has at
most O(n2 ) edges in it.
Let the running time for an invocation of FINDP on a network with E edges be
FINDP ( E). Then the running time of the algorithm for K NAPSACK is at most O(n2 ( FINDP (n2 ) +
n)) which is polynomial if FINDP can be implemented in polynomial time.

5.1. Approximate group operators are hard to find
In practice, there are many symmetries that aren’t perfectly invariant. For example, we
expect an image recognizer to have trouble if we translate the image too far, or if the original
subject was at the edge of its view. Likewise, there may be special cases where it would
make sense for some invariance to fail, but we would expect these cases to be relatively
sparse, and perhaps even unimportant for the task we’re interested in. In this section we
introduce two separate problems to deal with these cases, and show both are hard.
Recall that a group operation π is said to be invariant if for all inputs x ∈ D : ϕ( x ) =
ϕ ( π ◦ x ).
Definition 9 (Deficient invariant) A group element π is said to be a deficient invariant if it
is invariant on all of D except some small subset Q ⊂ D, that is: ∀ x ∈ D \ Q, ϕ( x ) = ϕ(π ◦ x ),
where | Q| = O(poly(n)). If π is a deficient invariant of ϕ, we say ϕ is deficiently π-invariant.
Problem 5.2 (DEFICIENTFINDP) Input: A circuit (i.e a directed acyclic graph) ϕ of threshold
gates that takes n inputs and returns ` outputs.
Output: A permutation π : [n] → [n] (with π 6= e) of input bits such that ϕ is deficiently
π-invariant, or DNE if such a permutation does not exist.
Deficient invariants are promising, as they make it easier for a particular permutation to
be an invariant, and make it somewhat more difficult to show a specific permutation is not
an invariant. They also can be robust to some mistakes by the network — perhaps those
inputs in Q are actually mislabeled.
Definition 10 (Approximate invariant) Let e > 0. We say a group operation π is an eapproximate invariant if ∀ x ∈ D : | ϕ( x ) − ϕ(π ◦ x )|∞ ≤ e.
Approximate invariants reduce to exact invariants for discrete label spaces. When we
instead allow L = [0, 1]n , and use continuous activation functions like the sigmoid function
σ( x ) = 1+1e−x , the question now becomes nontrivial.
Problem 5.3 (APPROXFINDP e )
Input: A circuit (i.e a directed acyclic graph) ϕ of sigmoid gates that takes n inputs and returns
` outputs.
Output: A permutation π such that ϕ is approximately invariant to π, or DNE if none exists.
We now state and sketch proofs for the related theorems.
9
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Figure 2: checking that a [0, 1] variable is in {0, 1}
Theorem 11 DEFICIENTFINDP is NP-hard.
Proof [Sketch] The proof follows along the lines of Theorem 6. The main idea is to create
padded instances (both on input and output) of the verifier for K NAPSACK and run the
self-reducibility protocol as before. This has the effect of multiplying solutions into many
more solutions, so that DEFICIENTFINDP acts as FINDP. The details are presented in
Appendix A.
Theorem 12 APPROXFINDP e is NP-hard.
Proof [Sketch] The main idea here is to take the threshold gates that form an instance to
FINDP and replace them by appropriately weighted sigmoid gates. By setting parameters
appropriately (as a function of e) we can show that a solution to APPROXFINDP will also
be a valid solution to FINDP. The details are presented in Appendix A.2.

5.2. Continuous domains are also hard
Our results extend to the case when the inputs are continuous, rather than discrete (for
example, in the case of images).
Theorem 13 FINDP is NP-hard on continuous input neural networks.
We briefly sketch the main idea. The key insight is the simple network shown in Figure
2. When this network is given any real value r within [0,1], the top node activates when
r · 1 ≥ 1, while the bottom node activates when −r ≥ 0 =⇒ r ≤ 0. Our output node
activates only when one of these two activate, and thus we have a ’discrete recognizer’ built
into a continuous neural network. During any of the previous reductions, one can change
our input constraints from boolean to the continuous interval [0, 1], add these ’discrete
recognizer’ hidden layer nodes to the construction, and all results still hold.
This same idea can be generalized to inputs on all of R. We defer the details to an
extended version of this abstract.

10
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6. Finding invariants in GLn (R) is hard
Thus far, we have considered generic groups of invariants. It is conceivable that by adding
more structure to the group we are searching over, the problem might get easier. Consider
for example the general linear group GLn (R) defined over continuous inputs. While this
class contains permutations as a subgroup, it also contains other groups including the group
of rotations, and one might hope that in a larger class it is easier to find some invariant.
Problem 6.1 (FINDGL) Input: A neural network ϕ of threshold gates that takes n inputs and
returns ` outputs.
Output: A matrix M ∈ GLn ( R) (with M 6= I ) such that ϕ is M-invariant (i.e for all
d ∈ D, ϕ(d) = ϕ( Md)) or else DNE if no such matrix exists.
Unfortunately, this problem is also hard.
Theorem 14 FINDGL is NP-hard
Proof [Sketch] Unfortunately, the larger class of invariants does not help. We prove this
result via reduction from FINDP. In effect, we show that we can modify a given instance of
FINDP so that the only possible invariants are permutations. Invoking a call to FINDGL
then yields such a permutation if it exists, solving FINDP. We defer the proof to Appendix
B.

7. General Networks
Of course, most neural networks used in practice are not threshold networks, and often
have weight tying or other particular structures. Perhaps some of these make recovering
permutations easier? While it is difficult to show that all such architectures are insufficient,
there are several properties that we expect from a good architecture that imply recovering
is difficult. The next definition outlines these properties.
Definition 15 (General Network Architectures) Let NN be a set of functions φ, which we
think of as all neural networks sharing some common architecture. We call a neural net architecture
NN general if it satisfies the following criteria:
Universality. For every circuit c, ∀e > 0, there exists f ∈ NN such that | f ( x ) − c( x )| < e for
all inputs x.
Succinctness. All such f ( x ) use weights, nodes, layers, etc of size POLY ( 1e , n).
Constructiveness. There is an oracle O which takes a circuit and epsilon, and generates a satisfying
f ∈ NN.
It is not hard to show that networks consisting of activations such as threshold functions,
sigmoid functions, tanh functions and rectified linear units (commonly denoted ReLUs)
(Pan and Srikumar, 2016) are all general. We will show that it is hard to find invariants of
any general architecture.
11
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Theorem 16 APPROXFINDP e is hard on any family of General Networks.
Proof
We follow exactly the reduction from K NAPSACK outlined in 6, but we use our assumptions on NN rather than direct modification of the neural network. We use APPROXFINDP e
to find an invariant, then apply the oracle to find the updated circuit with merged (or removed items) as suggested by Lemmas 7 and 8. Because of succinctness, each of these
networks are polynomially sized, and so total runtime will be polynomial.

8. Conclusions and Future Work
Our results establish that while a neural network may be able to identify group invariance
underlying a classification task, it cannot also be used at the same time to find them. We
have shown that extracting these invariants is hard in the cases of permutations, even
approximate ones, and GLn (R), as well as for a large class of general networks. While
neural networks are certainly encoding this information, it does not appear to be efficiently
extractable.
It should be noted our proofs can likely be generalized, and it would be interesting to
explore other potential groups. It is likely that, at least for finite input spaces, finding any
group operator that acts on a significant fraction of the inputs will be hard.
Another interesting direction is to identify special subclasses of networks where invariants can be efficiently discovered. For example, can we identify the invariants for a
perceptron relatively efficiently?
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Figure 3: Knapsack recognizer with padding

Appendix A. Hardness Proofs for Deficient and Approximate Invariants
A.1. Proof of Theorem 11
Proof We call π honest3 on an input d if ϕ(π ◦ d) = ϕ(d) - that is, d is does not need to be in
Q. First, construct our knapsack ϕ exactly as we did in the FINDP proof above. We will
modify ϕ so that every solution corresponds more than | Q| solutions, and use this to force
DEFICIENTFINDP to return an honest operator.
We add m new pad inputs pi , with 2m > | Q|, then modify our knapsack ϕ to have m
additional output nodes o1 , · · · , om , and send the pad inputs directly into those output
nodes. By this we mean that for each given pad input we add a hidden layer node hi with
threshold 0.5 which then takes in pi with weight 1. For each oi we add an edge from hi with
weight 1, we also add an edge from each hidden layer node in our knapsack verifier with
1
n +2
weight n+
2 . We give each oi a bias of n+3 . These values are chosen for the next Lemma.
Lemma 17 For all i, oi = pi unless the input satisfies our original KNAPSACK verifier, in which
case oi = 1
Proof Let d be some unsatisfying selection of inputs, so there must be some hidden layer
node in our original knapsack that isn’t activated. The input has either taken too many of
a single item, exceeded our capacity constraints, or has taken too little value. There are 2
cases:
pi = 1. Then the total weight coming into oi is greater than or equal to pi = 1 ≥

n +2
n +3

so oi = 1.

3. This is different from the group operation “honest”, by honest we mean that π is an actual invariant for d,
and not a ‘dishonest’ invariant (due to Q).
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1
pi = 0. Then the total weight coming into oi is at most (n + 1) n+
2 =
all n + 2 hidden layer nodes activated, so oi = 0.

n
n +1

<

n +2
n +3

because not

Note in either case, oi = pi . Hence any input that does not satisfy the KNAPSACK
instance will have label (0, p1 , · · · , pm ).
Now, suppose we have a satisfying input. In this case every hidden layer node of the
original KNAPSACK verifier is activated, all n + 2 of them. Thus the total weight going into
1
n +2
oi is ≥ (n + 2) n+
2 = 1 ≥ n+3 , so all oi = 1 regardless of pi .
Thus every solution now corresponds to 2m solutions, each with label (1, 1, . . . , 1). The
following lemma will be important in the analysis.
Lemma 18 if either of:
• π permutes one of the pi
• our network is not invariant to any π and we have ≥ 3 + m input nodes
then there must be a solution to the KNAPSACK instance.
Proof Suppose π permutes one of the pi . Since there can only be | Q| dishonest inputs, if we
pick | Q| + 1 inputs we’re guaranteed to have at least one input such that nn(π ◦ d) = nn(d).
Pick these such that the pi input is 6= our pi input after we apply π, then π has changed pi ,
and thus must have changed the output label unless d and π ◦ d are solutions.
In our second case, suppose there are no invariant permutations. Then ∀π ∈ Sn+m there
must be | Q| + 1 inputs d such that ϕ(d) 6= ϕ(π ◦ d). Suppose π does not permuate any
of the pi , and consider any d such that ϕ(d) 6= ϕ(π ◦ d). If d is a solution, we’re done, so
suppose it’s not. Note that applying π to an input string that does not satisfy our KNAPSACK
instance either doesn’t change any of the outputs (since π doesn’t permute any of the pi ), or
we have ϕ(π ◦ d) = (1, 1, · · · , 1), and π ◦ d is a solution. Hence we know there is a solution
to the orginal KNAPSACK instance.

Now, we run DEFICIENTFINDP on our network. The analysis follows.
1. Suppose there are no permutations. This can only happen if there are solutions to our
knapsack, so we return T RUE.
2. Suppose π permutes one of the pad variables pi . Then return T RUE.
3. Finally, our permutation can act entirely on the original variables. In this case we
update as we did for section 5.1 (the FINDP proof).
Because we can iteratively create smaller and smaller networks using permutations,
eventually the knapsack instance is small enough we can brute force the solution. At first
glance, one might think the approximation lets us lose solutions or find invalid permutations, however if s is a solution to our original knapsack problem, we now have 2m possible
pad inputs that, along with s, are valid solutions, and not all of them can be inside Q. Thus
16
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π must act honestly on all but a few of these inputs, but note they’re all identical — π
doesn’t act on our pad bits. Thus for π to act on only our knapsack items, it must be honest
on all solutions, and our reduction continues the same as before.
Note our construction is at most a logarithmic factor larger than the construction for
FINDP, and the runtime analysis is exactly the same.

A.2. Proof of Theorem 12
Proof The proof follows from a reduction from FINDP. Given a threshold ϕ, we can
construct an approximation ϕ0 for ϕ using sigmoid activations instead of thresholds. We
can adjust the biases so that every threshold gate in ϕ is only queried for values strictly
above or below the threshold by finding the highest precision value in the original threshold
network, say 2− p , and rounding all biases down to the nearest multiple of 2− p−1 . Note in
the proof for FINDP, we were able to use only integer weights and Z 12 biases, rounding all
biases to the nearest Z + 12 will suffice. For simplicity we’ll assume the same here.
Choose any e < 14 . We want to ensure the approximation is within 2e so that the
combined error of 2 inputs will not exceed e. To do this we need only scale all weights and
biases by O( 1e ), with the constent depending on the precision of the biases and weights.
Once we’ve constructed ϕ0 , we run APPROXFINDP e . There are two cases:
1. Suppose we find π, an e-approximate invariant of ϕ0 then π is also an invariant
of ϕ, since our outputs were 0, 1, our new outputs are 0 ± e, 1 ± e, and so for all x,
| ϕ0 ( x ) − ϕ(π n ◦ x )| < e =⇒ ϕ( x ) = ϕ(π n ◦ x ).
2. Suppose we do not find any e-approximate invariant π. Then no π can be an invariant
of ϕ as we would have for all x ∈ D, ϕ( x ) = ϕ(πx ) =⇒ | ϕ0 ( x ) − ϕ(πx )| < e, so π
would also be e-approximately invariant.
Hence we’ve reduced FINDP to APPROXFINDP. Note ϕ0 uses the same sized network
as ϕ with O(− log(e)) longer weights, so this reduction is polynomially sized. Additionally,
our reduction requires only a single call to APPROXFINDP, and O(| ϕ|2 ) multiplications,
so if APPROXFINDP were in P, then FINDP would be too.

We remark that sigmoid functions are not critical to this proof. Any activation function
that can concisely approximate a threshold gate with reasonable coefficients will give the
same result.

Appendix B. Proof of Theorem 14
Proof We prove this via reduction from FINDP. Suppose we have an oracle for FINDGL.
We will take a network instance ϕ for FINDP and create a new threshold network ϕ0 such
that its only possible invariants are permutations. We make the following changes to ϕ to
construct ϕ0 :
1. relax the inputs of ϕ to Rn
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2. add a new label B to ` (to denote the label bad), and a corresponding output node to
ϕ0 .
3. For each input node xi , we add 4 new hidden layer nodes:
(a) g1i = threshold ( xi ≥ 1), which is made by attaching xi to g1i with weight 1, and
giving g1i a bias of 1.
(b) g0i = threshold ( xi ≥ 0), which is made by attaching xi to g0i with weight 1, and
giving g0i a bias of 0.
(c) l1i = threshold ( xi ≤ 1), which is made by attaching xi to l1i with weight −1,
and giving l1i a bias of −1.
(d) l2i = threshold ( xi ≤ 0), which is made by attaching xi to l0i with weight −1,
and giving l0i a bias of 0.
Note 3 of these activate if and only if xi ∈ {0, 1}, otherwise only 2 activate.
4. Let wi,o denote the weight from the ith node in ϕ to o (which is 0 if no such edge
exists), and bo the bias of o. For each output node o in ϕ, let Ko = 1 + |bo | + ∑i |wi,o |, ie
Ko one greater than the maximum magnitude ϕ can input to o. For each output node
o we add edges from g1i , g0i , l1i , l0i to o with weight Ko , and increase the bias of o by
3nK. Thus if any input is not binary, then every output except B will be 0, and if the
input is binary, then the outputs of ϕ0 will behave as ϕ.
5. Connect B only to our new hidden layer nodes g1i , g0i , l1i , l0i for all i, each with
weight −1 and give B bias 0.5 − 3n.
Note that ϕ0 has only O(n) new nodes and O(log | ϕ|) larger weights, so this is a polynomially bigger instance.
Lemma 19 ϕ0 is identical to ϕ for x ∈ {0, 1}n , and ϕ0 labels all other inputs B.
Proof If x 6∈ {0, 1}n then less than 3n of the new hidden layer nodes will be active, so B
will be activated, and no output node will activate as:

∑ ah + bo + K ∑( g1i (x) + g0i + l1i + l0i ) − 3nK < K + 3(n − 1)K + 2K − 3nK = 0

h∈ ϕ

i

by our choice of Ko .
Similarly, if x ∈ {0, 1}n then 3n of our hidden layer nodes will be active, and since
−3n ≤ 0.5 − 3n, we will not apply the label B. Each of the outputs of ϕ0 compute:
3nKo + ∑ ai ≤ 3nKo + bo ↔
i

thus all

{0, 1}n

∑ a i ≤ bo
i

inputs keep their previous labels.

Now, we run FINDGL on ϕ0 . Suppose we get some matrix M. M find must fix {0, 1}n ,
as otherwise there would exist some d ∈ {0, 1}n such that Md is not {0, 1}n , but then
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ϕ0 ( Md) = B 6= ϕ0 (d). Further, note the only matrices in GL that fix {0, 1}n are permutations,
so M must be a permutation matrix, and we return it as the answer to FINDP. Now, suppose
FINDGL returns DNE. Because any permutation preserves {0, 1}n and ϕ( x ) = ϕ0 ( x ) for
x ∈ {0, 1}n , it must be that ϕ is not invariant to any permutation, so we can return DNE for
FINDP as well.
Similarly, if there is a valid permutation P such that ϕ unrelaxed is P invariant then the
modified network for FINDGL is also P invariant, as every input in B remains in B under
permutation (there’s still some non-{0, 1} input) and every input in {0, 1}n has kept their
original label.
Since the reduction consists only of computing relatively short sums, O(n) new nodes
and a single call to FINDGL, the reduction is polynomial.

B.0.1. A LOWER BOUND FOR WRITING AN ARBITRARY GROUP ACTION
We differ for a moment to discuss a lower bound on specifying an arbitrary group action.
Fix D, a finite space of size 2n . Suppose D is a G-set for some group G. How much space
do we need to speficy the action of a single operator g ∈ G on D without any assumptions
about G?
The only constraint is that g◦ is a bijection, so that it can have an inverse.
Proposition 20 g◦ is invertible.
Proof This follows from the fact that g is invertible in G, hence:
d = e ◦ d = g −1 g ◦ d = g −1 ◦ ( g ◦ d )
by definition, and G-set properties. So g−1 ◦ is the inverse of g◦.
Since we have no assumptions about G, g can have any order (and it will always have
an order, any bijection on a finite set does). Further, any bijection g◦ associates with itself,
so any bijection is possible as a group action.
How many bijections are there? Order the elements of D. The first element could
be sent anywhere (including itself), so we have | D | choices. The second can be mapped
to anywhere except the element the first was mapped to, so we have | D | − 1 choices. In
general, for the ith choice we have | D | − i + 1 remaining options. The number of options
is independent of all other choices, so the total number of such bijections is | D |!, hence
we must have log(| D |!) ∼ | D | log(| D |) − | D | bits (stirlings approximation) to specify an
arbitrary group operators action on D.
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