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Abstract
Motivated by safety-critical applications, testtime attacks on classiﬁers via adversarial examples has recently received a great deal of attention.
However, there is a general lack of understanding
on why adversarial examples arise; whether they
originate due to inherent properties of data or due
to lack of training samples remains ill-understood.
In this work, we introduce a theoretical framework
analogous to bias-variance theory for understanding these effects. We use our framework to analyze the robustness of a canonical non-parametric
classiﬁer – the k-nearest neighbors. Our analysis shows that its robustness properties depend
critically on the value of k – the classiﬁer may
be inherently non-robust for small k, but its robustness approaches that of the Bayes Optimal
classiﬁer for fast-growing k. We propose a novel
modiﬁed 1-nearest neighbor classiﬁer, and guarantee its robustness in the large sample limit. Our
experiments 1 suggest that this classiﬁer may have
good robustness properties even for reasonable
data set sizes.

1. Introduction
Machine learning is increasingly applied in security-critical
domains such as automotive systems, healthcare, ﬁnance
and robotics. To ensure safe deployment in these applications, there is an increasing need to design machine-learning
algorithms that are robust in the presence of adversarial attacks.
A realistic attack paradigm that has received a lot of recent
attention (Goodfellow et al., 2014; Papernot et al., 2016a;
Szegedy et al., 2013; Papernot et al., 2017b) is test-time
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attacks via adversarial examples. Here, an adversary has
the ability to provide modiﬁed test inputs to an alreadytrained classiﬁer, but cannot modify the training process in
any way. Their goal is to perturb legitimate test inputs by a
“small amount” in order to force the classiﬁer to report an
incorrect label. An example is an adversary that replaces a
stop sign by a slightly defaced version in order to force an
autonomous vehicle to recognize it as an yield sign. This
attack is undetectable to the human eye if the perturbation
is small enough.
Prior work has considered adversarial examples in the context of linear classiﬁers (Lowd and Meek, 2005), kernel
SVMs (Biggio et al., 2013) and neural networks (Szegedy
et al., 2013; Goodfellow et al., 2014; Papernot et al., 2017b;
2016a; Moosavi-Dezfooli et al., 2016). However, most of
this work has either been empirical, or has focussed on developing theoretically motivated attacks and defenses. Consequently, there is a general lack of understanding on why
adversarial examples arise; whether they originate due to
inherent properties of data or due to lack of training samples
remains ill-understood.
This work develops a theoretical framework for robust learning in order to understand the effects of distributional properties and ﬁnite samples on robustness. Building on traditional
bias-variance theory (Friedman et al., 2000), we posit that a
classiﬁcation algorithm may be robust to adversarial examples due to three reasons. First, it may be distributionally
robust, in the sense that the output classiﬁer is robust as the
number of training samples grow to inﬁnity. Second, even
the output of a distributionally robust classiﬁcation algorithm may be vulnerable due to too few training samples
– this is characterized by ﬁnite sample robustness. Finally,
different training algorithms might result in classiﬁers with
different degrees of robustness, which we call algorithmic
robustness. These quantities are analogous to bias, variance
and algorithmic effects respectively.
Next, we analyze a simple non-parametric classiﬁcation
algorithm: k-nearest neighbors in our framework. Our analysis demonstrates that large sample robustness properties of
this algorithm depend very much on k.
Speciﬁcally, we identify two distinct regimes for k with
vastly different robustness properties. When k is constant,
we show that k-nearest neighbors has zero robustness in the

Analyzing the Robustness of Nearest Neighbors to Adversarial Examples

large sample limit in regions where p(y = 1|x) lies in (0, 1).
This is in contrast with accuracy,
√ which may be quite high
in these regions. For k = Ω( dn log n), where d is the
data dimension and n is the sample size, we show that the
robustness region of k-nearest neighbors approaches that of
the Bayes Optimal classiﬁer in the large sample limit. This
is again in contrast with accuracy, where convergence to
the Bayes Optimal accuracy is known for a much slower
growing k (Devroye et al., 1994; Chaudhuri and Dasgupta,
2014).
√
Since k = Ω( dn log n) is too high to use in practice with
nearest neighbors, we next propose a novel robust version of
the 1-nearest neighbor classiﬁer that operates on a modiﬁed
training set. We provably show that in the large sample limit,
this algorithm has superior robustness to standard 1-nearest
neighbors for data distributions with certain properties.

There has been a body of work on the convergence and
consistency of nearest-neighbor classiﬁers and their many
variants (Cover and Hart, 1967; Stone, 1977; Kulkarni and
Posner, 1995; Devroye and Wagner, 1977; Chaudhuri and
Dasgupta, 2014; Kontorovich and Weiss, 2015); all these
works however consider accuracy and not robustness.

Finally, we validate our theoretical results by empirically
evaluating our algorithm on three datasets against several
popular attacks. Our experiments demonstrate that our algorithm performs better than or about as well as both standard
1-nearest neighbors and nearest neighbors with adversarial
training – a popular and effective defense mechanism. This
suggests that although our performance guarantees hold
in the large sample limit, our algorithm may have good
robustness properties even for realistic training data sizes.

In the asymptotic regime, (Cover and Hart, 1967) shows
that the accuracy of 1-nearest neighbors converges in the
large sample limit to 1 − 2R∗ (1 − R∗ ) where R∗ is the
expected error rate of the Bayes Optimal classiﬁer. This
implies that even 1-nearest neighbor may achieve relatively
high accuracy even when p(y = 1|x) is not 0 or 1. In
contrast, we show that 1-nearest neighbor is inherently nonrobust when p(y = 1|x) ∈ (0, 1) under some continuity
conditions.

1.1. Related Work
Adversarial examples have recently received a great deal
of attention (Goodfellow et al., 2014; Biggio et al., 2013;
Papernot et al., 2016a; Szegedy et al., 2013; Papernot et al.,
2017b). Most of the work, however, has been empirical,
and has focussed on developing increasingly sophisticated
attacks and defenses.
1.1.1. R ELATED W ORK ON A DVERSARIAL E XAMPLES
Prior theoretical work on adversarial examples falls into two
categories – analysis and theory-inspired defenses. Work on
analysis includes (Fawzi et al., 2016), which analyzes the
robustness of linear and quadratic classiﬁers under random
and semi-random perturbations. (Hein and Andriushchenko,
2017) provides robustness guarantees on linear and kernel
classiﬁers trained on a given data set. (Gilmer et al., 2018)
shows that linear classiﬁers for high dimensional datasets
may have inherent robustness-accuracy trade-offs.
Work on theory-inspired defenses include (Madry
˛
et al.,
2017; Kolter and Wong, 2017; Aman Sinha, 2018), who
provide defense mechanisms for adversarial examples in
neural networks that are relaxations of certain principled
optimization objectives. (Katz et al., 2017) shows how
to use program veriﬁcation to certify robustness of neural
networks around given inputs for small neural networks.

Our work differs from these in two important ways. First,
unlike most prior work which looks at a given training
dataset, we consider effects of the data distribution and
number of samples, and analyze robustness properties in the
large sample limit. Second, unlike prior work which largely
focuses on parametric methods such as neural networks, our
focus is on a canonical non-parametric method – the nearest
neighbors classiﬁer.
1.1.2. R ELATED W ORK ON N EAREST N EIGHBORS

For larger k, the accuracy of k-nearest neighbors is known to
converge to that of the Bayes Optimal classiﬁer if kn → ∞
and kn /n → 0 as the sample size n → ∞. We show that
the robustness also converges to that of the Bayes Optimal
classiﬁer when kn grows at a much higher rate – fast enough
to ensure uniform convergence. Whether this high rate is
necessary remains an intriguing open question.
Finite sample rates on the accuracy of nearest neighbors are
known to depend heavily on properties of the data distribution, and there is no distribution free rate as in parametric
methods (Devroye and Wagner, 1977). (Chaudhuri and Dasgupta, 2014) provides a clean characterization of the ﬁnite
sample rates of nearest neighbors as a function of natural
interiors of the classes. Here we build on their results by
deﬁning a stricter, more robust version of interiors and providing bounds as functions of these new robust quantities.
1.1.3. OTHER R ELATED W ORK
(Amsaleg et al., 2016) provides a method for generating adversarial examples for nearest neighbors, and shows that the
effectiveness of attacks grow with intrinsic dimensionality.
Finally, (Papernot et al., 2016b; 2017b) provides black-box
attacks on substitute classiﬁers; their experiments show that
attacks from other types of substitute classiﬁers are not successful on nearest neighbors; our experiments corroborate
these results.
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2. The Setting and Deﬁnitions
2.1. The Basic Setup
We consider test-time attacks in a white box setting, where
the adversary has full knowledge of the training process –
namely, the type of classiﬁer used, the training data and any
parameters – but cannot modify training in any way.
Given an input x, the adversary’s goal is to perturb it so as
to force the trained classiﬁer f to report a different label
than f (x). The amount of perturbation is measured by an
application-speciﬁc metric d, and is constrained to be within
a radius r. Our analysis can be extended to any metric, but
for this paper we assume that d is the Euclidean distance for
mathematical simplicity; we also focus on binary classiﬁcation, and leave extensions to multiclass for future work.
Finally, we assume that unlabeled instances are drawn from
an instance space X , and their labels are drawn from the
label space {0, 1}. There is an underlying data distribution
D that generates labeled examples; the marginal over X of
D is µ and the conditional distribution of labels given x is
denoted by η.
2.2. Robustness and astuteness
We begin by deﬁning robustness, which for a classiﬁer f at
input x is measured by the robustness radius.
Deﬁnition 2.1 (Robustness Radius). The robustness radius
of a classiﬁer f at an instance x ∈ X , denoted by ρ(f, x),
is the shortest distance between x and an input x� to which
f assigns a label different from f (x):
ρ(f, x) = inf {∃x� ∈ X ∩ B(x, r) s.t f (x) �= f (x� )}
r

Observe that the robustness radius measures a classiﬁer’s
local robustness. A classiﬁer f with robustness radius r at
x guarantees that no adversarial example of x with norm
of perturbation less than r can be created using any attack
method. A plausible way to extend this into a global notion
is to require a lower bound on the robustness radius everywhere; however, only the constant classiﬁer will satisfy this
condition. Instead, we consider robustness around meaningful instances, that we model as examples drawn from the
underlying data distribution.
Deﬁnition 2.2 (Robustness with respect to a Distribution).
The robustness of a classiﬁer f at radius r with respect
to a distribution µ over the instance space X , denoted by
R(f, r, µ), is the fraction of instances drawn from µ for
which the robustness radius is greater than or equal to r.
R(f, r, µ) = Pr (ρ(f, x) ≥ r)
x∼µ

Finally, observe that we are interested in classiﬁers that
are both robust and accurate. This leads to the notion of

astuteness, which measures the fraction of instances on
which a classiﬁer is both accurate and robust.
Deﬁnition 2.3 (astuteness). The astuteness of a classiﬁer
f with respect to a data distribution D and a radius r is
the fraction of examples on which it is accurate and has
robustness radius at least r; formally,
AstD (f, r) =

Pr (ρ(f, x) ≥ r, f (x) = y),

(x,y)∼D

Observe that astuteness is analogous to classiﬁcation accuracy, and we argue that it is a more appropriate metric if we
are concerned with both robustness and accuracy. Unlike accuracy, astuteness cannot be directly empirically measured
unless we have a way to certify a lower bound on the robustness radius. In this work, we will prove bounds on the
astuteness of classiﬁers, and in our experiments, we will
approximate it by measuring resistance to standard attacks.
2.3. Sources of Robustness
There are three plausible reasons why classiﬁers lack robustness – distributional, ﬁnite sample and algorithmic. These
sources are analogous to bias, variance, and algorithmic
effects respectively in standard bias-variance theory.
Distributional robustness measures the effect of the data
distribution on robustness when an inﬁnitely large number
of samples are used to train the classiﬁer. Formally, if Sn
is a training sample of size n drawn from D and A(Sn , ·)
is a classiﬁer obtained by applying the training procedure
A on Sn , then the distributional robustness at radius r is
limn→∞ ESn ∼D [R(A(Sn , ·), r, µ)].

In contrast, for ﬁnite sample robustness, we characterize
the behaviour of R(A(Sn , ·), r, µ) for ﬁnite n – usually by
putting high probability bounds over the training set. Thus,
ﬁnite sample robustness depends on the training set size
n, and quantiﬁes how it changes with sample size. Finally,
robustness also depends on the training algorithm itself;
for example, some variants of nearest neighbors may have
higher robustness than nearest neighbors itself.
2.4. Nearest Neighbor and Bayes Optimal Classiﬁers
Given a training set Sn = {(X1 , Y1 ), . . . , (Xn , Yn )} and a
test example x, we use the notation X (i) (x) to denote the
i-th nearest neighbor of x in Sn , and Y (i) (x) to denote the
label of X (i) (x).
Given a test example x, the k-nearest neighbor classiﬁer
Ak (Sn , x) outputs:
= 1,
= 0,

if Y (1) (x) + . . . + Y (k) (x) ≥ k/2

otherwise.

The Bayes optimal classiﬁer g over a data distribution D
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has the following classiﬁcation rule:
�
1 if η(x) = Pr(y = 1|x) ≥ 1/2;
g(x) =
0 otherwise.

(1)

3. Robustness of Nearest Neighbors
How robust is the k-nearest neighbor classiﬁer? We show
that it depends on the value of k. Speciﬁcally, we
√ identify
two distinct regimes – constant k and k = Ω( dn log n)
where d is the data dimension – and show that nearest neighbors has different robustness properties in the two.
3.1. Low k Regime
In this region, k is a constant that does not depend on the
training set size n. Provided certain regularity conditions
hold, we show that k-nearest neighbors is inherently nonrobust in this regime unless η(x) ∈ {0, 1} – in the sense that
the distributional robustness becomes 0 in the large sample
limit.
Theorem 3.1. Let x ∈ X ∩ supp(µ) such that (a) µ is
absolutely continuous with respect to the Lebesgue measure
(b) η(x) ∈ (0, 1) (c) η is continuous with respect to the
Euclidean metric in a neighborhood of x. Then, for ﬁxed k,
ρ(Ak (Sn , ·), x) converges in probability to 0.
Remarks. Observe that Theorem 3.1 implies that the distributional robustness (and hence astuteness) in a region
where η(x) ∈ (0, 1) is 0. This is in contrast with accuracy;
for 1-NN, the accuracy converges to 1 − 2R∗ (1 − R∗ ) as
n → ∞, where R∗ is the error rate of the Bayes Optimal
classiﬁer, and thus may be quite high.
The proof of Theorem 3.1 in the Appendix shows that the absolute continuity of µ with respect to the Lebesgue measure
is not strictly necessary; absolute continuity with respect to
an embedded manifold will give the same result, but will
result in a more complex proof.
In the Appendix A (Theorem A.2), we show that k-nearest
neighbor is astute in the interior of the region where η ∈
{0, 1}, and provide ﬁnite sample rates for this case.
3.2. High k Regime
Prior work has shown that in the large sample limit, the
accuracy of the nearest neighbor classiﬁers converge to the
Bayes Optimal,
√ provided k is set properly. We next show
that if k is Ω( dn log n), the regions of robustness and the
astuteness of the k nearest neighbor classiﬁers also approach
the corresponding quantities for the Bayes Optimal classiﬁer
as n → ∞. Thus, if the Bayes Optimal classiﬁer is robust,
then so is k-nearest neighbors in the large sample limit.
√
The main intuition is that k = Ω( dn log n) is large enough
for uniform convergence – where, with high probability, all

Euclidean balls with k examples have the property that the
empirical averages of their labels are close to their expectations. This guarantees that for any x, the k-nearest neighbor
reports the same label as the Bayes Optimal classiﬁer for all
x� close to x. Thus, if the Bayes Optimal classiﬁer is robust,
so is nearest neighbors.
3.2.1. D EFINITIONS
We begin with some deﬁnitions that we can use to characterize the robustness of the Bayes Optimal classiﬁer. Following (Chaudhuri and Dasgupta, 2014), we use the notation
B o (x, r) to denote an open ball and B(x, r) to denote a
closed ball of radius r around x. We deﬁne the probability
radius of a ball around x as:
rp (x) = inf{r | µ(B(x, r)) ≥ p}
We next deﬁne the r-robust (p, Δ)-strict interiors as follows:
+
Xr,Δ,p

=

−
Xr,Δ,p

=

{x ∈ supp(µ) | ∀x� ∈ B o (x, r),

∀x�� ∈ B(x� , rp (x� )), η(x�� ) > 1/2 + Δ}
{x ∈ supp(µ) | ∀x� ∈ B o (x, r),

∀x�� ∈ B(x� , rp (x� )), η(x�� ) < 1/2 − Δ}

What is the signiﬁcance of these interiors? Let x� be an
instance such that all x�� ∈ B(x� , rp (x� )) have η(x�� ) >
1/2 + Δ. If p ≈ nk , then the k points x�� closest to x� have
η(x�� ) > 1/2 + Δ. Provided the average of the labels of
these points is close to expectation, which happens when k
is large relative to 1/Δ, k-nearest neighbor outputs label 1
on x� . When x is in the r-robust (p, Δ)-strict interior region
+
Xr,Δ,p
, this is true for all x� within distance r of x, which
means that k-nearest neighbors will be robust at x. Thus,
the r-robust (p, Δ)-strict interior is the region where we
natually expect k-nearest neighbor to have robustness radius
1
r, when k is large relative to Δ
and p ≈ nk .

Readers familiar with (Chaudhuri and Dasgupta, 2014)
will observe that the set of all x� for which ∀x�� ∈
B(x� , rp (x� )), η(x�� ) > 1/2 + Δ forms a stricter version of
the (p, Δ)-interiors of the 1 region that was deﬁned in this
work; these x� also represent the region where k-nearest
neighbors are accurate when k ≈ max(np, 1/Δ2 ). The rrobust (p, Δ)-strict interior is thus a somewhat stricter and
more robust version of this deﬁnition.
3.2.2. M AIN R ESULTS

We begin by characterizing where the Bayes Optimal classiﬁer is robust.
Theorem 3.2. The Bayes Optimal classiﬁer has robustness
+
−
radius r at x ∈ Xr,0,0
∪ Xr,0,0
. Moreover, its astuteness is
+
−
E[η(x)1(x ∈ Xr,0,0 )] + E[(1 − η(x))1(x ∈ Xr,0,0
)].

Analyzing the Robustness of Nearest Neighbors to Adversarial Examples

The proof is in the Appendix, along with analogous results
for astuteness. The following theorem, along with a similar
result for astuteness, proved in the Appendix, characterizes
robustness in the large k regime.
Theorem 3.3. For any n, pick a δ and a Δn →
There √
exist constant C1 and C2 such that if
0.

dn log n+n log(1/δn )
, and pn ≥
Δn
), then, with probability ≥ 1
C2 d log n+log(1/δ)
kn
+
NN has robustness radius r in x ∈ Xr,Δ
∪
n ,pn

kn

≥
�

C1

kn
n (1

+

− 3δ, kn -

−
Xr,Δ
.
n ,pn

Remarks. Some remarks are in order. First, observe that
as n → ∞, Δn and pn tend to 0; thus, provided certain
+
−
continuity conditions hold, Xr,Δ
∪ Xr,Δ
approaches
n ,pn
n ,pn
+
−
Xr,0,0 ∪ Xr,0,0 , the robustness region of the Bayes Optimal
classiﬁer.
Second, observe that as r-robust strict interiors extend the
deﬁnition of interiors in (Chaudhuri and Dasgupta, 2014),
Theorem 3.3 is a robustness analogue of Theorem 5 in this
work. Unlike the latter, Theorem 3.3 has a more stringent
requirement on k. Whether this is necessary is left as an
open question for future work.

4. A Robust 1-NN Algorithm
Section 3 shows
that nearest neighbors is robust for k as
√
large as Ω( dn log n). However, this k is too high to use
in practice – high values of k require even higher sample
sizes (Chaudhuri and Dasgupta, 2014), and lead to higher
running times. Thus a natural question is whether we can
ﬁnd a more robust version of the algorithm for smaller k. In
this section, we provide a more robust version of 1-nearest
neighbors, and analytically demonstrate its robustness.
Our algorithm is motivated by the observation that 1-nearest
neighbor is robust when oppositely labeled points are far
apart, and when test points lie close to training data. Most
training datasets however contain nearby points that are
oppositely labeled; thus, we propose to remove a subset of
training points to enforce this property.
Which points should we remove? A plausible approach is to
keep the largest subset where oppositely labeled points are
far apart; however, this subset has poor stability properties
even for large n. Therefore, we propose to keep all points x
such that: (a) we are highly conﬁdent about the label of x
and its nearby points and (b) all points close to x have the
same label. Given that all such x are kept, we remove as
few points as possible, and execute nearest neighbors on the
remaining dataset.
The following deﬁnition characterizes data where oppositely
labeled points are far apart.

Deﬁnition 4.1 (r-separated set). A set A
=
{(x1 , y1 ), . . . , (xm , ym )} of labeled examples is said
to be r-separated if for all pairs (xi , yi ), (xj , yj ) ∈ A,
�xi − xj � ≤ r implies yi = yj .
The full algorithm is described in Algorithm 1 and Algorithm 2. Given conﬁdence parameters Δ and δ, Algorithm 2
returns a 0/1 label when this label agrees with the average of
kn points closest to x; otherwise, it returns ⊥. kn is chosen
such that with probability ≥ 1 − δ, the empirical majority of
kn labels agrees with the majority in expectation, provided
the latter is at least Δ away from 12 .
Algorithm 2 is used to determine whether an xi should be
kept. Let f (xi ) be the output of Algorithm 2 on xi . If yi =
f (xi ) and if for all xj ∈ B(xi , r), f (xi ) = f (xj ) = yi ,
then we mark xi as red. Finally, we compute the largest
r-separated subset of the training data that includes all the
red points; this reduces to a constrained matching problem
as in (Kontorovich and Weiss, 2015). The resulting set,
returned by Algorithm 1, is our new training set. We observe
that this set is r-separated from Lemma B.2 in the Appendix,
and thus oppositely labeled points are far apart. Moreover,
we keep all (xi , yi ) when we are conﬁdent about the label
of xi and its nearby points. Observe that our ﬁnal procedure
is a 1-NN algorithm, even though kn neighbors are used to
determine if a point should be retained in the training set.
4.1. Performance Guarantees
The following theorem establishes performance guarantees
for Algorithm 1.
Theorem 4.2. Pick a Δn and δ, and set kn =
3 log(2n/δ)/Δ2n . Pick a margin parameter τ . Then, there
exist constants C and
�C0 such that the following hold. If we
set pn =
XR

+ C d log n+log(1/δ)
), and deﬁne the set:
kn
�
�
�
+
−
x�x ∈ Xr+τ,Δ
∪ Xr+τ,Δ
,
n ,pn
n ,pn

kn
n (1

=

2C0
(d log n + log(1/δ))
µ(B(x, τ )) ≥
n

�

Then, with probability ≥ 1 − 2δ over the training set, Algorithm 1 run with parameters r, Δn and δ has robustness
radius at least r − 2τ on XR .
Remarks. The proof is in the Appendix, along with an
analogous result for astuteness. Observe that XR is roughly
the high density subset of the r + τ -robust strict interior
+
−
Xr+τ,Δ
∪ Xr+τ,Δ
. Since η(x) is constrained to be
n ,pn
n ,pn
1
greater than 2 + Δn or less than 12 − Δn in this region,
as opposed to 0 or 1, this is an improvement over standard
nearest neighbors when the data distribution has a large high
density region that intersects with the interiors.
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A second observation is that as τ is an arbitrary constant, we
can set to it be quite small and still satisfy the condition on
µ(B(x, τ )) for a large fraction of x’s when n is very large.
This means that in the large sample limit, r − 2τ may be
close to r and XR may be close to the high density subset
+
−
of Xr,Δ
∪ Xr,Δ
for a lot of smooth distributions.
n ,pn
n ,pn
Algorithm 1 Robust_1NN(Sn , r, Δ, δ, x)
for (xi , yi ) ∈ Sn do
f (xi ) = Conﬁdent-Label(Sn , Δ, δ, xi )
end for
SRED = ∅
for (xi , yi ) ∈ Sn do
if f (xi ) = yi and f (xi ) = f (xj ) for all xj such that
�xi − xj � ≤ r and�
(xj , yj ) ∈ Sn then
SRED = SRED {(xi , yi )}
end if
end for
Let S � be the largest r-separated subset of Sn that contains all points in SRED .
return new training set S �
Algorithm 2 Conﬁdent-Label(Sn , Δ, δ, x)
kn = 3 log(2n/δ)/Δ2
�kn (i)
ȳ = (1/kn ) i=1
Y (x)
if ȳ ∈ [ 12 − Δ, 12 + Δ] then
return ⊥
else
return 12 sgn(ȳ − 12 ) + 12
end if

5. Experiments

5.1. Methodology
Data. We use three datasets – Halfmoon, MNIST 1v7 and
Abalone – with differing data sizes relative to dimension.
Halfmoon is a popular 2-dimensional synthetic data set for
non-linear classiﬁcation. We use a training set of size 2000
and a test set of size 1000 generated with standard deviation
σ = 0.2. The MNIST 1v7 data set is a subset of the 784dimensional MNIST data. For training, we use 1000 images
each of Digit 1 and 7, and for test, 500 images of each
digit. Finally, for the Abalone dataset (Lichman, 2013), our
classiﬁcation task is to distinguish whether an abalone is
older than 12.5 years based on 7 physical measurements. For
training, we use 500 and for test, 100 samples. In addition,
a validation set with the same size as the test set is generated
for each experiment for parameter tuning.
Baselines. We compare Algorithm 1, denoted by RobustNN, against three baselines. The ﬁrst is the standard
1-nearest neighbor algorithm, denoted by StandardNN. We
use two forms of adversarially-trained nearest neighbors
- ATNN and ATNN-all. Let S be the training set used
by standard nearest neighbors. In ATNN, we augment S
by creating, for each (x, y) ∈ S, an adversarial example
xadv using the attack method in the experiment, and adding
(xadv , y). The ATNN classiﬁer is 1-nearest neighbor on this
augmented data. In ATNN-all, for each (x, y) ∈ S, we create adversarial examples using all the attack methods in the
experiment, and add them all to S. ATNN-all is the nearest
neighbor classiﬁer on this augmented data. For example,
for white box Direct Attacks in Section 5.2, ATNN includes
adversarial examples generated by the Direct Attack, and
ATNN-all includes adversarial examples generated by both
Direct and Kernel Substitute Attacks.

1. How does our algorithm perform against popular white
box and black box attacks compared with standard baselines?

Observe that all algorithms except StandardNN have parameters to tune. RobustNN has three input parameters –
Δ, δ and a defense radius r which is an approximation to
the robustness radius. For simplicity, we set Δ = 0.45,
δ = 0.1 and tune r on the validation set; this can be viewed
as tuning the parameter τ in Theorem 4.2. For ATNN and
ATNN-all, the methods that generate the augmenting adversarial examples need a perturbation magnitude r; we call
this the defense radius. To be fair to all algorithms, we
tune the defense radius for each. We consider the adversary
with the highest attack perturbation magnitude in the experiment, and select the defense radius that yields the highest
validation accuracy against this adversary.

2. How is performance affected when we change the
training set size relative to the data dimension?

5.2. White-box Attacks and Results

These questions are considered in the context of three
datasets with varying training set sizes relative to the dimension, as well as two standard white box attacks and
black box attacks with two kinds of substitute classiﬁers.

To evaluate the robustness of Algorithm 1, we use two standard classes of attacks – white box and black box. For
white-box attacks, the adversary knows all details about
the classiﬁer under attack, including its training data, the

The results in Section 4 assume large sample limits. Thus,
a natural question is how well Algorithm 1 performs with
more reasonable amounts of training data. We now empirically investigate this question.
Since there are no general methods that certify robustness
at an input, we assess robustness by measuring how our algorithm performs against a suite of standard attack methods.
Speciﬁcally, we consider the following questions:
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Figure 1. White Box Attacks: Plot of classiﬁcation accuracy on adversarial examples v.s. attack radius. Top row: Direct Attack. Bottom
row: Kernel Substitute Attack. Left to right: 1) Halfmoon, 2) MNIST 1v 7 and 3) Abalone.

Figure 2. Black Box Attacks: Plot of classiﬁcation accuracy on adversarial examples v.s. attack radius. Top to Bottom: 1) kernel
substitute, 2) neural net substitute. Left to right: 1) Halfmoon, 2) MNIST 1 v.s. 7 and 3) Abalone.

training algorithm and any hyperparameters.
5.2.1. ATTACK M ETHODS
We consider two white-box attacks – direct attack (Amsaleg
et al., 2016) and Kernel Substitute Attack (Papernot et al.,
2016b).
Direct Attack. This attack takes as input a test example
x, an attack radius r, and a training dataset S (which may
be an augmented or reduced dataset). It ﬁnds an x� ∈ S
that is closest to x but has a different label, and returns the
x−x�
adversarial example xadv = x + r ||x−x
� || .
2
Kernel Substitute Attack. This method attacks a substitute
kernel classiﬁer trained on the same training set. For a test
input �x, a set of training points Z with one-hot labels Y , a

kernel classiﬁer f predicts the class probability as:
�
2
e−||�x−�z||2 /c
�
z ∈X
f : �x → �
·Y
−||�
x−�
z ||22 /c
e
�
z ∈X
�

The adversary trains a kernel classiﬁer on the training set
of the corresponding nearest neighbors, and then generates adversarial examples against this kernel classiﬁer. The
advantage is that the prediction of the kernel classiﬁer is
differentiable, which allows the use of standard gradientbased attack methods. For our experiments, we use the
popular fast-gradient-sign method (FSGM). The parameter
c is tuned to yield the most effective attack, and is set to 0.1
for Halfmoon and MNIST, and 0.01 for Abalone.
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5.2.2. R ESULTS
Figure 1 shows the results. We see that RobustNN outperforms all baselines for Halfmoon and Abalone for all attack
radii. For MNIST, for low attack radii, RobustNN’s classiﬁcation accuracy is slightly lower than the others, while
it outperforms the others for large attack radii. Additionally, as is to be expected, the Direct Attack results in lower
general accuracy than the Kernel Substitute Attack.
These results suggest that our algorithm mostly outperforms
the baselines StandardNN, ATNN and ATNN-all. As predicted by theory, the performance gain is higher when the
training set size is large relative to the dimension – which is
the setting where nearest neighbors work well in general. It
has superior performance for Halfmoon and Abalone, where
the training set size is large to medium relative to dimension.
In contrast, in the sparse dataset MNIST, our algorithm has
slightly lower classiﬁcation accuracy for small attack radii,
and higher otherwise.
5.3. Black-box Attacks and Results
(Papernot et al., 2017b) has observed that some defense
methods that work by masking gradients remain highly
amenable to black box attacks. In this attack, the adversary
is unaware of the target classiﬁer’s nature, parameters or
training data, but has access to a seed dataset drawn from
the same distribution which they use to train and attack
a substitute classiﬁer. To establish robustness properties
of Algorithm 1, we therefore validate it against black box
attacks based on two types of substitute classiﬁers.
5.3.1. ATTACK M ETHODS
We use two types of substitute classiﬁers – kernel classiﬁers
and neural networks. The adversary trains the substitute
classiﬁer using the method of (Papernot et al., 2017b) and
uses the adversarial examples against the substitute to attack
the target classiﬁer.
Kernel Classiﬁer. The kernel classiﬁer substitute is the
same as the one in Section 5.2, but trained using the seed
data and the method of (Papernot et al., 2017b).
Neural Networks. The neural network for MNIST is the
ConvNet in (Papernot et al., 2017a)’s tutorial. For Halfmoon
and Abalone, the network is a multi-layer perceptron with 2
hidden layers.
Procedure. To train the substitute classiﬁer, the adversary
uses the method of (Papernot et al., 2016b) to augment the
seed data for two rounds; labels are obtained by querying the
target classiﬁer. Adversarial examples against the substitutes
are created by FGSM, following (Papernot et al., 2016b). As
a sanity check, we verify the performance of the substitute
classiﬁers on the original training and test sets. Details are in

Table 1 in the Appendix. Sanity checks on the performance
of the substitute classiﬁers are presented in Table 1 in the
Appendix.
5.3.2. R ESULTS
Figure 2 shows the results. For all algorithms, black box
attacks are less effective than white box, which corroborates the results of (Papernot et al., 2016b), who observed
that black-box attacks are less successful against nearest
neighbors. We also ﬁnd that the kernel substitute attack is
more effective than the neural network substitute, which
is expected as kernel classiﬁers have similar structure to
nearest neighbors. Finally, for Halfmoon and Abalone, our
algorithm outperforms the baselines for both attacks; however, for MNIST neural network substitute, our algorithm
does not perform as well for small attack radii. This again
conﬁrms the theoretical predictions that our algorithm’s performance is better when the training set is large relative to
the data dimension – the setting in which nearest neighbors
work well in general.
5.4. Discussion
The results show that our algorithm performs either better
than or about the same as standard baselines against popular
white box and black box attacks. As expected from our
theoretical results, it performs better for denser datasets
which have high or medium amounts of training data relative
to the dimension, and either slightly worse or better for
sparser datasets, depending on the attack radius. Since nonparametric methods such as nearest neighbors are mostly
used for dense data, this suggests that our algorithm has
good robustness properties even with reasonable amounts
of training data.

6. Conclusion
We introduce a novel theoretical framework for learning
robust to adversarial examples, and introduce notions of
distributional and ﬁnite-sample robustness. We use these
notions to analyze a non-parametric classiﬁer, k-nearest
neighbors, and introduce a novel modiﬁed 1-nearest neighbor algorithm that has good robustness properties in the
large sample limit. Experiments show that these properties
are still retained for reasonable data sizes.
Many open questions remain. The ﬁrst is to close the gap
in analysis of k-nearest neighbors for k in between our
two regimes. The second is to develop nearest neighbor
algorithms with better robustness guarantees. Finally, we
believe that our work is a ﬁrst step towards a comprehensive
analysis of how the size of training data affects robustness;
we believe that an important line of future work is to carry
out similar analyses for other supervised learning methods.
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