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A. Theorems and Algorithms

A.1 Vanilla Recurrent Neural Network
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Figure 1: Graphical depiction of an m-th layer many-to-one recurrent neural network

Theorem A. 1 (Explicit output bound of recurrent neural network F) Given an m-layer recurrent neural network
F :R" ™ ¥ Rt there exists two explicit functions FJ-L :R™ ™ ¥ Rand Fju R™ ™M™ ¥ R such that 8 J 2 [t] and

8 X 2 R™ M yhere x4 2 Bp(X(()k); ), the inequity FJ-L(X) Fi (X) FjU (X) holds true, where

X b "¢
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and 8r 2's; J(Or) = 'J(Or) =1, where is the Hadamard product.

Proof 1 Given an m-layer recurrent neural network F : R™ ™ ¥ Rt with pre-activation bounds 1% and u®
for X 2 R" ™M where xK) 2 Bp(X(()k); ), let the pre-activation inputs for the j-th neuron at the output layer be

Fi(X) = WJF;:‘"a(m) + b}:. The J-th output of the recurrent neural network is the following:
Fi(X) = Wi2a™ + bF;
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Assume the activation function (Y) is bounded by two linear functions h(LTi) (y) and hg;r:) (Y), we have

hPy™) ™) h§Py™):

Thus, if the associated weight WJF? to the i-th neuron is non-negative, we have
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Upper bound. By using the right-hand side of Inequity @) and Inequity @) in Equation @), we obtain an upper bound
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We use variables J(n;') and I(T) to denote the slops in front of yi(m) and intercepts in the parentheses:
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We further let J(n:) = WJ':,a J(n?) and we have
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We combine coefficients in Equation () into equivalent weights W?;?(m), W?;);ﬁqm) and bias b}m) as defined by
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Assume the activation unction (Y) is bounded by two linear functions h(l_r?r 2 (y) and hEer 2 (Y), we have
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Thus, if the associated weight (. " to the r-th neuron is non-negative, we have
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By using the right-hand side of Inequity (8) and Inequity ) in Equation (7), an upper bound can be obtained similarly
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We use variables J(nr] Y and ET Y 10 denote the slops in front ofysm Y and intercepts in the parentheses:
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We combine coefficients in Equation into equivalent weights W?;?(m 1), W§‘;)((m Y and bias b}m Y as defined
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Notice that Equation (6) and Equation @ are in similar forms. Thus, we can repeat the above procedure iteratively

until we obtain the final upper bound F
FJU (X) denote the final upper bound FJ
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and ( is the Hadamard product)
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Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of Fj(X),
and the only difference is now we need to use the left-hand side of Inequity @), @), ), @) (rather than right-hand
side when deriving upper bound) to bound the terms in @) and ({I). Thus, following the same procedure in deriving

the upper bounds, we can iteratively unwrap the activation functions and obtain a final lower bound FjL;l(X), where

Fi (X) FjL;F X) FjL;m(X) FjL;l(X). We let FjL(X) denote the final lower bound FjL;l(X), and we
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Corollary A. 1 (Closed-form global bounds) Given data X 2 R™ ™, |, ball parametersp 1 and 0. For an

mM-layer recurrent neural network F : R" ™ ¥ R there exists two fixed values J-L and JU such that8 X 2 R M

where x( 2 Bp(Xék); ), and 8] 2 [t], 1= =1 1=p, the inequity jL Fi(X) JU holds true, where
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Theorem A. 2 (Closed-form pre-activation bounds of recurrent neural network F) For the pre-activation input y}v)
of the V-th layer in a given m-layer (V m) recurrent neural network, there exists two explicit functions gj!‘;v
R" vV ¥ RSand gJ!J;V :R™ V' ¥ RS and two fixed values |J§V) and u}v) such that 8 j 2 [s] and 8 X(V) 2 R" Vv
where X&) 2 Bp(xgk); Yand 1=q =1 1=p, the inequity IEV) gJ-L;V(X(l:V)) yj(v) ng;V(X(l:V)) u}v) holds
true, where
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and 8r 2 s; J(or) = !J(Or) =1; EVJ) = f.vj) = 0, where is the Hadamard product.

Proof 2 Fora glven m-layer (V. M) recurrent neural network, let the pre-activation input for the j-th neuron at the
K-th layer be yj ) where x4 2 B (X(k) ); 8 k 2 [V]. Then we have the following:
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Assume the activation unction (y$V 1)) is bounded by two linear functions h(l_v;r 2 (y) and h(v 2 (y), we have
1 1
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Thus, if the associated weight Wjﬁ to the r-th neuron is non-negative, we have
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By using the right-hand side of Inequity and Inequity (I8)) in Equation (16), an upper bound can be obtained
similarly as
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We combine coefficients in Equation into equivalent weights W?;?(V l), W?;)égv Y and bias b}v D gs defined by
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Notice that Equation (15)) and Equation are in similar forms. Thus, we can repeat the above procedure iteratively
until we obtain the final upper bound gU v 1(X(l V), where y(v) gju;v;v XAV gJ-U;V;l(X(l:V)). We let
}V) = gj V(XA denote the final upper bound g}J v 1(X(l V), and we have
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Lower bound. The above derivations of upper bound can be applied szmllarly to derive lower bounds of Tj(X),
and the only difference is now we need to use the left-hand side of Inequity (7)), (18) (rather than right-hand szde when
deriving upper bound) to bound the terms in (16). Thus, following the same procedure in deriving the upper bounds,

we can iteratively unwrap the activation functions and obtain a final lower bound gjL;V;l(X(l:V)), where ngv)
gjL;V;V(X(l:V)) g}‘;v;l(X(lzv)). We let |J§V) = gJ-L;V(X(l:V)) denote the final upper bound gj!‘;v;l(X(l“’)), and
we have
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A.2 Algorithms for Recurrent Neural Networks

Algorithm 1 Compute POPQORN robustness bound of recurrent neural network (true label: c, target label: i)
Input: weight matrices W3, WF2 W2 and bias vectors b2, b of an m-layer recurrent neural network ¥, input

Output: a robustness bound ~.
1: Replace the last layer weights W W('::a Wﬁ:a
2: Initialize 0
3: while has not achieved a desired accuracy and iteration limit has not reached do
4 forv=1,...,mdo
5 forj=1,...,sdo
6: |§V), ul™ compute the pre-activation bound for the j-th neuron of the V-th layer according to

Equation , and (T4).

7: (l_vi S’i |(_V} ij) compute the two bounding linear function h(l_vi hl(Jvi
8: end for
9: end for
10: u. L Corollary A
11: if - Othen
12: is a lower bound; increase using a binary search procedure
13: else
14: is not a lower bound; decrease using a binary search procedure
15: end if
16: ~
17: end while
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A.3 Long Short-term Memory Network
Notations In the derivation of long short-term memory network (LSTM), we define the equations as follows:
Input gate: %0 = (y'®) = (W>*x® +widak D 4 piy;
Forget gate: (0 = (yf®) = (wWhx® +wfagk D 4 pfy.
Cell gate:  g® = tanh(y?®) = tanh(W¥*x® + wW93aKk D 4+ po):
Output gate: 0% = (y°®) = (W>*x® + woagk D 4 p°):
Cell state: ¢ =0k D4ty gl
Hidden state: a® = o0®  tanh(c®):

k
h:’JC( )
hoc(k)

Afetl) igh)
Afct) pigk)
(pfc(k) (pig(k)

fe(k) Aig(k)
Al Al

fe(k) pig(k)
l'lU hU

fe(k) Aig(k)
hic(k) hiLg(k) Ay Ay

fetl) pig(k)
A(P A‘P

Figure 2: Steps in computing bounds for a long short-term memory network.

Definition 1 (Linear bounds on 2D activation function) For the r-th neuron in k-th layer with pre-activation bounds
of y?(k); Cgk) N |?(k), U?(k), ?(k), U?(k) and the activation functions, define two linear functions hol_c;(rk), hE,c;(rk) ‘R2 1
R,
oc(k) k). ~(k)y — oc(k),o(k oc(k) ~(k oc(k).
hL;r (y?( )=C|(r )) - Lir y?( )+ L;r CI(’ )+ Lir

K . — [ k K).
W9 = G0V 4 06+ SO
such that for y?® 2 [1909; up®], ¢ 2 150, ey
he(k) (oK) - (k) oK)y tanh(c®) he(k) (oK) - o (K)y.
L;r (yr ,Cr ) (yr ) an (Cr ) U;r (yl’ 'CI’ )
Similarly, we can define linear functions hfl_?fk) , hB?fk), h:_g;(rk) , and hi&(rk) such that foryt & 2 [IF%; uf @1, ¢ D 2
[lf—(k 1).ul§(k 1)]
fo(k _ fo(k . .
hCEOr®e D)y (rf®)e D h{EO (v el D,

109 5 i09. i)

and for yr 909 o [I?(k); u?-(k)],

L yr
OO ya®) %) tanh(y®) 0y ye):

Theorem A. 3 (Explicit output bound of long short-term memory network F) Given an m-layer long short-term
memory network F : R" ™ B RY we can derive two explicit functions FjL :R™ ™ ¥ Rand FjU R ™ B Rsuch

that 8 J 2 [t] and 8 X 2 R™ ™ where x() 2 Bp(X((Jk); ), the inequity FJ-L(X) Fi (X) FJ-U (X) holds true. We
can obtain them through following steps: Starting from K =m, 8r 2 s we

12



1. define unified slopes and intercepts of cross terms of the cell state and the output gate;

C C
oc(k) . a(k+1) . oc(k) . a(k+1) .
oc(k) — ur WU&;r 0; y 9c(k) — Lr o WL;{'(;r 0;
T R pwt e BT gb g wili <o
K) . k+1 . K) . k+1 .
oc(k) O if WSE;(;T) 00 octo _ Lo if Wﬁ(&;f) 0
o ( E%k) if Wﬁ;j;:l) <0 e ( 8?9() if Wﬁ;j;:l) <0
oc(k) . a(k+1) . oc(k) . a(k+1) .
2000 = U if WUH(;rl) 00 oc) _ L if WL(;{'(;rl) 0;
ir oc . a(k+ . r oc . a(k+ .
! L;r if WU:j;r <0; i i if WL;j;r <0

a(m—+1) _ a(m—+1) _ .
where WU;j;r = WL;j;r = Wj':;;'i‘,

2. collect coefficients in front of the cell state and the output gate pre-activation, and constants;

C C
k . k .
oo _ WER FO i k=m; ooy _ WER 1 i k=m;
o WS(;(H) ;_);c:(k) if k2[m 1] LH Wi(fﬂ) !j;c:(k) if k2[m 1];
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E\Nj;:a i if k=m; 2\Nj;:a I if k=m;
oc(k) _ Wa(k+1) oc(K) + fc(k+1) oc(k) — Wa(k+1) oc(k) + fc(k+1)
1 = U Ji: N o = 'L Ji I
& if k2[m 1 ( if k2[m 1
£ k s . k s -
oc(k) _ wra ;)C( ) if k=m; oc(k) _ wra JOC( ) if k=m;
EOwWEEE RO i k2m 1 T w0 k2m 1

3. define unified slopes and intercepts of cross terms of the cell state and the forget gate, the input gate and the
cell gate;

( fck) . oc(k) . ( fe(k) . oc(k) .
R A I T AL AN S

' if g <0 Y if gir <0
fok) _ S?r(k) if OC;(-? 0; fo(k) _ I;ka) if Oc(kz 0;
ir - chk) if oc;§12<0; TH lS;cr(k) if oc;§|;<2<0;
»Te(k) _ ¢ o0 if OC;S? 0; fe(k) _ ¢ o °°§“Z 0;
T oy el T iy e
PR TN EET AR

¢ ir i <o A Tl
ig(k) _ bg;(rk) if N0 ig(k) _ Lg;(rk) i o
RS ey el T by oo
N R /A A R RS - S A%
R I A I e . B

4. collect coefficients in front of the cell state, the forget gate pre-activation, the input gate pre-activation, the cell
gate pre-activation, and constants of the two couplings;

fo(k) _  oc(k) fe(k). fe(k) —  oc(k)  yFe).
HH HE: i LM HE: b B
fo(k) _  oc(k) fe(k). fo(k) _  oc(k) fe(k).
. g I . . g oo
fc(k) __  oc(k) » Fc(k). fc(k) __  oc(k) c(k).
B R o o A 1 TR
ig(k) _  oc(k) ig(k). igk) —  oc(k)  yig(k).
i o T L i i

13



00— o g, CON I O

s s I i i I
ig(k) _  oc(k)  »ig(k). ig(k) _  oc(k) ig(k).
I H e g o e
5. define equivalent weight matrices and biases;
x(k) _—  oc(k)yps0x Fe(k)yp/Fx ig(k)y p7ix ig(K)\p /9% -
WU;j;qk - i W:;qk + H B W::qk + i W:;qk + ;j;:W:;QK’
Wi = “GPwe e TOW e 0w+ wes,
K) —  oc(k)po fe(k) |, f ig(K) i i9(k) Lo oc(k) fe(k) ig(k)y.
bU'j - s b® + g b* + H b’ + ;j::b + ( R ’ji)'
i=1
x(K) _—  oc(K)yas0x Fe(k)yp/Fx ig(K)y p7ix ig(\psox .
WL;j:qk - Lj: W::qk + LI b W::qk + LI I W::qk + ;j;:W::qk'
Wi = TPWoR e EPWIR S EPWE + W,
K k fo(k K) i K K fo(k K
b(Li = ?fjg;:)bo"' !?j(;:)bf"' I!g;g;:)bl"' Ig:(j;:)bg"' ( Oc:g;i)"' ?j(;i)"' Ig:g;i));
i=1

6. After looping steps 1 to 5 from k = m to k = 1, the bounds are given by

X

W 1 fe(l > :‘N k Kk
FJU X) = S(:j:):a(o) + C;g::)c(o) + )L(ij:):x(k) + bEJ:} + b}:;
k=1

x
Il
-

D

L = wa® 50 fe(D).(0 X(K) § (K (k) F.

FEOO) =wila®@ + T0c@+  wiflox + b + b
k=1 k=1

Though we exemplify by an m-layer many-to-one long short-term memory network, the above steps can also be used
to derive bounds for the K-th output WF2a®) + bF in a many-to-many long short-term memory network.

Proof 3 Given an m-layer long short-term memory network F : R™ ™ ¥ RY\ith pre-activation bounds 1°09,u°®),
[e gyt Fd) yf ) [idd yitkd 1909 gpng w9 for X 2 R™ ™, where x® 2 Bp(X(()k); ), let the pre-activation
inputs for the j-th neuron at the output layer be Fj(X) = W}:;:aa(m) + b}:. The J-th output of the recurrent neural
network is the following:

Fi X)) = WE2al™ + pF;

X ™
= W™ +bf;
i=1

WE2[o{™ tanh(c{™)] + b} ;
i=1

X Fa o(m) m) .
= WP (y;"™) tanh(c{™)] + b} ;

Fa o(m) (m) > Fa o(m) (m) F
Wil (yio 7)) tanh(c; )] + Wil (yi ") tanh(ci )] + by :
WFa o WFa<o

Assume the activation function (y) tanh(X) is bounded by two linear functions hol_c;gm) (y; X), hfﬁfm) (Y; X), we have

R ye™: ™) (y? ™) tanh(c{™)  hE™ ™ c{™):

14



Upper bound. We can then obtain

x
Fj(X) WJF? oc(m)yl (m) + l(_)JC(m) (m)+ oc(m))
wF2 o
w T W R ™ ™) ]
W;?<o

We then define oc(m), oM ynd ’;’;Ci(m) in the parentheses:

i Jii
C
ooy g if WER O
i - ( oc(m) if WJ":;ia<0;
oc(m) _ ffi(m) if WEg  0;
o ¢ ™ i W2 <0,
»oc(m) _ ™ WER - 0;
IH E(;:i(m) lf WJ'-:;?<O;
and obtain
X Fa OC(m) o(m) oc(m) .(m) . »oc(m) F.
Fi(X) Wi Yio 't i G+ T )by
i=1
We further let
oc(m) F oc(m), oc(m) F oc(m), oc(m) Fa »oc(m).
N '_WJ?JI ' Jn'—VVJ;a i -—Wj.aj. ,
and we have
X oc(m) o(m) oc(m) .(m) oc(m) F.
Fj(x) ( i Yi + ;i Ci + i ) +by; 21
i=1
X oc(m) 1 OC(m) (m) (m 1) (m) (m) OC(m) F.
= [ 5™ s wpa™ Dbty + P +1j )+ M1+ bF;
i=1
— X X oc(m) ox (m) X oc(m) oay,(m 1) x oc(m) o0 oc(m)
- ( WiamXgm' * ( Wiir)ar + (b Sh)
qm:]- i=1 r=1 i=1 i=1
+ TR ™™ P+ i ™) tanh(y! ™))
o™ g
+ RO ™™ P+ ™) tanhy{ ™)) + by :
oc(m)<0

i

Assume the activation function (Y)Xis bounded by two linear functions hy C(m) (y; %), hfc(m) (y:X)and (y)tanh(x)
is bounded by two linear functions th;(im) (Y; X), h'&(im) (Y; X), we have

fc(m)(yf(m) (m 1)) (yf(m))c_(m 1) fc(m)(yf(m) (m 1))

lg(m) (yl(m), yS (m)) (y|(m)) tanh(yg(m)) hlUg;(im) (yl(m)’ yS (m))

15



We then have

x X OC(m) ox (m) X X oc(m)yps0ay (M 1) x oc(m) .o OC(m) F
FJ(X) ( Wi )X + ( HHI Wi;r)ar + ( HH bi + )+b

10m

qm=L1 i=1 r=1 i=1 i=1
OC(m) fC(m) f(m) fe(m) .(m 1) fe(m) ig(m), i(m) ig(m), g(m) ig(m)
+ ( Ui Ci + Ui + Ui yi + Ui yi + Ui )
octm) g
+ oM ( FAM M . FAMn Dy fom) g Im ygm)gm) g,
°°_(,r_';)<0

We then define f‘i(m), chl(m), ’chl(m), igé?), 'g(Jml) and i’g;gr?) in the parentheses:

N C

f . . ) .

T T R T

' cm oc(m . N iglm) . oc(m

. (L;i if i <0 i (g ;oo <,

f . _ . .

fom) _ Ucl(rn) if oc(m) 0: !9_("1) _ |g(m) if OC-(JT) 0:
¥ ¢ Icl(m) if OC(jn?) <0 ¥ C lg(m) if OC(jn:) <0
f . . ) .
A s I 'gj“; o o
i c(m oc(m B ig(m) . oc(m .
: Li if i <0 ! : if gi <0

and obtain

x X oc(m) ox (m) X X oc(m)yps0ay (M 1) x oc(M) 0 oc(m) F
FJ(X) ( WI qm)xqm + ( i Wi;r)ar + ( Il bi + )+b

gm=1 i=1 r=1 i=1 i=1
f f 1 i >
+ oc(m)( c(m) (m) + in(m) Em ) + JC(m) + 'g(m)y,(m) + l'§l(m)yl g(m) + |g(m))
i=1
We further define
fc(m) .  oc(m) Ffc(m). fc(m) ._ oc(m) fc(m). fc(m) oc(m) »fc(m),
H H F I M LA H R i I H I H B H B I
ig(m) . oc(m) ig(m). ig(m) ._ oc(m) ig(m). |g(m) oc(m) »ig(m).
HHE A 3 ’ T HH 1 ’ I A 1 ’
and obtain

x X oc(m) ox (m) XX oc(M)yps0ay (M 1) X oc(M) o oc(m) F
FJ(X) ( W; )qu + ( s Wi;r)ar + ( dsi bi + )+b

Idm
gm=1 i=1 r=1 i=1 i=1
X .
fe(m), f(m) , fe(m) (m D fo(m) ig(m), i(m) ,  ig(m) g(m) ,  ig(m)

+ ( HH yl HH | NI + i yl lel N )

i=1
— x X oc(m) 0x (m) X X oc(m) oay,(m 1) X oc(m) .o OC(m) F
- ( VV| qm)xqm + ( W r)a + ( HH bi + )+ b

gm=1 i=1 r=1 i=1 i=1

fc(m) (m 1)+ fc(m)

X
+ fc(m) (fox(m) + Wfaa(m D+ bf) + i G i

i=1
+ 'g(m) (W™ + wida(m D 4 ply + 'g(m)(WgXx(m) +Wi2al™m D+ pd) + i,g.}r.?)]
X ] ]
— oc(M)y A 70X Fe(m)yp/Fx ig(m)y A six ig(m)y A% (m)
C5 Waiam i Wige ¥ 55 Wegn + i Wi X
qgm=1
X oc(m)y A soa fc(m)yp/fa ig(m)y 5 /ia ig(m)\psgay (M 1)
+ ( ;j;: W:;r + ;j;: W:;r + ;j;: W:;r + ;j;: W:;r)ar

r=1
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+ ocMypo Fe(mpf  ig(m)yi ig(_m)bg+x( oc(m) . fe(m) 'g(m))+bF
s s e 35 N T
i=1
fe(m) .(m 1).
+ fAmem (22)
We combine coefficients in Equation (22)) into equivalent weights Wﬁ(;nq)m, Wa(;nr) and bias b( ) as defined by
x(m) 0c(m)y a s0x Fe(m)yp/Fx ig(m)y 5 six ig(m)yasox .
WU;j;qm B I Wigm ¥ 5 Waogm + i Wigm * i Wt
WGy = SEPWer s TEDWIR e DWW
- - X
(m) _  oc(m) o fe(m) f ig(m) i ig(m) g oc(m) fc(m) lg(m)
bUJ i I b™ + g b* + g b’ + ;j;:b S Tt s );
i=1
and obtain
U; — T .
Fi(X)  FPMO) = Wiimx™ + wiPam D4 fem D4 50 4 pF. (23)

= Wiix™ + {7 + bF +
= W™ + (Y + bf +

+

wam o

U;j;i

fc(_m) C(m 1)
NN

1 1
W[ <y°‘”‘ ) tanh(c{™ )]+

a(m)
Wi <0

ijr’n)C(m 1) +W6€T)[O(m 1) tanh(C(m 1))]

WL (Y™ D) tanh(c™ V)

Assume the activation function (y) tanh(X) is bounded by two linear functions h (m) (y; x), hoc(m) (Y; X), we have

hoc(m 1)( o(m 1). _(m 1))
1 Cj

We can then obtain

o™ Pytanh(c™ V)

hoc(m 1)( o(m 1). gm 1))_
i G .

FjU;m(X) WMy (m) b(r_“-) + b'-: + fc.(-@c(m D
a(m) oc(m 1) o(m 1) oc(m 1) (m 1) oc(m 1)
+ U_| i ( Ui Ci + Ui )
Wil o
a(m) oc(m 1) o(m 1) oc(m 1) (m 1) oc(m 1)\.
* Wi OO Lii Ci + 0 ):
WS(J"“I)<0
We then define ocl(m l), J(-J;Ci(m Y and ,;?;(:i(m Yin the parentheses:
( oc(m 1) . a(m) .
oc(m 1) _ Uii if WU_] i O
T A <o
1) .
oom D oa i WoT 0
WEUT Em e <o
1) .
oom 1 oa i WS(;‘) 0;
i 0D W <o,
and obtain
usm x(m)_,(m) (m) F fe(m) ((m 1)
Fi (X)) W xP7 + by +by + 7.7c
X
a(m) oc(m 1) ,0(m 1) oc(m 1) (m 1) soc(m 1)5.
+ WU;j'| ( i Yi i G + Jii )

i=1
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We further let
oc(m 1) . a(m) oc(m 1), oc(m 1) .__ a(m) oc(m 1) fc(m). oc(m 1) . a(m) soc(m 1),
gi = Wogio g g = Wogn o g O mie taa o = Wi T
and we have

X
( oc(m 1)yl(m 1)+ oc(Jrr: 1)C(m 1)+ czc(m 1))+b|: (24)

U;
FPme<) WK™ +bG7 + :
i=1
Notice that Equation 1) and Equation 24) are in similar forms. Thus, 8r 2 S we can define variables as follows:

fc(m 1) lf oc(m 1) 0 |g(m 1) f oc(m 1) 0:

fc(m 1) _ Ui 3 Eg_(m 1) — g
i chI(m 1) lf oan: 1) < 0; Jii |g(m 1) f ocjn: 1) < 0;
( fc(m 1) . oc(m 1) . ( |g(m 1) . oc(m 1) .
fo(m 1) _ Ui if 3 0; igm 1) _ Ui if 3 0;
i Ecl(m 1) lf ochr: 1) < 0; Jii lg(m 1) f ocjn: 1) < 0;
( fc(m 1) . oc(m 1) . ( |g(m 1) . oc(m 1) .
»fc(m 1) — U:i lf e 0- ,!g_(m 1) — Ui lf 3 0,
i Lci(m 1) lf oan: 1) <0 i |g(m 1) f oan: 1) <0:
fc(m 1) . oc(m 1) fc(m 1), fc(m 1) . oc(m 1) fc(m 1). fc(m 1) . oc(m 1) ,fc(m 1)
N " HH ¥i ’ i : HH ¥i T : s ¥i
igfm 1) ._  oc(m 1) ig(m 1), ig(m 1) ._ oc(m 1) ig(m 1) iglm 1) ._  oc(m 1) 5ig(m 1)
HH T HH I ! i ) HH Ji T T i ¥
x(m 1) _  oc(m 1)y,s0x fe(m 1Dyp/Fx ig(m 1)y p/ix Ig(m Dyps9x .
WU'j'qm 1 i W Sm o1 T Wi am o1 T g Wi am o1 T i W S0m 1
WL D= S Dwepe 0 Dwpe P Swie 00w
(m 1) oc(m 1),.0 fc(m 1), f igm 1).i iglm 1) g oc(m 1) fc(m 1) ig(m 1)\.
bUJ i b® + B b* + i b* + i b% + ( i T T ):

i=1
Then we can obtain equation similar to Equation (3):
FjU;m(X) Fju;m l(X) — Wﬁg?:)x(m) + W)L(J(jm Dy(m 1) 4 WS(;“ Dgm 2)

+ fcgm De(m 2)+bg;)+bg_". 1)+b}::

Thus, we can repeat the above procedure iteratively until we obtain the final upper bound Fju;l(X), where Fj(X)

Fju;m(X) Fju;l(X). We let FjU (X) denote the final upper bound Fju;l(X), and we have
FP(X) = Wiia® + TDc@ > WX + > Bya + bl
i i i
k=1 k=1
where
x(k)  _  oc(k) Fe(k\p/F ig(K)\psi |g(k) .
Wosia = s WO)@;k R W:;t)l(k o W"ék * Wga(k'
Wi = cgwe e oWy w4 'gf,-k;?wszi‘:

2o 4 TMRT L 18000 1000pg T 0009 e g9,

()
By
i=1

and ( is the Hadamard product)

oo(ky _ W2 ?;C:(k) i k=m;

L S SRR

"3 = vajaFiH) ooty  k2im 1
C Uiji Jr g if k2[m 1]

ooty - WER PO i k=m

T WS(L(H) 00 i k2[m 1
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e A e ] = RY i k2m
e I T T B R
R R ALY R I
and 8r 2 s,
C C C
oc(m) _ ?stm) if Wi 0; oc(m) _ B?Sm) if WER 0 »o0(m) _ B?r(‘m) if WER 0
o W WiE<o T G WiE <o I U i WiE<O;
and8r 2s;k2[m 1],
( oc(k) . Wa(k+1) 0:
o) = U if ugr
r oc . a(k+ .
! C L;r if WU;j;r <0
K . K+1 .
oc(k) _ ffﬁk) if WS(H-(;?) 0;
i; - . +1 .
. C Ecg ) if WS;j;r )< 0
K) . K+1 .
VI e i
; . + .
" Ecr if Wa;j;r <0
and 8r 2 s;k 2 [m],
C C.
fok) . oc(k) . ig(k) . oc(k) .
e A S E I A S
Jir C . oc . Jr 19 . ocC .
C Lir if HHg <0; ( L;r if HHg <0
fc(k) . oc(k) . ig(k) . oc(k) .
PR SR ST AL S
Jr c . oc . 5r ig . oc .
C L;r if HHs <0 C L;r if HHg <0;
fe(k) . oc(k) . ig(k) . oc(k) .
S Fe(k) _ l%’;r(k) if &5 0, Lig) _ U;Ek) if 3k; 0;
jir c . oc . jir ig . oc .
Lr if i 0 Lr if :j;r<0'

Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of Fj(X),
and the only difference is now we need to use the left-hand side of inequities (rather than right-hand side when deriving
upper bound) to bound the activated terms. Thus, following the same procedure in deriving the upper bounds, we can

iteratively unwrap the activation functions and obtain a final lower bound FjL;l(X), where Fj(X)

FjL;l(X). We let FjL (X) denote the final lower bound FjL;l(X), and we have

where

x(K)
WL;j;Qk
a(k)
WL;j;r

k)
bL;j

L — w2 50 fe()) (0 X(K) y (K
FroX) = wila@ + T0c@+ 0 witx® +

(k) E.
i bL:j + bj d
k=1

k=1

oc(K)y p yox Fe(K)yp/Fx ig(K)ypzix ig(K)\p/0x -
LH Wia + v Wia + LH Wia + ;j;:W:;qk'

TEwe e TPWR s PPWE - Rwe

fo(k)

(OO L e
B Bt

W0po 4 TeMpT 4 901, i900pa
i=1
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and ( is the Hadamard product)

C
oc(k) _ WFa |JO_(?(|() if k=m

L (Wa(k+1) !;);C:(k) if k 2 [m 1];
k )
ocy _ WA e if k=m
R e
k .
ocky _ W2 Fa if k=m
H Wi(j""l) J?ﬁ(k) if k2[m 1]
=0 i k2 m), U= 0 529 i k2m],
=W EC v k2m %= W Y k2m)
o= w00 o 0= W SO g om,
and 8r 2 s,
C C C
yocm) _ oc(m) if W_::? 0; oc(m) _ oc(m) if WJF? 0; oc(m) _ oc(m) if W_::? 0;
M Hd oc(m) 'fWJ'-:;?<0; Jir oc(m) fW_'i:;?<O; Jir oc(m) 'fWJF;?<0;
and 8r 2 s;k 2 [m 1],
( oc(k) a(k+1) .
gock) — e i W 0;
o HO (L)JCEK) if Wi(i«:l) <0
Y
k k+1
oot _  tal if WGP 0
T wil <o
Y
oc(k) 3 EcEk) lf Wa(k+1) 0;
r oc(k) a(k+1)
! u;r f WL]I’ <0
and 8r 2 s;k 2 [m],
( feck) . oc(k) 0 ( ig(k) . oc(k) 0:
GO0= W LW U= E o o
“ir c . oc . M g ; oc .
Y if gir <0 M i jir <0
feck) . oc(k) . ig(k) . oc(k) .
o= by T s W T W,
jir c . oc . ir ig . oc .
C ur i gir <0 C ur gir <0
fe(k) . oc(k) } ig(k) . oc(k) )
0= R L Wls_g BO= S b ol
r Cc . ocC . r 1 . oc .
. ur I gir <0 ’ Ug;r if jir <0

Corollary A. 2 (Closed-form global bounds) Given data X 2 R" ™, |, ball parameters p 1 and 0. For
an M-layer long short-term memory network F : R™ M B Rt there exists two fixed values j'- and jU such that

8 X 2 R" ™ where x®) 2 Bp(X(()k); ), and8j 2 [t], 1=q = 1  1=p, the inequity jL Fi (X) JU holds true,
where

— \a fo( X K x| DSk :
P =wiPa@+ DO 4w kg + WSO+ Bl + b
k=1 k=1 k=1

> > >
L — /2 5(0) fc(1) ~(0) x (k) x(K) ,,(K) k) F.
F=wiDa® 4 T W kg + WX+ ) + b
k=1 k=1 k=1
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Corollary A. 3 (Pre-activation bounds in LSTMSs) The pre-activation bounds of different gates can be obtained via
simple modifications from Theorem A3 Specifically, we recall the definitions of pre-activations in different gates:

Input gate:
Forget gate:
Cell gate:
Output gate:

yi(k) = WXx® 4 \wiagk 1 4 bi;

yf(k) = WX pywfagk 1 4 bf;
Y90 = Wo*x () 4 \wWoagk D 4 po;
yo(k) — Woxx(k) + Woaa(k 14 be:

For a given LSTM and input Xo, the underlined part of the equations are bounded by

Wgatexc()k) ngatekq yvatey (k) Wgatexék) + ngatekq;

where gate = Tix; TX; gX; 0Xg. Thus to derive pre-activation bounds, we only need to know the ranges of remaining
parts in the equations above. These can be computed by replacing the output mapping wka in Theorem A by
Wi WTa: \W9a:\W2  respectively. The output bias b is correspondingly substituted with b';bT;b9;b°. For
example, to derive the bounds for pre-activation bounds of input gates, we replace the output mapping matrix and bias

from WF2 and bF by W'2and b'.

Theorem A. 4 (Closed-form cell state bounds of long short-term memory network F) For the cell state C}V) of
the V-th layer in a given M-layer (Vv = M) long short-term memory network, there exists two explicit functions gj!‘;v :
R" vV ¥ RS and ng;V :R™ V' ¥ RS and two fixed values |;-:(V) and u;(v) such that 8 2 [s] and 8 X(V) 2 R™ V
where x() 2 Bp(X(()k); Yand1=q = 1 1=p, the inequity I;-:(V) gJ-L;V(X(l:V)) ngv) ng;V(X(l:V)) UJ?(V) holds
true, where

>0+ b

V) — \pwad 50 fe(D) (0 X(k)
up = Wygatt o e KWiyijiKa +

U;j
k=1 k=1 k=1
K
c(v) — \nsa(1) 5(0 fe(1) (0 x(K) X(K) 4, (K) K.
Ij _WL:j;:a()+ J C() INVL:j;:kol"' WL;j;:XO + bL;j’
k=1 k=1 k=1
where
x(v) —  Fe(Wy\pa/Fx ig(V)ypzix ig(V)\p/0x .
WU;j;qv - i W:;qv + e W::qv + ;j;:W:;qv'
WGy = TROWR e 0w+ 0w,
V) —  FfcW)F ig(\V) i ig(V) g fc(v) ig(v)y.
bU:J' - B b* + o B b’ + ;j;:b + ( i T ’:j;i)'
i=1
x(v) _—  fo(v)\p/Fx ig(V)\pzix ig(V)\p/0x .
WL:j:qv - Lijn W::qv + L W:;qv + :j;:W::qvv
f . . .
WD = TEOWR e BOwiE e SOwes,
f i f .
= BT ER e ST
i=1
and 8k 2 [v 1]
x(k) _—  oc(k) Fe(ky\a/F ig(K)\pyi ig(k) .
WU:j:qk - H W:O;)(;k + H W::a(k + Ji W:l;)t(lk + ;j;:W%(k'
WO = TRWe s GRPWR S Pw - Rw
K) —  oc(K)o fe(K) |, f ig(K) i ig(K) g oc(k) fe(k) ig(k)y.
bU;j I I b® + i b" + i b+ ;j;:b * ( S L T ’;j:i)'

i=1

WO —

oc(k)y 70 Fe(Kya/F ig(K)yp /i ig(K)yp/gx .
L:jigk !;j;5W:;)C;k+ s W:;§k+ !;j;:W:I;)c(ak"' ;j;:W'X

S0k
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k) _ k fe(k f ig(k i ig(k .
Wi(,j,)r - (;(?Jg;:)w?;?’l + !(;:j(;:)W:;Ia’l + I!g;g;:)wil;all’ + Ig;(j;:)W:g:?
K) _  oc(k) Fe(kK) L F ig(K) i ig(k) oc(k) Fe(k) lg(k)
bl = L b® + L b* + L I b' + :j;:bg + ST F ok
i=1
and
P =WEET X0 k2 1) T =W a0y k2
oc(k) _ a(k+1) K fc(k+1) oc(k) _ a(k+1) K fc(k+1)
S WU;:;: OC( )+ e S WL;:;: OC( )+ e
if k2[v 1] if
O S WD E0 gzl 1 0o wiD =0 g kzy
fek . fek .
fe(y _ diag( f_( ) ) if k=v; oo _ diag( [ )) if K=V
S oc(k) fc(k) lf Kk 2 [V 1]_ oo = oc.(.!<.) Ifc(k) lf Kk 2 [V
C B fo(k) . C . fe(k) .
fe(k) _ dlag( u:: ) lf k = V; fe(k) _ dlag( L ) lf k = V;
B OC(k) f_C(k) if K2[v 1] A OC_(_lf) f{:(k) if K2[v
C ' C -
fe(k . fe(k .
foqoy _ diag( ?( )) if k=v; fek) _ diag( ,C( )) if k=v;
S oc(k) ,fc(k) lf k 2 [V 1]_ S oc.(k) _f_c(k) lf Kk 2 [V
C Ig(k) . — - C . ig(k) . — -
ig(k) _ diag( j U ) if kK=v; ig(k) — diag( ° L:: ) if k=v;
= OC(k) Ig(k) lf K 2 [V l] LIS oc(k) ig(k) lf k 2 [V
C lg(k) . . C Ig(k) . .
igk) _ diag( g ") iIf k=v; igk) _ diag( =) if k=v;
HHE OC(k) Ig(k) if kK2[v 1]; R OC(k) lg(k) if k2[v
C . ig(k) . — - C ig(k) . —
gty diag( g ) if k=v; g _  diag( ;) if k=v;
i oclt) =19k if k2v 1; = ocllo 1909 if k2[v
and8r 2s;k 2 [v 1],
( oc(k) a(k+1) ( oc(k) a(k+1)
oc(k) __ u;r lf WUd( 0; Ioc(k) — L:r lf WL(f( 0;
; k) . +1 = j; k) . +1
T R wEsY <o T Ry Wi <o
oot —  ur if Wﬁiﬂ) 0; oot — v if Wa(EH) 0;
ir oc(k) . +1) IHa oc(k) a( +1) .
Cr if W <0 C Y if Wie <0
»oc(k) _ Scfk) if Wfﬁﬂ) 0; oc(k) _ EfE"’ if W‘EEEH) 0;
ir oc(k) , +1) ir oc(k) . +1)
( L;r lf WUJr <0 ( ur lf WLJr <0
fc(k) . oc(k) . fc(k) . oc(k) .
fe) —  ur i 0; yfew — e i 0;
ir fc(k) lf ocek) <0 A Hd - fc(k) lf oc{k) <0
( L;r ( U;r
fo _ un i Oc(k) 0; fe0o — Ll if OC('-? 0;
ir fc(k) . oc(k) jir - fc(k) . oc(k)
( Lr if HHg <0; ( u;r if HHg <0
U e S reto _ rao o "G00
Jr fe(k) . oc(k) Jir - fc(k) . oc(k)
( L;r if HHg <0 ( Ur if HHg <0
ig(k) _ 08 if OC-:.k) 0; gk _ R A
Jir ig(k) . oc(k) j r - ig(k) . oc(k)
( L;r if HHs <0 ( ur if HH3 0
oo _ oy if oc-:.k) 0; oty _ L OC;‘? 0
; g(k) : oc(k) i; - ig(k) . oc(k)
B IL,r if Jr <0 b lIJ,r if HH 0
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1];

k2][v
1];

1];

1;

1;

1];

1];

1];



( oc(_k) ( ig(k) lf oc.(_k) 0:

. ig(k) o _
»ig(k) _ e i o ig(k) _ N I
T I : oc . ir i , oc .

! Lg;r if gir <0 ’ Ug;r if gir <0

where  is the Hadamard product.
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A.4 Bounding Planes for 2D Nonlinear Activation Functions

In this part, we elaborate on how bounding linear functions (planes) hol_c;(rk), h&c;f,k), hf,_(fsk), hffﬁk), h:_g;(rk), and hbg;(rk)

mentioned in Definition [I| are computed. This problem corresponds to finding two bounding planes hy .((v;z) =
LrV+ z+ yand hyr(V;2Z) = yyrV+ yrz + yr for the two 2D nonlinear functions (V)z and
(v) tanh(z) given the range of their inputs, namely, v 2 [I}; uyY] and z 2 [IZ; uZ], 8r 2 [s].

As we will exemplify the procedures for one single neuron, the subscript r is omitted hereafter. We formulate the
problem of finding 2D bounding planes as minimizing the volumes between upper-bounding/ lower-bounding planes
and V-z plane (See Figure 3 in the main text.) for the given Vv, Z intervals, under the constraints that the planes should
be larger/ smaller than the nonlinear planes. Specifically, the two constrained optimization problems are formulated
as 7

argmax (Lv+ Lz+ )dvdz
L: Ly L A (25)
subjectto v+ z+ | F(v;z); 8(v;z) 2 A
and 7
argmin (uv+ yz+ y)dvdz
U Ui u A (26)

subjectto yv+ yz+ y F(v;2); 8(v;2)2A

where f(v;2) is (V)z or (v)tanh(z),A=Tf(v;z)jv 2[IV;u"];z 2 [I*; u?]g.
To solve Problem (23]), we first construct a differentiable indicator function 1( _; ; L) such that

TEEEEES 0 ifhL(viz) TF(v;2); 8(viz) 2A;
b Y S0 otherwise:

Then we define loss function as
C RR .
loss( L L: L) = ‘R% LV+ Lz+ )dvdz if (L o) O
T Al LVv+ Lz+ )dvdz+1( (; r; L) otherwise;

where is a small constant and we usually set it to 0.1. Then we can minimize the loss function using a standard
gradient descent algggithm. We record the result of every gradient descend step and choose the ( ; ; ) with the
maximum value of ,( LV + (z+ | )dvdz and the indicator function value I( ; ; ) 0O as the lower
bounding plane. The process of solving Problem (26) is similar.

The key step in the above process is to construct the indicator function 1 ( _; ; L) for the functions f(V; z) and
h (v;z) = v+ [ z+ | inthe area A. Here we use T(v;z) = (Vv)z (case f(v;z) = (v)tanh(z) can be
handled similarly) as an example to elaborate on how to construct the indicator function. First we observe that

_ _ _ Lv+ P+ 12 (v); 8v2IV;uY]
h (v;2) V)z;8(v;z)2A , LV L L U (V) 8v 2V uY] 27

This greatly reduces the complexity to construct the indicator function 1( ; ; ) since the right hand side of
Equation (27) are two inequalities of 1D functions. The indicator function | now can be constructed as

I( L o ow)=max(I1( ; o 1) 0)+max(l2( ; o 1) 0) (28)
where
C
NETREES 0 if v+ (IF+ | 12 (v); 8v2][lV;uY];
bt (>0 otherwise;

0 if v+ Lur+ [ u* (v); 8v2]I;uv];

(L
Cuie o >0 otherwise:
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The construction of I and I, corresponds to constructing an indicator function Iz( ; ) for two 1D functions h(v) =
v+ ands (V) in the interval [IV; uY], where

L
|_|Z(OI' UZ) +
s = I*(or U?)

and

0 if v+ s (v); 8v2[IV;uY];
>0 otherwise:

The construction of I3 can be easily achieved using the linearity of h(Vv) and piecewise convexity of S (V). Then we
can use |3 to construct I and I,. Finally I ( ; L; L) can be obtained according to Equation (28).
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A.5 Algorithms for Long Short-term Memory Networks
Algorithm 2 Compute POPQORN robustness bound of an m-layer LSTM (true label: c, target label: i)

Output: a robustness bound ~.
1: Replace the last layer weights W W'c:a WE:’"
2: Initialize 0
3: while has not achieved a desired accuracy and iteration limit has not reached do
4: forv=1,...,mdo
5 forj=1,...,sdo
iv) (F(v) (9v) o(v) iv)  F(v) 9(v) o)
6 |j , |j , |j , |j LU U Ut g CorollaryA.

7: hfl_?j(v) (yjf(v); C}V 1)), hB?j(v) (yjf(v); CJ(v l)) compute bounding planes for (y}c(v))cjgv 2 given
If(v) f(v) Ic(v 1) .c(v 1)
T T B _ _ _

8: h:_g;gv) (y}(v); ng(v) ), h'Ug;gv) (y}(v); ng(v) )  compute bounding planes for (yj!(v)) tanh(ng(v)) given
1) i) (g0 [gw
J s s J ’

9: |J?(V), u;(v) Theorem A.

10: hOL(‘;;V) (y;’(v); C}V)), hBC;EV) (y}’(v); C}V)) compute bounding planes for (ng(v)) tanh(c}v)) given |J9(V),
LOW) 6 e

N |

11: end for

12: end for

13: u. L Corollary A.

4. if & Othen

15: is a lower bound; increase using a binary search procedure

16: else

17: is not a lower bound; decrease using a binary search procedure

18: end if

19: ~

20: end while

As in the above, we provide a succinct algorithm summary to compute a robustness bound for an m-layer LSTM,
below we also list a more detailed version of algorithms to compute lower and upper bounds for the final output
WFaalm + pF of the LSTM and then provide a robustness bound for it. We first introduce an auxiliary algorithm
that is needed in the computation.

Algorithm 3 Compute lower and upper bounds of the term \Wa™ + b

. . . . . . oc(1)..... oc(v)
Input: layer index V (range from 0 to m), weight matrix W and bias vector b, bounding planes [h ;21 h 2],

[hfl_c:(j); G hch:(L\J/)] and [h:_g:%); i hli_g:(&)], an m-layer LSTM, LSTM input sequence [X®;:: =, xM), p-norm, .

inW.)

Implementation: As is shortly pointed out in Corollary AP} this algorithm can be adapted from Theorem A and
Corollary A[2] Theorem AB]is provided to compute the lower and upper bounds of the final output of an m-layer LSTM,
which is W™ 2a(™ +bF . Therefore, we only need to replace the output mapping WF2 and b¥ in Theorem A. by the
input weight matrix W and bias vector b, respectively, to evalute the bounds of Wa ™ + b. Although Theorem A.
is stated to compute bounds for the final layer (M-th layer) of the LSTM, it is also straightforward to generalize

Theorem AJ|to compute bounds for an arbitrary layer v. Note that when v = 0, both the lower bound and upper
bound of Wa® + b is just Wa©® + b itself.

It may seem like one can directly use Algorithm [3] to compute lower and upper bounds of the final output
WFaaM + pF of an m-layer LSTM, but this is in fact not feasible as Algorithm [3| requires the bounding planes
h{%y. hch=U . h{%,,. which can only be computed after we know the lower and upper bounds of the gate pre-activations
y', yT, y9, y° and lower and upper bounds of the cell state c. Therefore, we need to introduce two more auxiliary
algorithms below to compute bounds for y', y¥, y9, y° and c. Note that Algorithm [3| will be used in Algorithm

That is why we adapt Theorem A [3|and Corollary AP]to construct this more general Algorithm [3]
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Algorithm 4 Compute pre-activation bounds for the 4 gates y'™, yTM) y9M) gp g yo)

Input: layer indexV (range from 1 to m), bounding planes [hOLC(LlJ); il OC(V 1)] [h[c(j); il fc(v l)] nd [h:_g:(llJ); i hli_g:% by,
an m-layer LSTM, LSTM input sequence [X®;:::; xM), p-norm, .
Output: lower bounds |'(V) I, |g(v) 1°Y gnd upper bounds uJ'(v) UI(V) uf’(") ;)(V) jJ=1::;s.

Implementation: As stated in Corollorjy AD] pre-activation bounds of the 4 gates can be computed using Algo-

rtthml(lnputs layer indexv 1, weight matrix W1@=WTa=\W92=\\/°2, hiqs vector b'=bf=b9=b°, bounding planes
[hOLC:%); D °°(V by, [hfl_c(&); s fc(v Y and [h:_g:(tlj); i h'g(v D) the LSTM, LSTM input sequence [X®; 11 1 x™],
p-norm, ). Note that when v =1, the upper and lower bounds can be directly computed according to the deﬁmtzons

of the 4 gates without using the bounding planes h{%,, hfl_C U h:_g:U.

Algorithm 5 Compute lower and upper bounds for the cell state ¢

Input: layer indexV (range from 0 to m), bounding planes [hOLC(Llj); il OC(V 1)] [h[c(j); i fc(V)] d[h:_g:(LlJ); il 'g(v)]

an m-layer LSTM, LSTM input sequence [X(l) """ X(V)] p-norm,

Output: lower bound | ™ and upper bound u ) =1;::1;s.

Implementation: Implementatton details are stated in Theorem AH} Note that when v = 0, both the lower bound and
upper bound of ¢© is just ¢O jtself. No bounding plane is needed in this case. And whenv = 1, h{%, is actually not
needed either.

Now we have got all the necessary auxiliary algorithms to compute lower and upper bounds of the final output
WFaa(m + bF of an m-layer LSTM. Algorithm Algorithm and Algorithmwill be used iteratively to compute
bounds for the final output of an LSTM. The resulting algorithm is stated below.

Algorithm 6 Compute lower and upper bounds for the final output W=2a(™ + bF of an m-layer LSTM
Input: an m-layer LSTM, LSTM input sequence [XD;:::: x(™], p-norm,

Output: lower bound (WF23a(™ + bF) .; and upper bounds (WFaam + pFyy. j =101
1: forv=1,...,mdo
2: forj=1,...,sdo

|}(V) |f(v) |g(v) IO(V) TR u]‘(v)’ ujg(v), u;’(") Algorithml(lnputs' layer index v, bounding planes
[hoD::::0h OC(V l)] [h [C(j); 2 h Y D1and (019D hi%Y DY the LSTM, LSTM input sequence [x@; 2 ; x¥],
p-norm, )
4 ch(v)( ™. ¢ (V 1)) hfc(v) (yf(v), v 1)) compute bounding planes for (Y; (V))C(V D given |f(v)
L’ij(v) Ic(v 1) ;:(v 1) (Note Ic(O) _ uc(O) — C§0))
5: 'g(v) (y'(v) g(V)) h'g(v) (y'(v) g(V)) compute bounding planes for (yj(v)) tanh(yg(v)) given I V),
ui(V) |9(V) (V)
i Y
6: |JF(V), u;_:(v) Algortthml(lnputs layer index Vv, bounding planes [hL (Ll,); i OC(V 1)] [htc(j); i fC(V)]
and [h:_g(Llj); i Ig(V)] the LSTM, LSTM input sequence [X®; 11 ; xM], p-norm, )
7: Ocjv)( o), (V)) hoc(v)(yo(v), gv)) compute bounding planes for (yo(v)) tanh(c( )) given |°(V)
o(v) c(v) c(v)
up
end for
9: end for
10: (WFaaMm + pFy, o (WFaaM + pF)yg, j = 150005t Algorithm(lnputs layer index m, weight matrix
WF2 and bias vector bY, bounding planes [hL %); i oc(V)] [hfLC(J); i fc(v)] nd [h:_g:%); i Ig(V)] the

LSTM, LSTM input sequence [XD;:::; x(™], p-norm, )

Finally, we can use Algorithm [§] to get a robustness bound for an LSTM through a binary search procedure.
Assume the true class of the sequence [X); :::; x(™]is ¢. The algorithm to certify the largest possible lower bound
of targeted attacks (target class be i) is stated below.

Algorithm 7 Compute POPQORN robustness bound of an m-layer LSTM
Input: an m-layer LSTM, LSTM input sequence [XD;:::; x(™], p-norm, o.
Output: a robustness bound ~.
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1: Replace the last layer weights W W('::a Wﬁ:a
2: Initialize 0

3: while has not achieved a desired accuracy and iteration limit has not reached do
4 L, v Algorithm@(lnputs: the LSTM, LSTM input sequence [X;:::; x(™], p-norm, )
5 if b Othen
6: is a lower bound; increase using a binary search procedure
7 else
8 is not a lower bound; decrease using a binary search procedure
9 end if
10: ~
11: end while
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A.6 Long Short-term Memory Network (1D bounding lines)

Theorem A. 5 (Explicit output bound of long short-term memory network F with 1D bounding technique) Given
an M-layer long short-term memory network F : R™ ™ ¥ RY we can derive two explicit functions FjL CRT M IR
and FjU SR™ ™ ¥ Rsuchthat 8 j 2 [t] and 8 X 2 R™ ™ where X 2 Bp(X(()k); ), the inequity FjL(X)

Fi (X) FjU (X) holds true. We can obtain them through following steps: Starting fromk = m, 8r 2 s we

1. define unified slopes and intercepts;

C C
g WD o C 0w o
o C L Wa;j;tl) <o M C 01 ir WE(;j:J;l) <0
w_ oy i WS(;(EID 0 w_ i i Wi(;g;fl) 0
jior — K . 1 ) jior — K . 1 .
b I(_)r if Wa;j;: ) <0 o Elz if Wi(Jt ) <0;
where WS(Jm: D= WE(Jm:_ D= WJF?
2. collect coefficients in front of pre-activation, and constants;
C C
® _ Wi J(k) if k=m; ww _ WE2 'J(k) if k=m;
gyt e komo1 Y wAkD a® e ko m g,
U;j;: I L;j I
C Fa k) . — - C Fa (Q9) . —_ -
w - Wi if k=m; W o Wi if k=m;
FTowgse 9 kem o T w8 kem 1
3. define equivalent weight matrices and biases;
WX(k) — ® WOX - Wa(k) — ® WWea: b(k) — ® b° +X (9]
Ugiax — H A uiir = A rne uj i B HHE
i=1
x(K) _— o 0X . ak)y — (k) oa. K — (K pRo oc(k).
WL;j;qk - !:j;:W:;qk' WL;j;r - !:j;:W:;r' bL;j - !'j::b + HHE
i=1

4. After looping steps 1 to 3 from k = m to k = 1, the bounds are given by
> >
U — wa@ 4 x(K) ., (k (k) F.
Fj X)= WU;j;:a( )+ WU;j;:X( )+ bU;j + bj '
k=1 k=1

X XX
00 = W0 + Wi+ bl
k=1 k=1

Proof 4 Given an m-layer long short-term memory network F : R™ ™ ¥ R \ith pre-activation bounds 1°09,u°®),
1600 ue for X 2 R™ ™ where X 2 Bp(X(()k); ), let the pre-activation inputs for the j-th neuron at the output
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layer be Fj(X) = WJF;:aa(m) + b}:. The j-th output of the recurrent neural network is the following:
Fi(X) = wWi2a™ + b

x Fa,(m) F
= Wjiai ” + by
i=1

WE2[o{™ tanh(c{™)] + b} ;
i=1

X Fa o(m) (m) F
= Wjl[ (i ) tanh(ci )]+ by;

>
WL (vi™) tanh(c{™)] + WERL (vi™) tanh(c{™)] + bf

wkra o WEa<0

Assume C ) is bounded by 16(m) yem), tanh(c( )) can be bounded by C and C,_ i ) such that C(m) tanh(c(m))
Cmel) . We also assume the positive activation function (Y) is bounded by two linear functions h(m) ), h(m)(y),

which yield H(m) W) ; (m)) tanh(c(m)) Hy. (m) (y), where
HER0) = 1o oGPPI + L ol 7 ™)l
HEP W) = 1o ohGR O ™)el + 1 am ol (vF ™)l
Upper bound. We can then obtain

< (m) o(m) < (m) o(m)
Fi(X) WERHGR (vi ) + WEAHIP (™) + by ;
wWEF2 0 WFa<0
— WJFIa S‘ﬂl)y?(m) + L(Jf"f:)) + = Wfa (Lml) o(m) (m)) + bF
WEa 0 WFa<0

We then define M and ™ in the parentheses:

3 Jii
C C
m_  up F WER O m _  on if WER 0

3 (m) lf WjF,la < 0, Jsi (m) lf W_::,la < 0,
and obtain

X
RO WER( My My 4 pF:

i=1
We further let (;J) = WFf" J(nln), (n?j);i = WJ':;"1 ﬂ?), and we have
FOO i+ M+ b}
i—1

— [ ( (Woxx(m) + Woaa(m D4 bO) + (n?j);i] + bF:
i=1
x X (m) 0x (m) XX (M) \p70ayo(m 1) = (m) o (m) F
= ( iWign X + ( :j:iWi:r)ar + :j;ibi * ;j;i) + by
gm=1 i=1 r=1 i=1 i=1

X (m) (m) 1 (m) X F.
= Pw >x<m>+ ¢ Pwiham D+ b0+ i+ by
gm=1 r=1 i=1
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We combine coefficients above into equivalent weights W)Lj(;nq)m WS(;“? and bias b( D us d efined by

X
\NX(m) — (M) \pj0x . m,a(m)_ (M) \p/0a. (m) — (M) o (m) .
Uidsam — ;j;:W::q g Ujr = ;j;:W:;r’ bU;j - ;j;:b + ) HHY

and obtain
y; — \pyx(M) a(m) 1 (m) F.
Fi(X)  FmX) = WigVx™ + wiPa™ D+ B + by
= Wﬁf;n;:)x(m) + bfjn;}) +bf + WS(;“) [o™ D tanh(c(™ D))
= Wx™ + 5 + b

=
1 1 1 1
+ WL (y?““ ) tanh(c{™ )]+ WL (™ D) tanh(c™ D)):
w0 wiim <o
A (m c(m 1) ;,c(m 1) (m 1) (m 1) (m 1)
ssume C; is bounded by | u tanh(c; ) can be bounded by C and ¢ 7, such that

C(m- 2 tanh(c(rn 1)) Cgr: Y We also assume the positive activation function (y) is bounded by two linear

functions h(m 1)(y), hSnl 1)(y) which yield H(m 1)(y) (y?(m 1)) tanh(cfm 1)) HL(J": 1)(y), where
1 1 1 1 1 1 1).
1 1 1 1 1 1 1
Hﬁ)M=hngﬁ’WW‘%$’+Hm%m$)M“’ME*
We can then obtain

FPme) wWiiDxm + B + bF

X
a(m) (m 1) o(m 1) (m 1) a(m) (m 1) o(m 1) (m 1)
+ U HH1 ( Usi ) + UJ i ( )
wiim o W <o
We then define J(r? Y and J(r? Y in the parentheses:
C C
1) . 1) .
mo_ on WS;“’ 0; m_ on Wﬁ(em) 0;
s M D Wi <o s ™D Wi <o
and obtain

) X
FjU'm(X) W)L(,f;n;;)x(m)+b$})+bj': " wam (m 1)y|(m D, (m 1)):

U;j;i Jii
i=1
We further let (n] Il) = 3(Jm,) J(n,n 1); (n;1j;i1) = Wﬁ(;nl) J(nln D and we have

FP™(X) wﬁf}?3x<m>+bf,'j}>+ ( DOy D (D)4 b

i=1
Similarly, 8r 2 s we can define variables as follows:
wm o — (m l)Wox gyAm D _ (M 1)y 0a. b(m H_ (m 1)bo+x (m 1.
Uidim 1 Am 1t TEUGr o 1S R Y

i=1
Then we can obtain
U; U; 1 _ 1 1
Fi m™(X) Fi m (X)—Wﬁf}n;:)x(m)_,_wﬁgn;: )y (m 1)+WSEF?; )q(m 2)

+ B + B D+ T
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Thus, we can repeat the above procedure iteratively until we obtain the final upper bound Fju;l(X), where Fj(X)

FjU;m(X) FjU;l(X). We let FjU (X) denote the final upper bound FjU;l(X), and we have
X XX
— w2 (0 K (k (k) .
I:jU xX)= WU;j;:a( )+ Wﬁ;j;:x( )+ bU;j * b}:'
k=1 k=1
where
WO = ) ypox . pald — () ypoa. pE) — () b0+x & .
Uibdsak — H F Y Ujpr —  istise Ui — i HHY
i=1
and (  is the Hadamard product)
C C
K . K .
G _ WpE B k=m; G _ WiE i k=m;
g T k+1 k . . g T K+1 k . .
FUOwgE o 2 k2mo T w9 k2m 1
and 8r 2 s,
C C
ey _ o FWER 0 _ G i WER O
Ir ™ rwha<o I ™ i wka <o;
and 8r 2 s;k2[m 1],
C C
® . (k+1) : & . (k+1) .

K — Uk;r if Wﬁ;{'{;rl 0; K _— Ulér if WS;&;rl 0;

r . a(k+ . r : a(k+ .

! t} if VVU%W )<:O’ ! ﬁ} if Vvujw )<:0

Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of Fj(X),
and the only difference is now we need to use the left-hand side of inequities (rather than right-hand side when deriving
upper bound) to bound the activated terms. Thus, following the same procedure in deriving the upper bounds, we can
iteratively unwrap the activation functions and obtain a final lower bound FjL;l(X), where Fj(X) FjL;m(X)

FjL;l(X). We let F{-(X) denote the final lower bound FjL;l(X), and we have

XX XX
00 = WD+ W0 4 b b

k=1 k=1
where
X
K (K : ak) _ (K ) K _ (K K .
W)Ii(;j:)qk_ (!;J)-;:W?;)‘;k’ WL(:j;)r_ ('}WO?’ b(L;} - (!;};:bo"' (:};i'
i=1
and (  is the Hadamard product)
C C
G _ Wi 19 if k=m; w o wir if k=m;
MET Wt ® o kem ou T w0 kem o
and 8r 2 s,
C C
m) . ) (m) . .
(M — L if WJF? 0; (m) — L;r lijF? 0;
3r Eer) if W2 <o0; rr S"r) if WEa<o0;
and8r 2s;k2[m 1]
C C
K) . K+1 K) . K+1
- g o Cp e o
=i . + . ) H + .
n ur Wi;j;r <0 " ur ¥ Wi;j;r <0
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Corollary A. 4 (Closed-form global bounds) Given data X 2 R" ™, |, ball parameters p 1 and 0. For

an M-layer long short-term memory network F : R™ M B Rt there exists two fixed values j'- and jU such that
8 X 2 R™ ™ where x®) 2 Bp(X(()k); ), and 8 j 2 [t], 1=q = 1  1=p, the inequity jL Fi(X) JU holds true,

where

_ 1 [ k) (k Kk .
Y =wiFa@ + kwikg+ WO+ B +bF;
k=1 k=1 k=1

Lo @0 8 X X093 00 4 < ) 4 F -
7=wila® KWiPke +  WPxeY + bl + by
k=1 k=1 k=1
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A.7 Gated Recurrent Unit Network

Notations In the derivation of gated recurrent unit network (GRU), we define the equations as follows:

Reset gate:
Update gate:
New gate:

Hidden state:

a® = (1

20y

alk b:

r = (yr(k)) - (Wrxx(k) +WwWragk b 4 b"):
200 = (y2®y = (WM 4 Waaak D 4 p2).
n® = tanh(y"®) = tanh(W™x® + p™ + )
R 4 50

(Wnaa(k 1) +bna));

Theorem A. 6 (Explicit output bound of gated recurrent unit network F) Given an m-layer gated recurrent unit
network F : R™ ™ ¥ R ywe can derive two explicit functions FJ-L :R" M ¥ Rand FjU :R™ ™M ¥ R such that

8j 2 [t]and 8 X 2 R" ™ where xK) 2 Bp(X(()k); ), the inequity FjL(X)
obtain them through following steps: Starting from K = m, 8r 2 s we

Fi (X) FjU (X) holds true. We can

1. define unified slopes and intercepts of cross terms of the update gate and the new gate, the update gate and

the hidden state;
( zn(k)
zn(k) _ U;r
TH O )
L;r
( zn(k)
zn(k) _ uU;r
TH G
L;r
( zn(k)
»zn(k) — uU;r
THs Iz_n(k)
r
( za(k)
za(k) _ u;r
jir - za(k)
L;r
( za(k)
za(k) _ uir
jir - za(k)
L;r
( za(k)
sza(k) _ uUir
jir - za(k)
L;r

where W2 = yy2(M*D = yFa.

U;j;r L;J;r

IR

ak+1) .
Wug(;r 0;
wakrh o

uiir !
a(k+1) .
WU&;rl) 0'
a(K+ .
Wi <0
a(k+1) .
Wuéf'(;rl) 0’
a(K+ .
WU;j;r <0
a(k+1) .
WU(;{'(;rl) O*
a(k+ .
WU;j;r <0
a(k+1) .
WU(;{'(;rl) O*
a(k+ .
WU;j;r <0
a(k+1) .
WU;{'(;r 0;
WS(;j;tl) <0;

( zn(k)
12n(k) _ L;r
sgir - zn(k)
U;r
( zn(k)
zn(k) _ L;r
ro - zn(k)
U;r
( zn(k)
zn(k) _ L;r
IHs - zn(k)
U;r
( za(k)
jzat) —  Lir
ir za(k)
U;r
( za(k)
za(k) _ L;r
ir - za(k)
U;r
( za(k)
za(k) _ L;r
o - za(k)
U;r

. a(k+1) .
lf WLH'(;r 0;
if Wi;j;-'r-l) <0
. a(k+1) .
if WL;{'(:r 0
if Wﬁ(;j;l) <0
if Wi(i;l) 0;
if Wi;j;l) <0
i WY o
i Wik <o
. a(k+1) .
if WL(;{'(;rl) 0;
. a(k+ .
U( WL;j;r < O!
; a(k+1) .
l‘f Wl_;f'(;r 01
if Wi(;j;?) <0

2. collect coefficients in front of the update gate pre-activations, the new gate pre-activation, the hidden state,
and constants of the two couplings;

(k) _ (WJF;:a i
it (WS(;(+1) J?;f:1(|<)
ZrTJg(-) = WJZ;(:T<+1) f;':‘(kz)n(k)
(WU:J' I
mgo _ WEE 7
o (ng_(;rl) > f?(k)
sty - WiE (10
H (WS(;H- 1 JZ ;E:L(k)
za(k) _ WJFa ?"C:l(k)
T ey e

if k=m;
if k2[m 1f;
if k=m;
if k2[m 1f;
if k=m;
if k2[m 1f;
if k=m;
if k2[m 1f;
if k=m;
if k2[m 1]

C
0= s o
C Lij:: i fkzlm 1
zr.].(!(,) = WJ[;(:EI1<+1) J?.r?(kz)n(k) e
" (WL;j:: I fk2im 1
i = WJZ(:T<+1) J_Z;r:](kz)n(k) A
h (W:;j;: za(k;-;: f k2[m 1],
G A
¢ g i k2im 1
gy WER 20 if k=m;
TowiE o B9 i k2m 1
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C C
zag) _  WE2 ’f?(k) if k=m; za(y _ WE2 jz;?(k) if k=m;
T ng(""l) ’JZ’a(k) lf k 2 [m 1], i Wi(,lj(,_’_l) JZ’a(k) lf k 2 [m 1]’

3. define unified slopes and intercepts of cross terms of the reset gate and the hidden state;

C C
ra(k) . zn(k) . ra(k) . zn(k) .
ek AL S - I A
nr ra . zn . =5nr ra . zn .
C L;r if HHg <0; ( g if HHg <0
k) . 3 . K k .
o= Qo T 0 pes GOV T O
nr ra . zn . Jr ral . zn .
C e o gir <0 C ur gr <0
k) . K . K) . k .
sra(k) _ LrJarEk; if anzkr; 0; ra(k) _ ,r_arzk; if anikr; 0;
r r . zn . r r . zn .
! L?r if dgir <0 ! U?r if gir <0

4. collect coefficients in front of the reset gate pre-activation and the hidden state, and constants;

rak) — zn(k)  rak) if k2[m] rak) —  znd) - yrad if k2[mj;
H o I ’ LH o i ’
raf) _ @) rald e oo ). rady — znto - ralo e k2 [m);
o U i ' U o I !
ra(k) _ zn(k) s ra(k) . . ra(k) _ zn(k) ra(k) . .
T T o I if k2[m], i o I if k2[m];

5. define equivalent weight matrices and biases.

x(K)  _—  zn(K)\pszx za(K)y pyzx zn(K)y p/nx ra(k)ypsrx .
WU;j;qk_ H W::qk"' S W:;qk'" ;j;:W:;qk"' i W:;qk'
ak) _— zn(k) za(k) za(k) ra(k) ra(k) .
Woir = i WER + i WET + et WiE + :j;:W:r??'
X
bj = G+ FOpT+ O™+ TGOpT4 Opre (R4 250+ )
i=1
X(K) _  zn(K)ypszx za(k)y p yzx zn(K)y p ynx ra(kK)ypsrx .
WL;j:qk_ LM W::qk+ LI IS W:;qk+ o W:;qk+ L W:;qk'
Wi = TPWE 0w R 0w Pwry
X
bl = 0bT+ 00T+ P 0T b (R YR+ T
i=1

6. After looping steps 1 to 5 from k = m to k = 1, the bounds are given by

> >
00 = WEDAO + WKW+ B + b

k=1 k=1

> >
FHO0 = WEPa® + W+ b b

k=1 k=1

Proof 5 Given an m-layer gated recurrent unit network F : R™ ™ ¥ R with pre-activation bounds 17, uz®),
[N ynk) jak) yak) jr) yr) nack) gpg una®) for X 2 R™ M, where x® 2 Bp(ng); ), let the pre-activation
inputs for the j-th neuron at the output layer be Fj(X) = WjF;;"‘a(m) + b}:. The J-th output of the recurrent neural
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network is the following:
Fi(X) = WE2a™ +bF; (29)

— X Fa,(m) F.

= Wita; ™" + by,
i=1
X

= Wi z{™)n{™ +zWa™ P+ bl
i=1

X
=" WG i) tanny ™)+ i ™)al™ P+ b

= WERIL (i ™) tanh(y? ™)+ (vi™)al™ )
wra 0
+ WAL i) tanh ™)+ (o ™)a™ P+ by
WjF;?<0
Assume the activation function (1 (y)) tanh(x) is bounded by two linear functions hy' (m)(y X), hzn(m)(y; X)

and (Y)X is bounded by two linear functions hi " a(m) (y; X), hza(m) (y; X), we have

WPy @ ™) tanne ™) Gy ™)

za(m)(yz(m)’ i(m 1)) (Y. (m))a(m 1) za(m)(yz(m), i(m 1)):

Upper bound. We can then obtain

= Fa zn(m)
Fi(X) Wyii y
wrFa o

za(m) z(m) za.(m)a_(m 1)+ z?_(m))

2y e . znem)

+ k yl Usi
+ Wfa( zn(m) z(m)+ zn(m)yn(m) + Iz_n(m)
WF?<0
1 .
+ Za(m)yIZ(m) E;ai(m)ai(m ) + Eé;li(m))_,_b}:_
We then define ZT(m), JZT(m), ’er:(m), fﬁ(m), fﬁ(m) and ’;ﬁ(m) in the parentheses:
C
zn(m) _ é?i(m) if WJF|a 0; za(m) _ za(m) if WJF? 0;
; C G wip<o 5 i wip <o
zn(m) _ lZJ:(m) if WJF? 0; za(m) _ Za(m) if W}:ia 0;
1 ( E?I(m) lf WJF,Ia < 0' 1 ( Za(m) f WJF,Ia < 0,
,zn(m) _ ler:i(m) lf WJF|a 0; ,za(m) _ za(m) f WJF? 0;
g E?i(m) if WEa <o0; Ji Za(m) if WEa<0o;
and obtain
X
F; (X) WER ((Znmyzm o znemynm . »zn(m)
i=1
za(m) z(m) za(m) (m 1) »za(m) F.
+ Yi Jii a; + Jii )+ bj .
We further let
znj(rln) WF? er?(m), zrjj(piﬁ) = WF.f"‘ er:(m)’ znj(rln)_ WFa ,zr?(m),
za(m) F za(m), za(m) F za(m), Za(m) Fa »za(m),
HH '_Wlajl ’ jl'_Wa Jii [ M '_Wajl ’
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and we have

z(m)+ zn(m) n(m)+ z’nj(rl'n)+ za(m)yz(m)+ za(m) (m 1)+ za(m))+b|:'

OO A
J Yi |y| HH a; ”

i=1

— X zn(m) za(m) zx ., (m) zao(m 1) z zn(m) nx., (m) nx
- [( i T HH )(Wi;:X +Wi;2a +bl)+ N (Wi;:X +bi

N

i=1
WA D )+ Dy 1 e by
— x X zn(m) Za(m) zX X zn(m) nx (m)
= C ("5 Wi + W6 )X

gm=1 i=1 i=1

X X
£ C P Pwi s am P

r=1 i=1

X X X

+ 2nmpz 4 zalmpz 4+ Mpmx 4 2 4 22
+ zn(m)( (ylr(m))(Wnaa(m 1)+bna))+bF

i=1

Assume the activation function (Y)X is bounded by two linear functions hra(m) y;x), hra(m) (Y; X), we have
hrLa;li(m)(yir(m);Wn?a(m 1)+b=1a) v (m))(Wna (m 1) +bna) hlrJe;li(m)(y:’(m);Wﬂ?a(m 1) +b|i'1a):
We then have
X zn(m) za(m) ZX zn(m) nx (m)
Fj (X) (( ;j;; + ;j;: )WZ; m + W )X
0m=1
X
+ (( zn(m) + z?j(;T))Wi? + za(m))a(m 1)
+ zn(m)bz + za(m)bz + zn(m)bnx + X( zn(m) + za(m))
o a g i 7
i=1
zn(m)[ ra(m) r(m) + Lrj?i(m)(wir?:aa(m D4 bina) + Bf;li(m)]

+
nm o
+ 2RI ) ynagm D 4 pray 4 FAM) 4 pE;
Z"J(T)<O
We then define ra:(m), Jra:(m), ’Jra:(m), raj(rln), rajn:) and raj(rln ) in the parentheses:
( ra(m) . zn(m) 0:
ram) _  ui o f P ra(m) . zn(m) ra(m).
W < L
( ra(m) f zn(m) 0
[’_-'s}(m) — Ui ’ ra.(_r_r)) = zn(m) _rf';}(m),
T e ey g T T
( ra(m) f zn(m) 0
,r.a}(m) — Ui , ra_i(.m) = zn(m) sra(m).
i [e-li(m) f sz(nlq) < 0 HH HH Jii ’
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and obtain
X zn(m) za(m) zZX zn(m) nx (m)
Fj(x) (( B + N )W:; m + W )X
qm=1
X
+ (( zn(r.'n)_'_ Zf}(’m))WZ,?_'_ za(m))a(m 1)
X
+ z|j1_(.r:‘n)bz+ Z.aj(_f:n)bz_'_ ZI’?}T)bnx_F ( Z,nj(fln)+ Za(m))
i=1

+ [ ra(rln)ylr(m) ra(m)(Wnaa(m 1) +bna)+ ';a(m)]+b|:

= TP MywE W X
gm=1

X
+ (« zn(m)+ Z?}(;T))W:Z;?+ za(m))a(m 1)
R R SRR G B

g i
i=1

X X X
+ I’a(m)(Wrxx(m) +Wraa(m 1) +Dbr )+ I’a(m)(Wnaa(m 1) +bna)+

i=1 i=1

— X zn(m) za(m) zZX zn(m) nx (m)
- (¢ I )W:;qm+ W: )X

+ zn(m) | za(m)yyasza o Za(m) (m 1)
(( i i ) nr r)ar
r=1

+ zn_(m)bz+ za_(m)bz+ zngm)bnx_'_x( zn(m)+ za(m))
5t 35t 1t

dsi
i=1
x X ra(m) rx (m) XX ra(m)y psrayo(m 1) X ra(m),.r
+ ( WI qm)x + ( N Wi;r)ar + HH bi
gm=1 i=1 r=1 i=1 i=1
X X ra(m) nay,(m 1) X ra(m), na X ra(m) F
+ Wirar" &+ G PP i+ 0
r=1 i=1 i=1 i=1

X
= (T EDWE L+ TEPWE - TEPWR XD
dm=1
> zn(m) za(m) za za(m) ra(m), asra ra(m)ya/nay,(m 1)
+ (( i + st )W::r+ HHg + i W:;r+ IR W::r)ar
r=1

+ Z:}(;tn)bz"' zz;ij(;r:mbz_,_ zn;JgT)bnx_F rr';ij(;r?ﬁ)br_,_ ra;gr;r:l)bna_,_x( znj(rl‘n)+

F.
+bf:

We combine coefficients in Equation (30) into equivalent weights WS(ngm, Wa(J r) and bias b(

x(m) _  zn(m),p zx za(m)y p7zx zn(m)y A nNx ra(m)ya/rx .
WU;j;qm - H W:;qm+ I W:;qk"' H W:;qm+ H W:;q '
W = W fEDwze S EOwi s mwe,
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i=1

za(m)

il + -

as defined by

ram . pF

ra(m))

(30)



X
(m) _  zn(m).z za(m) .z zn(m)  nx ra(m),.r ra(m),na zn(m) za(m) ra(m)y.
bU'j I b* + o b* + o b™ + i b* + o b™ + ( T T H Tidsi );
i=1
and obtain
U; — .
Fi(}X)  FPMO) = wWiimx™ + wiam D+ p{Y + b 31)
Notice that Equation 29) and Equation (31)) are in similar forms. Thus, 8r 2 s we can define variables as follows:
1) . 1) .
zn(m 1) _ oD Wi o zam 1) _ oY WS(H’“Z 0;
T ey wEcon BT Yy wi <o
1) . 1) .
I T W?J(;;:r) 0 zam n_  ue D WSE}';? 0;
T Em Y w7 BT Wi <o
1) . 1) .
szn(m 1) _ lanr(m ) if Wa(am,? 0; »za(m 1) _ é?fm ) if Wa(gm,? 0;
D w ™ <o D W <o,
zn(m 1) _ a(m) zn(m 1), za(m 1) _ a(m) za(m 1),
I _WU;j;: I ’ i _WU;j;: i ’
zn(m 1) _ a(m) zn(m 1), za(m 1) _ a(m) za(m 1),
e _WU;j;: i ’ st _WU;j;: i ’
zn(m 1) __ a(m) »zn(m 1), za(m 1) __ a(m) sza(m 1),
’;E: _WU;j;: I ’ 7 _WU;j;: i !
ra(m 1) . zn(m 1) .
|_'a(m 1) — u;r lf dir 0; ra_(m 1) — zngm 1) !'a(m 1),
jir [a;tl(’m 1) lf znj(r? 1) <0 N H 3 !
( ra(m 1) . zn(m 1) .
|_'a(m 1) — U;r lf dir 0, ra(_m 1) — zngm 1) ra(m 1).
r Ir_ar(m ) if an(n: D<o o o i '
( ra(m 1) . zn(m 1) .
,ra(m 1) — ur lf SHs 0- ra_(m 1) — zngm 1) ,[‘a(m 1).

Then we have

I:J_U;m(x) FjU;m 1(X) =WE$JT:)X(m)+WG$;?; l)X(m 1) +Ws(1m l)a(m 2)+b8:})+b8; 1)+bJ'-::

Thus, we can repeat the above procedure iteratively until we obtain the final upper bound Fju;l(X), where Fj (X)

Fju;m(X) Fju;l(X). We let FjU (X) denote the final upper bound Fju;l(X), and we have
1 Kk K .
00 = WA + " Widx® + b+ b
k=1 k=1
where
x(K) zn(k) za(k) zn(k) ra(k) X
WU;j:qk - H W:Z:E(k + H W:Z;zl(k + H W:'?ffk + B W:r;)(;k’
Wi = Pwzs w0 owme miowne,
k) — k) (K) () (k) (k) (9] (K) (K)y.
bU;j - Zr;Tj:: b* + Zz;jlj:: b* + Zn;j;: b™ + Ir?j;: b" + ra;j;: b + ( Z’r:jj;i + Z’?j;i + Ea:lj;i )i
i=1
and (  is the Hadgmard product) C
K . K .
zn(k) _ WJFa Jzn( ) if k=m; za(k) _ WJFa Jza( ) if k=m;
s (wf‘,f}‘;fl) 2O k2m o1 I (Wf,f}‘;“” 20 g k2[m 1)
K . K .
mgo - WEE O k=m; gy WEE P k=m;
b (WS(;HD j?;r?(k) if k2[m 1], b (W?J(;Hl) J?:e:l(k) if k2[m 1]
»zn(k . i »za(k . R
g _ WER 7RO i k=m; ago _ WER P00 k=m;
BT WAk eI e o m gy THE T wRled ezl g o m g,
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a0 = o el e o [,

H s J
ra(k) _— zn(k) ra(k) . .
HEa i i if k2[m];
k [ s ra(k . .
r‘a;‘j(;:) = Zn;Jg::) Jra( ) if k2[m];
and 8r 2 s,
C C C
zn(m) _ lZJr;‘r(m) lfWJF? 0; zn(m) _ lZJ?r(m) lijF? 0; »zn(m) _ LZJ?r(m) lfWJF? 0;
T O wir e 0T I pwiro 00T O g wie<o
amy —  on FWEE 0 samy _ on” F WER 0 Lsamy o i WER O
L e wra<o; T oM e wFa<o; I 2 e wha < o;
and 8r 2 s;k2[m 1],
C znk) . a(k+1) . C za(k) . a(k+1) :
W 0 W 0
zn(k) _ U;r(k) if Uéf'(;rl) ’ za(k) _ U;Ek) if Uéf(;rl) ’
jir zn . a(k+ . Ir za ; a(k+ :
C Lr i Wiy <0 ] Lr o o Wy <0
K) . k+1 ) K) . k+1 .
zn(k) _ szn{k; if Wazf;l; 0; za(k) _ ﬁarzk; if Wﬁzf(tlz 0;
ir zn . a(k+ . ir za . a(k+ .
C Lr i Wy <0 C Lr o f Wyge <0
K) . k+1 ) K) . k+1 )
L0 _ ﬁ?{k: if Wﬁ(&;; 0;  Lzagy _ ﬁ?{k; if WSE&;T; 0;
r zn . a(K+ . r Za . a(kK+ .
! Lr i Wy <0 ! Lre i Wi <0

and 8r 2 s;k 2 [m],
( ra(k) lf zngk)

ra(k) _ U;Ek) J(kl’) 0
jir ra . zn .
( L;r lf ar < 0’

K . k .

ra(k) _ Lr,arzk; if anzkr; 0;
jir ra . zn .
'S if gir <0

K) . k .

sra(k) _ Larzk; if anikr; 0;
r ra . zn )
’ e gir <0

Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of Fj(X),
and the only difference is now we need to use the left-hand side of inequities (rather than right-hand side when deriving
upper bound) to bound the activated terms. Thus, following the same procedure in deriving the upper bounds, we can
iteratively unwrap the activation functions and obtain a final lower bound FjL;l(X), where Fj(X) FjL;m(X)

Fi(X). We let FJ-(X) denote the final lower bound F~*(X), and we have

= =
FEOO) =WiPa® + wi%x®@ + 7 b +bF;

k=1 k=1
where
x(kK)  _  zn(K)\p zx za(k)y p yzx zn(K)y o ynx ra(k)ypsrx .
WL;j;qk_ L W:;qk+ LM W:;qk+ o W:;qk+ L W:;qk'
Wi = Pwa s EPwae 0 0w Towne,
X
5 = Db e PN MO PO W T (L a0y

i=1
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i

o
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Corollary A. 5 (Closed-form global bounds) Given data X 2 R™ ™, |, ball parameters p
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Corollary A. 6 (Pre-activation bounds in GRUS) The pre-activation bounds of different gates can be obtained via
simple modifications from Theorem Al] Specifically, we recall the definitions of pre-activations in different gates:

Reset gate: Y™ ® = W™x® 4 ywragk 1 4 pr:
Update gate:  y*® = W?*x® + wzagk D 4 pz:
New gate:  y"® = W™x® + pnx 4 () (ywnagk 1) 4 pnay:

For a given GRU and input Xo, the underlined part of the equations are bounded by
Wgatex(()k) K\y\/9ate kq Wgatex(k) Wgatex(()k) + kwoate kq;

where gate = Trx;zx;nxg. Thus to derive pre-activation bounds, we only need to know the ranges of remaining
parts in the equations above. These can be computed by replacing the output mapping WF?2 in Theorem AE] by
W3, W22\ yespectively. The output bias b is correspondingly substituted with b"; b?;b". For example,
to derive the bounds for pre-activation bounds of reset gates, we replace the output mapping matrix and bias from
WF2 and b by W"and b". For the pre-activation bound of new gate, we need to first derive the bound of reset
gate. Considering that there is a cross-nonlinear term of reset gate and the previous hidden state, therefore we need
to further use 2D bounding planes as introduced in Section 3.2 to bound the term. Lastly, the pre-activation bound is
found by combining the linear bounds with anxgk) kW™ kq + b™.
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B. Experiments
B.1 Significance of plane (2D)-bounding POPQORN certificates

Recalling that when analyzing the bounds for an LSTM, we extend the ideas of bounding lines to bounding planes.
In what follows, as proofs and formulas for POPQORN certificates with both 2D bounding planes and 1D
bounding lines are provided, we justify our proposals of using 2D bounding planes instead of 1D or even
constant boundir@lternatives from two angles:

1. In Experiment (I) - MNIST handwritten digit classification task, constant and 1D bounding approaches give
much smaller (3-6 times smaller for 4-slice) certificates than those obtained by 2D bounding, and they become
even looser as the LSTM goes deeper (400-3000 times smaller for 14-slice). Specifically,

LSTM 4-slice: average bound for (2D, 1D, constant) bound = (0.232, 0.071, 0.041)
LSTM 7-slice: average bound for (2D, 1D, constant) bound = (0.140, 0.015, 0.012)
LSTM 14-slice: average bound for (2D, 1D, constant) bound = (0.059, 1.5e-4, 2e-5)

2. In Experiment (IIT) - question classification task, robustness bounds obtained are only meaningful when the
bounds are large enough to cover word pairs in the word embedding space. Here, we show that the robustness
certificates obtained via constant and 1D bounding contain significantly fewer word embeddings compared
with the proposed 2D bounding. Specifically, we use 2 different groups of word embeddings in a length-10K
vocabulary and show that our 2D bounding technique indeed contains non-trivial numbers (19, 535635) of word
embedding pairs for the 1st LSTM and the 2nd LSTM. Meanwhile, 1D and constant bounding have issues of
robustness certificates being smaller than the minimum distance of word embeddings (MDWE), where their
certificates contain (9, 0) and (0, 0) word embedding pairs.

LSTM 1: MDWE = 0.120, average bound for (2D, 1D, constant) bound = (0.138,0.067,0.039)
LSTM 2: MDWE = 0.012, average bound for (2D, 1D, constant) bound = (0.027,0.013,0.008)

The above results demonstrate the necessity and significance of the proposed 2D gate-bounding planes, in order to
obtain non-trivial robustness certificates.

2Modifying the results of 2D and 1D bounding to constant bounding means that pre-activation bounds are directly combined and considered
when evaluating ranges of activated states. This is rather a trivial implementation, whose details are therefore omitted herein.
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B.2 CLEVER-RNN Score

Assume for a given data sequence X, j is the true label, and i is the target label. Let g(X) = Fj(X) Fi(X), is a
Lipshiz function that has the property below:

90X g(Y)j = jg(xD;x @z xMy - gy Dy @y
Lekx®  ytip;
t=1

where LY = max fkiregg(X)kq : x® 2 Bo(x{?; 0);8k 2 [m]g and rg(X) = (%? s %)T. We then have
1 n

; - X () t
j9(X)  9(Xo)i Lakx™ XgKp;
t=1
which can be rearranged into the following form
X T (D) t X (D) t
g(Xo) Lqkx Xokp  9(X) g(Xo) + Lgkx XoKp:
t=1 t=1

Recalling that g(X) = 0 when Fj (X) = F;(X), which indicates an adversarial example is found. That is to say, we
want to ensure g(X) 0. This is assured by utilizing its lower bound:

XX
=1 t=1"q

In summary, CLEVER-Ada score is given as = min fg;(“le Ol)_g ;00
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B.3 Adapted C&W Attack

In the original C&W attack, the loss function is designed with a loss function as loss = ¢ g+ kX  Xgkp, where
g = max(maxjei(Fj(X) Fi(X));0) and c is a positive constant. In practice, we use binary search procedure to
find a c such that an attack is obtained with a small magnitude. In essence, this corresponds to finding a targeted
attack for class i, and the perturbation is measured by computing the norm of difference between X and Xp. Here,
we adapt the loss function to be loss = q + (v +c¢) maxickx®  x{k,, where ¢ = max(Fj(X) Fi(X);0)
and v is defined by indicator function 14 ¢(q). In our formulation, the c is a pre-defined small constant, which does
not update during the process. More concretely, C&W-Ada puts higher weights on minimizing the ¢ until an attack is
found, and prioritizes the minimization of distortion magnitude when an attack has been found (q = 0, v = 1). We
use the maximum perturbation of all frames as the C&W score.
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B.4 Experimental Details

We evaluate POPQORN and other baselines on vanilla RNNs and LSTMs trained on MNIST dataset, MNIST se-
quence dataset, and Classifier for the question classification (UITUC’s CogComp QC) Dataset. We train vanilla RNN
and LSTM models on MNIST dataset, and evaluate by randomly selecting 1000 test images as samples. For these 1000
test images, we randomly generate a set of adversarial target labels, and compute their average targeted POPQORN
bounds (the true label output is only guaranteed to be bigger than the target label output) and standard deviation,
CLEVER-RNN scores, and compare them with the magnitude of attacks found by C&W-Ada. Different from MNIST
dataset, MNIST sequence dataset records handwritten numbers as sequential data of line segment sequences. Due to
the poor performance of vanilla RNNs on MNIST sequence dataset, only LSTM classifiers are trained for robustness
evaluations. In this example, we compute the untargeted POPQORN bound on only one single stroke of a digit se-
quence. After calculating bounds of all strokes, we can identify the strokes with minimal bounds in a digit sequence.
We call the strokes sensitive strokes. Question classification task is to classify a question into several pre-defined
categories. For example, “What is a mirror made out of?” corresponds to “ENTY” (entity), “What is the temperature
at the center of the earth?” corresponds to “NUM” (number), “What is the abbreviation for Texas?” corresponds
to “ABBR” (abbreviation), “Who discovered x-rays?” corresponds to “HUM” (human), “What is the capital of Yu-
goslavia?” corresponds to “LOC” (location), and “What is caffeine?” corresponds to “DESC” (description). In
this example, we also compute the untargeted POPQORN bound on one single input frame, and call the words with
minimal bounds sensitive words.

Word embedding is used in question classifications. In the task of certifying bounds for question classification net-
works, we study how much we can perturb a single frame in a sequence while not causing any misclassification. How-
ever, different from the former tasks, the space of words is discrete. Thus instead of dealing with words in a discrete
space, we evaluate their word embedding. Specifically, we use pretrained word embedding from “glove.6B.1 OOd’ﬂ

Additional NLP Experiment: News Title Classification. We further exemplify the usefulness of POPQORN by
identifying key words (quantifying robustness) for TagMyNews [1] LSTMs. TagMyNews is a dataset consisting of
32;567 English news items grouped into 7 categories: Sport, Business, U.S., Health, Sci&Tech, World, and Entertain-
ment. Each news item has a news title and a short description. We train an LSTM to classify the news items into the 7
categories according to their news titles. Then we use POPQORN to identify keywords in the news titles by selecting
the words with the smallest POPQORN robustness quantification. Three examples are given in Figure [3] where we
can see that the keywords (underlined) identified by POPQORN are indeed more closely tied to the category of each
news.

Example Samsung to launch galaxy s sequel In south korea in late april

Sci&Tech  0.4219 0.7344 0.5469 0.4648 0.5234 0.5664 0.8047 0.6641 0.6680 0.8516 0.7188 0.8125

Example 3 journalists  kidnapped in afghanistan are set free
World 0.4492 0.4258 0.4219 0.7305 0.3945 0.6484  0.5977 0.5547

Example actress evan rachel wood dates both men and women

Entertain  0.4062 0.3906 0.4609 0.4805 0.6211  0.6875 0.9688 1.0625 0.8672
ment

Figure 3: Three examples in the news title classification task. The upper row gives the sample sentence; the lower row shows
the POPQORN (2-norm) lower bounds of individual words. “Sci&Tech”, “World”, and “Entertainment” are the corresponding
categories these news belong to.

3https://nlp.stanford.edu/projects/glove/
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