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Abstract
Differential privacy (DP) is a formal notion for
quantifying the privacy loss of algorithms. Algorithms in the central model of DP achieve high
accuracy but make the strongest trust assumptions
whereas those in the local DP model make the
weakest trust assumptions but incur substantial
accuracy loss. The shuffled DP model (Bittau
et al., 2017; Erlingsson et al., 2019; Cheu et al.,
2019) has recently emerged as a feasible middle ground between the central and local models, providing stronger trust assumptions than
the former while promising higher accuracies
than the latter. In this paper, we obtain practical
communication-efficient algorithms in the shuffled DP model for two basic aggregation primitives used in machine learning: 1) binary summation, and 2) histograms over a moderate number of buckets. Our algorithms achieve accuracy
that is arbitrarily close to that of central DP algorithms with an expected communication per user
essentially matching what is needed without any
privacy constraints! We demonstrate the practicality of our algorithms by experimentally comparing their performance to several widely-used
protocols such as Randomized Response (Warner,
1965) and RAPPOR (Erlingsson et al., 2014).

1. Introduction
Motivated by the need for scalable, distributed privacypreserving machine learning, there has been an intense interest, both in academia and industry, on designing algorithms
with low communication overhead and high accuracy while
*
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protecting potentially sensitive, user-specific information.
While many notions of privacy have been proposed, differential privacy (DP) (Dwork et al., 2006b;a) has become
by far the most popular and well-studied candidate, leading to several real-world deployments at companies such
as Google (Erlingsson et al., 2014; Shankland, 2014), Apple (Greenberg, 2016; Apple Differential Privacy Team,
2017), and Microsoft (Ding et al., 2017), and in government agencies such as the U.S. Census Bureau (Abowd,
2018). Most research has focused on the central model of
DP where a curator, who sees the raw user data, is required
to release a private data structure. While many accurate
DP algorithms have been discovered in this framework, the
requirement that the curator observes the raw data constitutes a significant obstacle to deployment in many industrial
settings where the users do not necessarily trust the central authority. To circumvent this limitation, several works
have studied the local model of DP (Kasiviswanathan et al.,
2008) (also (Warner, 1965)), which enforces the more stringent constraint that each message sent from a user device
to the server is private. While requiring near-minimal trust
assumptions, the local model turns out to inherently suffer
from large estimation errors. For numerous basic tasks, including binary summation and histograms that
√ we study in
this work, errors are at least on the order of n, where n is
the number of users (Beimel et al., 2008; Chan et al., 2012).
Shuffled Privacy Model. The shuffled (aka. anonymous)
model of privacy has recently generated significant interest
as a potential compromise between the central and local
frameworks: having trust assumptions better than the former but enabling estimation accuracies higher than the latter.
While the shuffled model was originally studied in the field
of cryptography by Ishai et al. (2006) in their work on
cryptography from anonymity, it was first suggested as a
framework for privacy-preserving computations by Bittau
et al. (2017) in their Encode-Shuffle-Analyze architecture.
This setting only requires the multiset of anonymized messages that are transmitted by the different users to be private.
Equivalently, this corresponds to the setup where a trusted
shuffler randomly permutes all incoming messages from the
users before passing them to the analyzer. This is illustrated
in Figure 1. We point out that several efficient cryptographic
implementations of the shuffler have been considered includ-
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ing mixnets, onion routing, secure hardware, and third-party
servers (see, e.g., (Ishai et al., 2006; Bittau et al., 2017) for
more details). As in all previous work on the shuffled model,
we treat the shuffler as a black box.

Figure 1. The Shuffled Model.

DP in the shuffled model was first formally investigated,
independently, by Erlingsson et al. (2019) and Cheu et al.
(2019). Several recent works have aimed to determine the
optimal trade-offs between communication, accuracy, and
privacy in this model for various algorithmic tasks (Balle
et al., 2019; Ghazi et al., 2019b;a; 2020b; Balle et al., 2020;
Balcer & Cheu, 2020).
Summation. One of the most basic distributed computation
problems is summation (aka. aggregation) where the goal
of the analyzer is to estimate the sum of the user inputs. In
machine learning, and specifically in the nascent field of federated learning (Konečnỳ et al., 2016) (see, e.g., (Kairouz
et al., 2019) for a recent survey), private summation enables private Stochastic Gradient Descent (SGD), which in
turn allows the private training of deep neural networks that
are guaranteed not to overfit to any user-specific information. Moreover, summation is perhaps the most primitive
functionality in database systems in general, and in private
implementations in particular (see, e.g., (Kotsogiannis et al.,
2019; Wilson et al., 2019; Suresh et al., 2017)).
A notable special case is binary summation (aka. counting
query) where each user holds a bit as an input and the goal
of the analyzer is to estimate the number of users whose
input equals 1. The vector version of this problem captures,
e.g., the case where gradients have been quantized to bits in
order to reduce the communication cost (e.g., the 1-bit SGD
of Seide et al. (2014)). As observed in Blum et al. (2005),
binary summation is of particular interest in ML since it is
sufficient for implementing any learning algorithm based on
statistical queries (Kearns, 1998), which includes most of
the known PAC-learning algorithms.
Several recent works have studied private summation in
the shuffled model (Cheu et al., 2019; Balle et al., 2019;
Ghazi et al., 2019b; Balle et al., 2020; Ghazi et al., 2020b;a).

These results achieve DP with parameters ε, δ (defined in
Section 2). Cheu et al. (2019) showed that the standard
Randomized Response (which goes back to Warner (1965)
in the local DP case) is (ε, δ)-DP and incurs a squared error
of O( ε12 · log 1δ ) with high probability. All mentioned works
have also studied real summation, culminating in an (ε, δ)DP protocol in the shuffled model with error arbitrarily close
to a discrete Laplace random variable with parameter 1/ε,
and where each user sends O(1 + log(1/δ)
log n ) messages of
O(log n) bits each (Ghazi et al., 2020b; Balle et al., 2020).
Histograms. A generalization of the binary summation
problem is that of computing histograms (aka. frequency
oracles or frequency estimation), where each user holds
an element from some finite set [B] := {1, . . . , B} and
the goal of the analyzer is to estimate for all j ∈ [B], the
number of users holding element j as input. Computing histograms is fundamental in data analytics and is well-studied
in DP (e.g., (Kairouz et al., 2016; Acharya & Sun, 2019;
Suresh, 2019)), as private histogram procedures can be used
as a black-box to solve important algorithmic problems such
as heavy hitters (e.g., (Bassily et al., 2017)) as well as unsupervised machine learning tasks such as clustering (e.g.,
(Stemmer, 2020)); furthermore, computing histogram is intimately related to distribution estimation (e.g., (Kairouz
et al., 2016; Acharya & Sun, 2019)). In central DP, the
smallest possible estimation error for histograms is known
to be Θ(min( log(1/δ)
, logε B , n)) (e.g., Section 7.1 in Vadε
han (2017)). On the other
hand, the smallest possible error in
√
B
local DP is Θ(min( n log
, n)) provided δ < 1/n (Bassε
ily & Smith, 2015). In the shuffled DP setting and for ε a
constant and δ inverse-polynomial in n, the tight estimation
error for single-message protocols (where
each user sends
√
a single message) is Θ̃(min{n1/4 , B}), whereas multimessage protocols with both error and per-user communication that are logarithmic in B and n are known (Ghazi et al.,
2019a; Erlingsson et al., 2020). Recently, Balcer & Cheu
(2020) obtained a protocol with error independent of B but
logarithmic in n, albeit with a per-user communication of
O(B) messages each consisting of O(log B) bits.
Two recent works (Wang et al., 2019; Erlingsson et al.,
2020) studied private histograms in extensions of the shuffled model to multiple shufflers. Wang et al. (2019) uses
Randomized Response whereas Erlingsson et al. (2020) uses
a fragmented version of RAPPOR (Erlingsson et al., 2014).
In this work we focus on the regime where B  n, which
captures numerous practical scenarios since the number of
buckets is typically small compared to the population size.
1.1. Main Results
For the binary summation problem, we give the first private
protocol in the shuffled model achieving mean squared er-
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ror (MSE) arbitrarily close to the central performance of
the Discrete Laplace mechanism while having an expected
communication per user of 1 + o(1) messages of 1 bit each.
Theorem 1 (Binary Summation Protocol). For every
ε ≤ O(1) and every δ, γ ∈ (0, 1/2), there is an (ε, δ)DP protocol for binary summation in the multi-message
shuffled model with error equal to a Discrete Laplace random variable with parameter (1 − γ)ε
 and with
 an expected
communication per user of 1 + O

log2 (1/δ)
γε2 n

bits.

We extend Theorem 1 to a protocol for histograms that,
with a moderate number of buckets, has error arbitrarily
close to the central DP performance of the Discrete Laplace
mechanism while using essentially minimal communication.
Corollary 2 (Histogram Protocol). For every ε ≤ O(1)
and every δ, γ ∈ (0, 1/2), there is an (ε, δ)-DP protocol for
histograms on sets of size B in the multi-message shuffled
model, with error equal to a vector of independent Discrete
Laplace random variables each with parameter (1−γ)ε
and
2
with anexpected number
of
messages
sent
per
user
equal
to

2
(1/δ)
,
each
consisting
of
dlog
Be
+
1
bits.
1 + O B log
γε2 n
For the standard setting of constant ε and δ inversepolynomial in n and for an arbitrarily small positive constant γ, the expected communication per user in Theorem 1
is 1 + o(1) bits. Note that 1 bit of communication per user
is required for accurate estimation of the binary summation even in the absence of any privacy constraints. Likewise, the expected communication per user in Corollary 2 is
dlog Be + 1 + o(1) bits. Here again, log B bits of communication per user is required for accurate estimation of the
histogram even in the absence of any privacy constraints.
A natural question in the context of Theorem 1 and Corollary 2 is whether the same accuracy and communication
can be achieved by a single-message protocol in the shuffled model. For
√ histograms, this is impossible given the
Ω̃(min{n1/4 , B}) lower bound of Ghazi et al. (2019a) on
the `∞ -error of any single-message protocol whereas the
expected `∞ error in Corollary 2 is at most O( logε B ). We
prove that this is also impossible for binary summation:
Theorem 3 (Binary Summation Lower Bound). Let δ =
1/nΩ(1) and ε ≤ O(1). Then, any (ε, δ)-DP protocol for
Binary Summation in the single-message shuffled model
should incur an expected squared error of at least Ω(log n).
In light of the lower bound in Theorem 3 and the aforementioned lower bound of Ghazi et al. (2019a), it is striking
that the protocols in Theorem 1 and Corollary 2 can get
arbitrarily close to the central performance of the Discrete
Laplace mechanism while being almost single-message: the
vast majority of users send a single message (consisting of a

single bit in the binary summation protocol and dlog Be + 1
bits in the histogram protocol) while only a random o(1)
fraction of users sends more than one message!
We point out that, as in previous work in the shuffled and
local models of DP, the communication costs in Theorem 1
and Corollary 2 exclude the encryption costs. However, as
different messages sent by the users have to be encrypted
separately, the encryption overhead increases with the number of messages, and hence our almost single-message protocols would be even more appealing compared to other
multi-message procedures as in Ghazi et al. (2020b); Balle
et al. (2020); Ghazi et al. (2019a) when the encryption costs
are taken into account.
Experimental Evaluation. We implement our algorithms
and compare their performance to several alternatives proposed in the literature, both for binary summation and histogram. For the latter, we evaluate the algorithms on public
1940 US Census IPUMS dataset, considering both categorical and numerical features. Our experiments support our
theoretical analysis: for a broad setting of n, ε, δ, and B,
we incur small communication overhead while achieving
near-central errors that are noticeably smaller than previous
protocols. The experimental results are presented in the
appendix.
Remark 4. We note that our algorithms in Theorem 1 and
Corollary 2 can be used to learn the empirical distribution
of the users’ data up a small error. In light of the nearoptimality properties of the Discrete Laplace distribution in
the central DP model (Ghosh et al., 2012), our algorithms
are also close to optimal. This holds for general error
measures including the `1 , `2 , and `∞ norms, which are
well-studied in the literature on distribution estimation and
learning (e.g., (Kairouz et al., 2016; Acharya & Sun, 2019)).
1.2. Overview of Techniques
Before outlining the proof of Theorem 1, we first note that
the Discrete Laplace mechanism in the central model incurs
only a constant MSE. To get a similar bound in the shuffled
model, any single-message protocol—in particular, Randomized Response and RAPPOR (Erlingsson et al., 2014)
(which for binary summation coincides with Randomized
Response)—is ruled out by Theorem 3. Furthermore, the
recent histogram protocols of Ghazi et al. (2019a); Erlingsson et al. (2020), are also not applicable since they all incur
an MSE of Ω(log n). Theorem 1 also guarantees vanishing
communication overhead: this rules out the split-and-mix
protocol in Ghazi et al. (2020b); Balle et al. (2020) and a
recent protocol of Ghazi et al. (2020a).
We next recall the prototypical private binary summation
procedures in the central setup. If user i’s input is
Pxi , then
the analyzer simply computes the correct sum i∈[n] xi
and then adds to it a random variable sampled from some
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probability distribution D. A common choice of D is the
Discrete Laplace distribution with parameter ε, which yields
an (ε, 0)-DP protocol for binary summation with an asymptotically tight MSE of O(1/ε2 ); this is known to be optimal
in the central DP model (Ghosh et al., 2012).
Using Infinitely Divisible Distributions. In order to emulate the prototypical central model mechanism in the shuffled model, we need to distribute both the signal and the
noise over the n users. Distributing the signal can be naturally done by having each user i merely send their true
input bit xi . Distributing the noise is significantly more
challenging since the shuffled model is symmetric and does
not allow coordination of noise across users. Consider the
framework, captured in Algorithms 1 and 2 on page 5, where
(a) each user sends (possibly several) bits to the shuffler and
(b) the analyzer counts the number of 1s received from the
shuffler and outputs it as a proxy for the true sum (possibly after subtracting a fixed bias term). In this case, we
would need to decompose the noise random variable into n
i.i.d. non-negative components, and have each user sample
and transmit one component in unary. Distributions that are
decomposable into the sum of n i.i.d. (not necessarily nonnegative) samples for any positive integer n are well-studied
in probability theory and are known as infinitely divisible.
In DP, the Discrete Laplace distribution was observed to be
infinitely divisible by Goryczka & Xiong (2015), and this
property was used by Balle et al. (2020) for real summation
in the shuffled model, albeit with several messages per user,
each consisting of Ω(log n) bits. However, decomposing
the Discrete Laplace distribution into a sum of i.i.d. nonnegative samples—as required by our template above—is
clearly impossible since its support contains negative values.
One basic discrete non-negative infinitely divisible distribution is the Poisson distribution with parameter λ, which
can be sampled by summing n i.i.d. samples from a Poisson
distribution with parameter λ/n, for any positive integer n.
The resulting Poisson mechanism can thus be used as a candidate binary summation procedure in the shuffled model.
It turns
out 
that this mechanism is (ε, δ)-DP if we set λ to


O log(1/δ)
(see Theorem 11). In this case, the expected
ε2
communication cost of transmitting the per-user noise is
equal to the expectation λ/n, which is much smaller than 1.
We note that, for a reason explained in Section 3.2, we can
further reduce the communication by considering the Negative Binomial distribution NB(r, p). This distribution is
infinitely divisible as a random sample from NB(r, p) can
be generated by summing n i.i.d. samples from NB(r/n, p),
for any positive integer n.
Unfortunately, it turns out we cannot hope to achieve nearcentral accuracy using any non-negative infinitely divisible
distribution. Specifically, we prove in Section 3.3 that for
every such noise distribution, the incurred MSE will grow

asymptotically with log(1/δ). This is in sharp contrast with
the error in the central model, which is independent of δ.
Unary Encoding and Correlated Noise. Instead, the support of our noise distribution has to also contain negative
values. To allow this, a natural extension of the above template algorithm is to let each message consists of either an
increment (e.g., +1) value or a decrement (e.g., −1) value.
This template leads to a distributed noise strategy that can
achieve near-central accuracy, described next. We know
from Goryczka & Xiong (2015) that the Discrete Laplace
distribution with parameter ε is the same as the distribution
of the difference of two independent NB(1, e−ε ) random
variables, and is thus infinitely divisible. This noise can
be distributed in the shuffled model by letting each user
sample two independent random variables Z 1 and Z 2 from
NB(1/n, e−ε ), and send Z 1 increment messages and Z 2
decrement messages to the shuffler. This mechanism would
achieve the same error as the central Discrete Laplace mechanism. However, since the analyzer can still see the number of increment messages, this scheme is no more private
than the (non-negative) mechanism with noise distribution
NB(1, e−ε ), and thus cannot be (ε, δ)-DP by virtue of the
lower bound (Section 3.3).
To leverage the power of sending both positive and negative messages, we correlate the input-dependent and noise
components sent by the users so that the analyzer is unable
to extract much information about the user inputs from one
type of messages. We do so by employing a unary version
of the split-and-mix procedure of Ishai et al. (2006); Ghazi
et al. (2020b); Balle et al. (2020). Namely, in addition to the
aforementioned random variables Z 1 and Z 2 , each user will
independently sample a third random variable Z 3 from another infinitely divisible distribution, and will send Z 1 + Z 3
increment messages and Z 2 + Z 3 decrement messages (see
Algorithm 3 on page 7). Note that in this case, when Z 3 is
sufficiently “spread out”, the analyzer cannot extract much
information from counting the number of increments alone,
since the noise from Z 3 already overwhelms the user inputs.
We formalize this intuition by proving that, for carefully
selected infinitely divisible noise distributions, the resulting mechanism is (ε, δ)-DP and incurs an error that can be
made arbitrarily close to that of the central Discrete Laplace
mechanism, while incurring an expected communication
overhead per user that goes to 0 with as n increases.
To prove Corollary 2, we run the binary summation protocol
in parallel on all B buckets, and instead of sending ±1 valued messages, we concatenate each with the length dlog Be
binary expansion of the index of the bucket being incremented/decremented. While a straightforward implementation of the randomizer has a running time of Ω(B), we show,
using the characterization of infinitely divisible distributions
in terms of Discrete Compound Poisson (DCP) distributions,
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that the expected running time can be significantly reduced
to the order of the expected per-user communication cost.
Size-Freeness. Infinitely divisible noise mechanisms are
much easier to deploy in practice compared to general
schemes. This is because for fixed (ε, δ), the “noise parameter” of infinitely divisible mechanisms is independent
of the number of users n: e.g., in the case of the Poisson
Mechanism, the parameter λ only depends on ε and δ. In
contrast, computing near-optimal parameters in the shuffled
model of the noise parameters for non-infinitely divisible
schemes such as Randomized Response (Warner, 1965) and
RAPPOR (Erlingsson et al., 2014) requires re-running a
time-expensive algorithm for each new value of n (see the
appendix for more details). This can be undesirable in practice, especially for real-time applications.
1.3. Organization
We provide some background and notation in Section 2. In
Sections 3 and 4 we prove Theorem 1. Our experimental
setup and results are presented in Section 5. We conclude
with some open questions in Section 6. Corollary 2 and
Theorem 3 are proved in Appendices C and D.

2. Preliminaries
Let n be the number of users and [n] := {1, . . . , n}. In this
work, we only consider discrete probability distributions
that are supported on (possibly negative) integers. We write
X ∼ D to denote a random variable X sampled according
to D. We let supp(D) denote the support of D, E[D] its
mean, and Var(D) its variance. For two distributions D
and D0 , we denote by D + D0 the distribution of X + X 0
where X and X 0 are independently sampled from D and D0
respectively; D − D0 is defined similarly. For integer k, we
denote by k +D the distribution of k +X when X ∼ D. For
any x ∈ Z we let D(x) denote PrZ∼D [Z = x]. We denote
by x ∼ x0 two datasets (i.e., n-dimensional vectors) x and
x0 differing on a single user’s data (i.e., a single coordinate).
Definition 5 (Differential Privacy (Dwork et al., 2006a;b)).
For any parameters ε ≥ 0 and δ ∈ [0, 1], a randomized
mechanism M is (ε, δ)-differentially private (DP) if for
every pair of x ∼ x0 and for every subset S of transcripts of
M, it holds that Pr[M(x) ∈ S] ≤ eε · Pr[M(x0 ) ∈ S] + δ,
where the probabilities are over the randomness in M.
Shuffled Model. A protocol in the shuffled privacy model
consists of three procedures: a local randomizer that sends
one or several messages depending on its input, a shuffler
that randomly permutes all incoming messages, and an analyzer that takes in the output of the shuffler and returns
the final output of the protocol. Privacy is required to be
guaranteed with respect to the output of the shuffler.

Algorithm 1 D-Distributed Randomizer.
1: procedure R ANDOMIZERD,n (x)
2:
Sample Z ∼ D/n
3:
Send x + Z messages, where each message is 1

3. The D-Distributed Mechanisms
In this section, we propose and study a family of simple
mechanisms in the shuffled model for the binary summation problem. While the mechanisms in this section do not
achieve the accuracy promised in Theorem 1, they will serve
as an important building block to our eventual algorithm in
Section 4. In fact, we will need the privacy guarantee of
these mechanisms against a generalization of bit summation
called ∆-summation defined as follows. For ∆ ∈ N, in the
∆-summation task, the input to each userPis a number xi
in {0, . . . , ∆} and the goal is to compute i∈[n] xi . When
∆ = 1, this task is the same as binary summation.
To define our protocol, we first recall that a standard strategy
for achieving DP in the central model is to simply add noise
to the correct answer. We will refer to such a mechanism
the D Mechanism when the noise distribution is D.
Definition 6. For any distribution D, the D Mechanism for
computing a function f : X n → Zd is defined as the mechanism that, on input x ∈ X n , outputs f (x) + (Y1 , . . . , Yd )
where Yi ∼ D, i ∈ [d] are independent.
The definition of the D Mechanism applies even when
supp(D) contains negative integers, but in this section we
focus on distributions D that are supported on non-negative
integers and that are infinitely divisible as defined next.
Definition 7 (Infinite Divisibility). A distribution D is said
to be infinitely divisible (abbreviated ∞-div) if for every
n ∈ N, there exists a distribution D/n such that (X1 + · · · +
Xn ) ∼ D where Xi ∼ D/n , i ∈ [d] are independent.
For an ∞-div D on non-negative integers, we define the
D-Distributed Mechanism in the shuffled model as follows:
Algorithm 2 D-Distributed Analyzer.
1: procedure A NALYZERD
2:
U ← number of messages received
3:
return U − E[D]

Privacy. Observe that, from the analyzer’s perspective, it
only sees U (because all the
P messages are identical) and
U is distributed exactly as i∈[n] xi + D by ∞-div of D.
From this, we immediately get that the privacy guarantee of
the D-Distributed Mechanism in the shuffled model is the
same as that of the D Mechanism in the central model.
Observation 8. For any ε > 0 and δ ∈ (0, 1), the DDistributed Mechanism is (ε, δ)-DP in the shuffled model
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for ∆-summation if and only if the D Mechanism is (ε, δ)DP in the central model for ∆-summation.
Accuracy. As discussed
above, we are guaranteed in AlgoP
rithm 2 that U = i∈[n] xi + D, which gives:
Observation 9. The error of the D-distributed Mechanism
is distributed as D − E[D].
Expected Communication. The expected number of messages sent by each user in Algorithm 1 is x + E[D/n ] =
x + E[D]
n . Using the fact that x ∈ {0, . . . , ∆}, we get:
Observation 10. The expected number of messages sent by
a user in the D-Distributed Mechanism is at most ∆ + E[D]
n .
3.1. Example I: The Poisson Mechanism
Arguably, the simplest protocol in the family of DDistributed Mechanisms is the Poisson Mechanism that uses
the Poisson distribution1 , which is ∞-div. In this protocol,
D is Poi(λ) for some λ ∈ R+ and D/n is simply Poi(λ/n).
We now compute its privacy guarantee.
Theorem 11. For any ε > 0, δ ∈ (0, 1), and ∆ ∈ N, the
16 log(10/δ)
2∆
Poi(λ) Mechanism with λ = (1−e
−ε/∆ )2 + 1−e−ε/∆ , is
(ε, δ)-DP in the central model for ∆-summation.
By setting ∆ = 1 and using Observations 8, 9, and 10, we
get the following for binary summation.
Corollary 12. For any 0 < ε ≤ O(1) and δ ∈ (0, 1), let λ
be as in Theorem 11 with ∆ = 1. The Poi(λ)-Distributed
Mechanism is (ε, δ)-DP for binary summation
in the

 shuffled
model, each user sends at most 1 + O

log(1/δ)
ε2 n

one-bit


messages in expectation, and the MSE is O log(1/δ)
.
2
ε
3.2. Example II: The Negative Binomial Mechanism

A disadvantage of the Poisson Mechanism is that, in the
ε
most important regime where
number
 ∆  1, the expected

log(1/δ)
∆ 2
of messages sent is 1 + O
· ε
. In this subn
section, we show how to reduce the dependency on ∆
ε from
∆ 2
∆
( ε ) to ε , while retaining a similar error bound. (As we
will see in Section 4, this dependency will also permeate to
our eventual algorithm in the proof of Theorem 1.) Before
2
doing so, we note that the ( ∆
ε ) dependency is necessary
for the Poisson Mechanism since it is well-known2 that the
MSE of any central (ε, o(1))-DP protocol for ∆-summation
2
has to be at least Ω(( ∆
ε ) ) and since the MSE of the Poi(λ)
2
Mechanism is exactly λ, we must hence set λ ≥ ( ∆
ε) .
Thus, the expected number of messages sent 
per user in the
2
Poi(λ) Mechanism must be 1 + nλ ≥ 1 + Ω n1 · ∆
.
ε

To circumvent this, we first observe that the above argument holds only because the parameter λ of the Poisson
Mechanism governs both the MSE (i.e., the variance of
the distribution) and the number of messages sent (i.e., the
expectation of the distribution). This motivates us to seek
an ∞-div distribution on the negative integers whose variance and mean can be very different. We consider the neg3
ative binomial
NB(r, p) which is ∞-div as
Pndistribution
r
NB(r, p) = i=1 NB( n , p) for every n ∈ N. Moreover,
pr
pr
E[NB(r, p)] = (1−p)
and Var[NB(r, p)] = (1−p)
2 , which
can be very different when p is close to 1. We next show a
DP guarantee for this Negative Binomial Mechanism.
Theorem 13. For any ε > 0, δ ∈ [0, 1), and ∆ ∈ N, let
p = e−0.1ε/∆ and r = 50 · eε/∆ · log 1δ . The NB(r, p)
Mechanism is (ε, δ)-DP in the central model.
Plugging ∆ = 1, we get the following corollary. When compared to Poisson Mechanism (Corollary 12), we achieve the
same error bound but with a 1ε instead of ε12 multiplicative
term in the expected number of additional messages sent.
Corollary 14. For any ε, δ > 0 with ε ≤ O(1), let p, r be
as in Theorem 13 with ∆ = 1. The NB(r, p)-Distributed
Mechanism is (ε, δ)-DP for binary summation
in the
 shuffled

model, each user sends at most 1 + O

messages in expectation, and the MSE is O

k −k

Poi(λ) is defined as Poi(k; λ) = λ e /k!.
This follows from the sensitivity of ∆-summation; see,
e.g.. (Vadhan, 2017).
2



one-bit

.

log(1/δ)
ε2

3.3. A Lower Bound for D-Distributed Mechanisms
The downside of the Poisson and Negative Binomial Mechanisms is that they suffer from an MSE of Oε (log( 1δ )) instead
of the O( ε12 ) MSE, independent of δ, of the central Discrete
Laplace Mechanism. It turns out that this dependency on
log( 1δ ) is necessary for every D-Distributed Mechanism:
Lemma 15. For any infinitely divisible distribution D on
non-negative integers, if D-Distributed Mechanism is (ε, δ)DP in the shuffled model for binary summation, then the
MSE of the mechanism is Ωε (log(1/δ)).
In other words, D-Distributed Mechanisms do not suffice
for the goal of achieving near-central error guarantees.

4. Correlated Distributed Mechanisms
We next present a family of protocols in the shuffled model
that will overcome the lower bound barrier of Lemma 15
and achieve an accuracy/privacy trade-off arbitrarily close
to the central model. We start by outlining the intuition
behind the protocol. First, suppose hypothetically that we
could somehow implement the D Mechanism in the shuffled

NB(r, p) is defined as NB(k; r, p) = k+r−1
(1 − p)r pk .
k
We remark that the negative binomial distribution may be viewed as
a generalization of the Poisson distribution: when taking r → ∞
and letting p = λ/r, NB(r, p) point-wise converges to Poi(λ).
3

1

log(1/δ)
εn
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model when supp(D) can contain negative integers. Then,
we would actually be done! This is because the Discrete
Laplace distribution4 is ∞-div as DLap(ε) = NB(1, e−ε )−
NB(1, e−ε ) (see, e.g., (Kotz et al., 2001)), and NB(1, e−ε )
is ∞-div, and is in fact the geometric distribution. Of course,
the problem is that if we sample the number of messages
from DLap(ε)/n we will often try to send a negative number
of messages, which is meaningless!
This leads us to using two types of messages: one for
increments (denoted +1) and one for decrements (denoted
−1). The +1 messages are sampled as in the NB(1, e−ε )
Mechanism, and so are the −1 messages except that
each user pretends that their input is 0 in this case. The
analyzer’s answer is the difference between the number
of +1 messages and the number of −1 messages it
receives. The aforementioned fact that the difference of
two NB(1, e−ε ) random variables is DLap(ε) implies
that this protocol has the same accuracy as the central
Discrete Laplace Mechanism, as desired. However, this
protocol is not (ε, δ)-DP in the shuffled model. To see this,
note that the analyzer sees the number of +1 messages
received, and hence the protocol is no more private than
the NB(1, e−ε ) Mechanism, which is not (ε, δ)-DP as
explained by Lemma 15. To overcome this, we “mask”
the numbers of +1 and −1 messages by sampling a
random variable Z from D/n for some other ∞-div
D over non-negative integers, and additionally send Z
increments (i.e., +1) and Z decrements (i.e., −1). Clearly,
this does not affect the accuracy of the analyzer, but we
will show that it improves privacy. For every choice of
∞-div D1 , D2 , D3 on non-negative integers, we define
the (D1 , D2 , D3 )-Correlated Distributed Mechanism:
Algorithm 3 (D1 , D2 , D3 )-Correlated Distributed Randomizer
1: procedure R ANDOMIZERD1 ,D2 ,D3 ,n (x)
1
2:
Sample Z 1 ∼ D/n
2
2
3:
Sample Z ∼ D/n
3
4:
Sample Z 3 ∼ D/n
5:
Send x + Z 1 + Z 3 many +1 messages.
6:
Send Z 2 + Z 3 many −1 messages.
Algorithm 4 (D1 , D2 , D3 )-Correlated Distributed Analyzer
1: procedure A NALYZERD1 ,D2
2:
U+1 ← number of +1 messages received.
3:
U−1 ← number of −1 messages received.
4:
return U+1 − U−1 − E[D1 − D2 ]
Accuracy and Communication Complexity. The accuracy and communication complexity of the protocol can be
1
DLap(s) is defined as DLap(k; s) = C(s)
· e−|k|·s , where
P∞
C(s) = k=−∞ e−|k|·s is the normalization constant.
4

derived as in the D-Distributed Mechanism from Section 3:
Observation 16. The error of (D1 , D2 , D3 )-Distributed
Mechanism is distributed as (D1 − D2 ) − E[D1 − D2 ].
Observation 17. The expected number of messages sent by
each user in the (D1 , D2 , D3 )-Distributed Mechanism is at
1
2
3
most 1 + E[D ]+E[Dn ]+2·E[D ] .
Privacy. The crux of our DP proof for the (D1 , D2 , D3 )Correlated Distributed Mechanism is the following theorem:
Theorem 18. Let ∆ > 0 and D1 , D2 , D3 satisfy:
• (Privacy of True Noise) The (D1 − D2 ) Mechanism is
ε1 -DP for binary summation in the central model.
• (Privacy of Correlated Noise) The D3 Mechanism is
(ε2 , δ2 )-DP for ∆-summation in the central model.
• (Concentration of Neg. Noise) PrY ∼D2 [Y > ∆] ≤ δ3 .
Then, the (D1 , D2 , D3 )-Correlated Distributed Mechanism
is (ε1 + ε2 , eε1 · δ2 + 2e2ε1 · δ3 )-DP in the shuffled model.

Proof
P Overview. All the analyzer sees is (U+1 , U−1 ) =
( i∈[n] xi +Ẑ 1 +Ẑ 3 , Ẑ 2 +Ẑ 3 ) where for j ∈ [3], Ẑ j ∼ Dj .
Since there is bijection
between (U+1 , U−1 ) and (U+1 −
P
U−1 , U−1 ) = ( i∈[n] xi + Ẑ 1 − Ẑ 2 , Ẑ 2 + Ẑ 3 ), we may
consider the distribution on the latter. The first coordinate
is the same as the analyzer’s view from the (D1 − D2 )
Mechanism, which is ε1 -DP by the first assumption. Once
we condition on U+1 − U−1 being equal to some value, we
are left to consider a distribution on U−1 . This distribution is
not the same as the original one (before conditioning) since
U−1 and U+1 −U−1 are correlated. But this correlation only
comes via Ẑ 2 , as Ẑ 3 does not appear in U+1 − U−1 . By
the concentration of D2 (the third assumption), Ẑ 2 is rarely
larger than ∆. When Ẑ 2 ≤ ∆, we can use the (ε2 , δ2 )DP of the D3 Mechanism for ∆-summation to argue the
privacy of the protocol. The proof follows this intuition
while carefully tracking the privacy loss in each step.
4.1. Near-Central Accuracy with Shuffled Mechanisms
We use Theorem 18 to derive our “near-central” protocol (Theorem 1). Specifically, we set D1 , D2 so that
D1 −D2 = DLap(0.99ε), which implies that the (D1 −D2 )
Mechanism is 0.99ε-DP in the central model. The remaining privacy budget of 0.01ε is allocated to the D3 Mechanism, which we set to be the NB(·.·) Mechanism with appropriate parameters. We use the Negative Binomial rather
than the Poisson distribution as the former (Theorem 13) has
a smaller communication cost than the latter (Theorem 11).
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5. Experimental Evaluation and Results
5.1. Binary Summation
In this section, we evaluate our protocols. Specifically, we
consider the Poisson Distributed Mechanism (Theorem 11)
and the Correlated Distributed Noise Mechanism (Theorems 1 and 18). We consider the root mean square error
(RMSE), which is independent of the input data for all
methods considered, and for this reason there is no need
to consider performance on particular data sets. For each
setting of ε, δ, our parameters are selected in an accurate
manner; this is explained in detail in the Appendix F. We
only note here that for the Correlated Distributed Mechanism, we set D1 = D2 = NB(1, e−ε1 ) with ε1 such that the
RMSE of the protocol is 20% more than that of the (central)
DLap(ε) Mechanism. We compare our algorithms against
the classic Randomized Response (RR) algorithm, where a
user with input x sends x w.p. p, and 1 − x w.p. 1 − p, for
some parameter p ∈ [0, 1/2].
Error. We compute the errors as ε or δ varies. The corresponding plots are shown in Figure 2; we include the error
of the (central) Discrete Laplace Mechanism for comparison
(but of course this is not directly implementable in the shuffled model). We remark that the RMSEs of our protocols are
independent of the number of users n, and only the RMSE
of RR depends on n, which we choose to be 10,000. While
the Correlated Distributed protocol has a constant RMSE
as we vary δ, both Poisson and RR incur larger RMSEs.
In particular, when δ = 10−6 , ε = 1, the RMSE of the
Correlated Distributed protocol is 3.5 times less than that
of Poisson and RR (which essentially coincide). The fact
that the Poisson Mechanism and RR have essentially the
same RMSE should come as no surprise, since the binomial
distribution Bin(n, p) converges (in the distributional sense)
to the Poisson distribution Poi(np) as n → ∞ and p is kept
constant. This means that we would prefer RR in this case,
since it always sends one message.
Communication Complexity. Figure 3 shows the plots of
the expected number of additional messages sent by each
user in our Poisson and Correlated Distributed Mechanisms.
Here we let n = 10, 000. In the reasonable setting where
δ = 10−6 and ε = 1, the expected number of additional
messages sent in the Correlated Distributed Mechanism is
only 0.04, whereas in the Poisson Mechanism, it is even
smaller at 0.0003. Even in the more extreme case of ε = 0.1,
the former is still 0.278 and the latter is only 0.141.
5.2. Histograms
We have also performed experiments on the histogram versions of our Correlated Distributed and Poisson Mechanisms, and compare them against three algorithms from the
literature: B-Randomized Response (B-RR), RAPPOR (Er-

Figure 2. RMSE of the protocols for binary summation. Note that
the RMSEs of RR and Poisson are essentially the same.

lingsson et al., 2014), and Fragmented RAPPOR (Erlingsson et al., 2020). Each of these three can be viewed as a
B-ary generalization of the binary RR. We ran these algorithms on two IPUMS datasets (Ruggles et al., 2019). Due
to space constraints, the full description of the experiments
and results are deferred to Appendix E. Here we just summarize our findings: For most parameters, RAPPOR incurs
significantly larger errors than B-RR. Moreover, similarly
to how RR mirrors the Poisson Mechanism in the binary
case, Fragmented RAPPOR gives almost the same results as
Poisson for histograms. In terms of RMSE, our correlated
mechanism is significantly closer to the central model error
than its competitors. The plots are in fact very similar to
those of binary summation for the Correlated Distributed
and Poisson Mechanisms, with RR doing 25-50% worse
than Poisson. In terms of `∞ , RR incurs more than 3× `∞
errors compared to our algorithms. Furthermore, as corroborated by theory (Ghazi et al., 2019a), the error of RR grows
quickly with the number B of buckets, while those of our
mechanisms grow very slowly.

6. Conclusions and Open Questions
We proposed DP algorithms in the shuffled model for binary
summation and histograms with accuracy arbitrarily close to
the central model and a vanishing communication overhead.
There are several questions left open by our work. One
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Figure 3. Expected additional number of messages sent by each
user for binary summation. While we use n = 104 , this expectation scales linearly in 1/n. E.g., if n = 105 , the plots will look
the same, but with the y-axis scaled down by a factor of 10.

is to obtain algorithms achieving near-central performance
with negligible communication overhead for the problems
of real summation, vector summation, and histograms over
a large number B ≥ Ω(n) of buckets. Another question
is to prove a lower bound against expected single-message
protocols (that can send 0, 1 or more messages in the worstcase) as our lower bound in Theorem 3 does not hold in this
case. A very interesting related direction is to build on our
algorithms to improve the communication complexity of DP
stochastic gradient descent in a federated learning setup.
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Wang, J., Xiong, L., Xu, Z., Yang, Q., Yu, F. X., Yu, H.,
and Zhao, S. Advances and open problems in federated
learning. arXiv: 1912.04977, 2019.

Dwork, C., Roth, A., et al. The Algorithmic Foundations
of Differential Privacy. Foundations and Trends R in
Theoretical Computer Science, 9(3–4):211–407, 2014.
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Pr

Y ∼Poi(λ)

[|Y − λ| ≥ y] ≤ 2e− 2(y+λ) .

Proof of Theorem 11. Let D = Poi(λ) where λ is as specified in the theorem statement. From Lemma 21, it suffices
to show that dε (Dkk + D) ≤ δ for all k ∈ {−∆, . . . , ∆}.
To bound dε (Dkk + D) ≤ δ, recall that for D = Poi(λ),
Y −λ
we have D(Y ) = λ Ye! . Hence,
D(Y )
(Y − k)!
= λk ·
.
D(Y − k)
Y!
D(Y )
D(Y −k)

This implies that

< e|k|ε for all Y ∈ [e−ε/|k| λ +

|k|, eε/|k| λ − |k|], which is a superset of [e−ε/∆ λ +
∆, eε/∆ λ − ∆]. From this, we can bound the hockey stick
divergence as follows.
X
dε (Dkk + D) =
[D(Y ) − eε · D(Y − k)]+
Y ∈Z

A. Additional Preliminaries
For a real number y, we let y+ := max(y, 0). We next recall
the hockey stick divergence which belongs to the class of
f -divergences introduced by (Ali & Silvey, 1966; Csiszár,
1964; 1967).
Definition 19 (Hockey Stick Divergence; e.g., (Sason &
Verdu, 2016)). For any ε > 0, the eε -hockey stick di0
vergence between
P distributions D εand 0D is defined as
0
dε (DkD ) = x∈supp(D) [D(x) − e · D (x)]+ .
The following connection between hockey-stick divergence
and DP was observed by (Barthe & Olmedo, 2013) and
follows immediately from Definitions 5 and 19.
Lemma 20. A mechanism M is (ε, δ)-DP if and only if
maxx∼x0 dε (M(x)kM(x0 )) ≤ δ.

X

=
Y

[D(Y ) − eε · D(Y − k)]+

∈Z\[e−ε/∆ λ+∆,eε/∆ λ−∆]

X

≤

D(Y )

Y ∈Z\[e−ε/∆ λ+∆,eε/∆ λ−∆]

=

Pr

Y ∼Poi(λ)

[Y < e−ε/∆ λ + ∆] +

Pr

Y ∼Poi(λ)

[Y > eε/∆ λ − ∆].

From our choice of λ, we also have e−ε/∆ λ + ∆ ≤
λ−0.5(1−e−ε/∆ )λ and eε/∆ λ−∆ ≥ λ+0.5(1−e−ε/∆ )λ.
Hence, we may apply Lemma 22 (with y = 0.5(1 −
e−ε/∆ )λ) which gives


0.25(1 − e−ε/∆ )2 λ2
dε (Dkk + D) ≤ 2 exp −
≤ δ,
4λ
where the last inequality follows from the fact that λ ≥
16 log(2/δ)/(1 − e−ε/∆ )2 . Hence, we conclude that the
Poi(λ) Mechanism is (ε, δ)-DP as desired.
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B.2. Proof of Theorem 13
To prove Theorem 13, we need the following generic version
of the Chernoff bound; note that the bound is in fact just a
Markov inequality in disguise.
Lemma 23. For every real number t < 0, any real number
a and any random variable X, Pr[X ≤ a] ≤ E[etX ]/eta .

where we used t = −0.8ε/∆ and p = e−0.1ε/∆ . We will
now consider two further subcases, based on ε/∆.
• Case IIa: ε/∆ ≤ 1. Recall the identity ex ≥ 1 + x for
all x ∈ R. From this, we have
0.8ε/∆
0.8ε/∆
≤
≤ 1,
0.9ε/∆
−1

e0.9ε/∆
Proof of Theorem 13. Let D = NB(r, p) where r, p are
as specified in the theorem statement. From Lemma 21,
it suffices to show that dε (Dkk + D) ≤ δ for all k =
{−∆, · · · , ∆}. Recall that, for every y ∈ N, we have


y+r−1
D(y) =
· (1 − p)r py
y
(y + r − 1) · · · (r)
=
· (1 − p)r py .
y!
To bound dε (Dkk + D), we consider two cases based on
whether k ≥ 0:
Case I: k ≥ 0. Observe that D(y) ≥ p · D(y − 1) ≥
e−ε/∆ · D(y − 1) for all y ∈ Z. Hence, we have D(y) ≥
e−kε/∆ · D(y − k) ≥ e−ε · D(y − k). Hence, we have
dε (Dkk + D) = 0.
Case II: k < 0. In this case, observe that for y ≥
r
, we have
e0.9ε/∆ −1
(y − k + r − 1) · · · (y + r) k
D(y)
=
·p
D(y − k)
(y − k + 1) · · · (y + 1)

−k
y+r 1
≤
·
y+1 p


r
≤ (eε/∆ )−k
∵ y ≥ 0.9ε/∆
e
−1
≤ eε .
As a result, we have
X
dε (Dkk + D) =
[D(y) − eε · D(y − k)]+
y∈Z

X

=

[D(y) − eε · D(y − k)]+

r
y∈Z,y< 0.9ε/∆
e
−1


= Pr Y <
Y ∼D

r
e0.9ε/∆ − 1


.

It
that for t < − ln p, we have EX∼D [etX ] =
 is well-known
r
1−p
r
. By applying Lemma 23 with a = e0.9ε/∆
and
1−pet
−1
t = −0.8ε/∆, we have


1−p
1−pet

r


dε (Dkk + D) ≤ 
r
t 0.9ε/∆
e
−1


r
e
1−p
−t
=
· exp 0.9ε/∆
1 − pet
e
−1


r
−0.1ε/∆
1−e
0.8ε/∆
=
·
exp
,
1 − e−0.9ε/∆
e0.9ε/∆ − 1

and
1 − e−0.1ε/∆ ≤ 0.1ε/∆,
and
1
1
≥1−
1 + 0.9ε/∆
e0.9ε/∆
0.9ε/∆
=
≥ 0.4ε/∆,
1 + 0.9ε/∆

1 − e−0.9ε/∆ = 1 −

where the last inequality follows from our assumption
that ε/∆ ≤ 1.
Plugging the above three inequalities back into (1),

r
1
dε (Dkk + D) ≤
· e ≤ δ,
4
where the inequality follows from our choice of r ≥
50 log(1/δ).
• Case IIb: ε/∆ > 1. In this case, we may use the same
inequality as before to derive
1 − e−0.1ε/∆
e−0.1ε/∆ − e−0.9ε/∆
=1−
−0.9ε/∆
1−e
1 − e−0.9ε/∆
0.8ε/∆
e
−1
= 1 − 0.9ε/∆
e
−1
 0.8ε/∆

e
−1
x
(∵ 1 + x ≤ e ) ≤ exp − 0.9ε/∆
.
e
−1
Plugging this back into (1), we arrive at


e0.8ε/∆ − 1 − 0.8ε/∆
.
dε (Dkk + D) ≤ exp −r ·
e0.9ε/∆ − 1
Now, recall that the Taylor expansion of ex is
P∞ xk
x
≥ 1+
k=0 k! . Hence, for x ≥ 0, we have e
x + 0.5x2 . Using this to the term e0.8ε/∆ , we get


0.32(ε/∆)2
dε (Dkk + D) ≤ exp −r · 0.9ε/∆
e
−1


(∵ ε/∆ > 1) ≤ exp −r · 0.32e−ε/∆
(∵ r ≥ 50 log(1/δ) · eε/∆ ) ≤ δ.
Hence, in both cases, we get dε (Dkk + D) ≤ δ as desired.

(1)
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B.3. Proof of Lemma 15

≤

To prove Lemma 15, we will resort to Feller’s characterization (Feller, 1968) of infinitely divisible distribution as
a discrete compound Poisson distribution. We begin by
recalling the definition of the latter.
Definition 24. A distribution D is said to be a discrete compound Poisson (DCP) distribution if there exists a distribution D0 on positive integers and a non-negative real number
λ such that the following process results in the random variable Y being distributed as D. First, generate N ∼ Poi(λ).
Then, let X1 , . . . , XN be i.i.d. random variables distributed
as D0 . Finally, let Y = X1 + · · · + XN .
When this condition holds, we write D = DCP(λ, D0 ).
A fundamental theorem, due to Feller (Feller, 1968), states
that every infinitely divisible distribution D on non-negative
integers is a DCP distribution:
Theorem 25 ((Feller, 1968)). Every infinitely divisible distribution D on non-negative integers is a discrete compound
Poisson distribution.
The above theorem implies the following observation:
Observation 26. For any infinitely divisible distribution D
on non-negative integers, Var(D) ≥ E[D].
Proof. From Theorem 25, D = DCP(λ, D0 ) for some λ ≥
0 and a distribution D0 on positive integers. It is well-known
that E[D] = λ · EX∼D0 [X] and Var[D] = λ · EX∼D0 [X 2 ].
Since D0 is on positive integers, we must have EX∼D0 [X] ≤
EX∼D0 [X 2 ], which implies that E[D] ≤ Var[D].

where the last inequality follows from our choice of j. Thus,
we have E[D] ≥ j · 12 ≥ Ωε (log(1/δ)). Invoking Observations 26 and 9 immediately yields the desired result.
B.4. Proof of Theorem 18
Proof of Theorem 18. Observe that the analyzer’s view only
contains (U+1 , U−1 ). Since there is a one-to-one correspondence between (U+1 , U−1 ) and (U+1 −U−1 , U−1 ), we may
consider the analyzer’s view as the latter instead; for convenience, let Udiff = U+1 − U−1 . Note that the distribution
of (Udiff , U−1 ) (of course) depends on the input data set
x = (x1 , . . . , xi ); when we would like to stress this, we
x
x
write Udiff
, U−1
instead of the usual Udiff , U−1 .
Zi1 , Zi2 , Zi3 be the random variables that
user Psamples. P
Define Ẑ 1 , Ẑ 2 , Ẑ 3 as
1
2
3
respectively.
We
i∈[n] Zi ,
i∈[n] Zi ,
i∈[n] Zi
have


X
U+1 = 
xi  + Ẑ 1 + Ẑ 3 ,
Let
the
P

i∈[n]

and
U−1 = Ẑ 2 + Ẑ 3 .


Udiff = 

∞
X
[D(i) − eε · D(i − 1)]+ ,

which implies that D(i) ≤ eε · D(i − 1) + δ for all nonnegative integer i. From this and from D is supported
from non-negative integer (i.e. D(−1) = 0), it is simple to show via induction that D(i) ≤ δ ·


j = b 1ε ln 1δ − ln ε22 c − 1; we have

e(i+1)ε −1
eε −1

!
(e

xi  + Ẑ 1 − Ẑ 2 .

(3)

(i+1)ε

i=0
 (j+1)ε 

δ
e
≤ ε
·
e −1
eε − 1
δ
≤ 2 · e(j+1)ε
ε

− 1)

Moreover, from how Zi1 , Zi2 , Zi3 ’s are sampled, we have
that Ẑ 1 , Ẑ 2 , Ẑ 3 are independent random variables with distributions D1 , D2 , D3 respectively.
Next, consider (x1 , . . . , xn ) = x ∼ x0 = (x01 , . . . , x0n ). We
can calculate the eε1 +ε2 -hockey stick divergence between
x
x
x0
x0
(Udiff
, U−1
), (Udiff
, U−1
) as follows:

i=0

j−1
X


X
i∈[n]

Proof of Lemma 15. From Lemma 21, we have dε (Dk1 +
D) ≤ δ, which can be rearranged as

δ
·
Pr [Y < j] ≤ ε
Y ∼D
e −1

(2)

Hence, we also have

We are now ready to prove Lemma 15.

δ≥

1
,
2

. Let

0

0

x
x
x
x
dε1 +ε2 ((Udiff
, U−1
)k(Udiff
, U−1
))
X h
x
x
=
Pr[Udiff
= a, U−1
= b]

(4)

a,b∈Z

i
x0
x0
− eε1 +ε2 · Pr[Udiff
= a, U−1
= b]
+
X h
x
x
x
=
Pr[Udiff = a] Pr[U−1 = b | Udiff = a]
a,b∈Z

i
x0
x0
x0
− eε1 +ε2 · Pr[Udiff
= a] Pr[U−1
= b | Udiff
= a]
+
h Pr[U x = a]
X
0
x
x
x
diff
=
Pr[Udiff
= a] ·
· Pr[U−1
= b | Udiff
= a]
x0 = a]
Pr[U
diff
a,b∈Z
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0

0

x
x
= b | Udiff
= a]
− eε1 +ε2 · Pr[U−1

i
+
0

x
x
Now, observe that Pr[Udiff
= a] and Pr[Udiff
= a] are the
probability that the (D1 −D2 ) mechanism outputs a on input
x and x0 respectively. Since we assume that the (D1 − D2 )
mechanism is ε1 -DP, the ratio between the two must not
exceed eε1 . Plugging this into the above equation, we have
0

0

x
x
x
x
dε1 +ε2 ((Udiff
, U−1
)k(Udiff
, U−1
))
h
X
0
x
x
x
≤
eε1 · Pr[Udiff
= a] · Pr[U−1
= b | Udiff
= a]

These imply that
i
Xh
x
x
x0
x0
Pr[U−1
= b | Udiff
= a] − eε2 · Pr[U−1
= b | Udiff
= a]
b∈Z

=

Xh

=

X

e ε1

0

0

x
x
· Pr[Ẑ 2 = c | Udiff
= a] Pr[Ẑ 2 = c0 | Udiff
= a]
X X h

D3 (b − c) − eε2 · D3 (b − c0 )
≤

0

=

c,c0 ∈Z≥0

x
x
− eε2 Pr[U−1
= b | Udiff
= a]

We now rearrange the term
x
Pr[U−1

=b|

X

=

x
Udiff

x
Pr[U−1

=b|

·

i

(5)

+

x
Udiff

= a] as:

X

b∈Z

=

=

·

X

X

=
x
Pr[Ẑ 2 = c ∧ Ẑ 3 = b − c | Udiff
= a]
x
Pr[Ẑ 2 = c ∧ Ẑ 3 = b − c | Udiff
= a]
x
Pr[Ẑ 3 = b − c] · Pr[Ẑ 2 = c | Udiff
= a]

c∈Z≥0

X

=

X

D3 (b) − eε2 · D3 (b + (c − c0 )) +
b∈Z

x
x
Pr[Ẑ 2 = c ∧ U−1
= b | Udiff
= a]

c∈Z≥0

=

0

x
x
Pr[Ẑ 2 = c | Udiff
= a] Pr[Ẑ 2 = c0 | Udiff
= a]

c,c0 ∈Z≥0

x
D3 (b − c) · Pr[Ẑ 2 = c | Udiff
= a],

c∈Z≥0

0

x
x
Pr[Ẑ 2 = c | Udiff
= a] Pr[Ẑ 2 = c0 | Udiff
= a]

c,c0 ∈Z≥0

· dε2 (D3 k(c − c0 ) + D3 ).

c∈Z≥0

X

X

D3 (b − c) − eε2 · D3 (b − c0 ) +

X

= a]

c∈Z≥0

=

+

i
x
x0
· Pr[Ẑ 2 = c | Udiff
= a] Pr[Ẑ 2 = c0 | Udiff
= a]
+
X
2
x
2
0
x0
Pr[Ẑ = c | Udiff = a] Pr[Ẑ = c | Udiff = a]

i
= a]

b∈Z
0

i

b∈Z c,c0 ∈Z≥0

x
x
− eε2 · Pr[U−1
= b | Udiff
+
Xh
x0
x
x
· Pr[Udiff = a] ·
Pr[U−1 = b | Udiff
= a]

a∈Z

D3 (b − c) − eε2 · D3 (b − c0 )

Recall our assumption that the D3 mechanism for ∆summation is (ε2 , δ2 )-DP. From Lemma 21, we have
dε2 (D3 k(c − c0 ) + D3 ) ≤ δ2 for all c, c0 ∈ {0, . . . , ∆}.
Thus, we can further bound the above expression as
i
Xh
x
x
x0
x0
Pr[U−1
= b | Udiff
= a] − eε2 · Pr[U−1
= b | Udiff
= a]
b∈Z
0

where the third line follows since Ẑ 3 is independent of
(Ẑ 2 , Udiff ). Similarly, we have
x0
Pr[U−1

=b|

X

=

x0
Udiff

= a]

x
x
≤ δ2 + Pr[Ẑ 2 > ∆ | Udiff
= a] + Pr[Ẑ 2 > ∆ | Udiff
= a].

Plugging the above into (5) yields
0

0

x
D3 (b − c0 ) · Pr[Ẑ 2 = c0 | Udiff
= a].

c0 ∈Z≥0

0

x
x
x
x
dε1 +ε2 ((Udiff
, U−1
)k(Udiff
, U−1
))

X
0
x
x
≤
eε1 · Pr[Udiff
= a] · δ2 + Pr[Ẑ 2 > ∆ | Udiff
= a]
a∈Z

P

2

x
Udiff

Notice also that
= c |
= a] =
c∈Z≥0 Pr[Ẑ
P
2
0
x0
c0 ∈Z≥0 Pr[Ẑ = c | Udiff = a] = 1. Plugging this
into the two previous equations, we have
X
x
x
Pr[U−1
= b | Udiff
= a] =
D3 (b − c)
c,c0 ∈Z≥0
0

x
x
· Pr[Ẑ 2 = c | Udiff
= a] Pr[Ẑ 2 = c0 | Udiff
= a],

and
0

0

x
x
Pr[U−1
= b | Udiff
= a] =

X
c,c0 ∈Z≥0

+



c,c0 ∈Z≥0

b∈Z

a,b∈Z
0

X

D3 (b − c0 )
0

x
x
· Pr[Ẑ 2 = c | Udiff
= a] Pr[Ẑ 2 = c0 | Udiff
= a].


x0
+ Pr[Ẑ 2 > ∆ | Udiff
= a]
≤ eε1 · δ2 + e2ε1 · Pr[Ẑ 2 > ∆] + eε1 · Pr[Ẑ 2 > ∆]
≤ eε1 · δ2 + 2e2ε1 · δ3 ,
0

x
where the second inequality follows from Pr[Udiff
= a] ≤
ε1
x
e · Pr[Udiff = a] which in turn holds due to the ε1 -DP of
the (D1 − D2 ) Mechanism, and the last inequality follows
directly from the concentration assumption on the noise D2 .
As a result, from Lemma 20, the (D1 , D2 , D3 )-Correlated
Distributed Mechanism is (ε1 + ε2 , eε1 · δ2 + 2e2ε1 · δ3 )-DP
in the shuffled model as desired.

+
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log(1/δ)2
≤1+O
ε1 ε2 n


log(1/δ)2
≤1+O
,
γε2 n


B.5. Proof of Theorem 1
Proof of Theorem 1. Let us pick our parameters as follows:
• ε1 = (1 − γ)ε and ε2 = γε.
• δ2 = δ3 =

δ
eε1 +2e2ε1

2)
e.
• ∆ = d log(1/δ
ε1

• Let r, p be as in Theorem 13 with ε = ε2 , δ = δ2 , i.e.,
 
1
p = e−0.1ε2 /∆ and r = 50 · eε2 /∆ · log
.
δ2
We simply run the protocol (D1 , D2 , D3 )-Correlated Distributed Mechanism for D1 = D2 = NB(1, e−ε1 ) and
D3 = NB(r, p). We now argue that this protocol yields the
desired privacy, accuracy, and (expected) communication.
Privacy. We will apply Theorem 18. To do so, we have to
show that the three required conditions are satisfied:
• (Privacy of True Noise) Since D1 − D2 = DLap(ε1 ),
the (D1 − D2 ) Mechanism is ε1 -DP in the Central
model.
• (Privacy of Correlated Noise) From our choice of r, p,
Theorem 13 immediately implies that the D3 Mechanism is (ε2 , δ2 )-DP for ∆-summation in the Central
model.
• (Concentration of Negative Noise) We may compute
PrY ∼D2 [Y > ∆] as follows:
∞
X

Pr 3 [Y > ∆] =

Y ∼D

i=∆+1

=e

∞
X

D2 (i) =

−ε1 (∆+1)

C. From Binary Summation to Histograms
In this section, we prove Corollary 2 which we start by
recalling:
Corollary 27 (Histograms). For every ε ≤ O(1) and
every δ, γ ∈ (0, 1/2), there is an (ε, δ)-DP protocol for
histograms on sets of size B in the multi-message shuffled model, with error equal to a vector of independent
discrete Laplace random variables each with parameter
(1−γ)ε
and with an expected communication per user of
2
2

(1/δ)
(log B + 1) · (1 + O( B log
)) bits.
γε2 n

Algorithm 5 Histogram Randomizer.
1: procedure H ISTOGRAM R ANDOMIZERR (i)
2:
For j = 1 to B:
3:
Sj ← R(1[i = j])
4:
Rj ← {j} × Sj
SB
5:
return j=1 Rj

(1 − e−ε1 )e−ε1 i

i=∆+1

≤ δ3 ,

where the last inequality follows from our choice of ∆.
Hence, we can apply Theorem 18 which implies that the
(D1 , D2 , D3 )-Correlated Distributed Mechanism is (ε1 +
ε2 , eε1 · δ2 + 2e2ε1 · δ3 )-DP in the shuffled model. Since
ε1 + ε2 = ε and eε1 · δ2 + 2e2ε1 · δ3 = δ, this is indeed the
desired privacy guarantee.
Accuracy. From Observation 16, the MSE of
the
(D1 , D2 , D3 )-Correlated
Distributed
Mechanism is Var(D1 ) + Var(D2 ) = Var(D1 − D2 ) =
Var(DLap((1 − γ)ε1 )) as desired.
Communication. From Observation 17, the expected
number of messages sent by each user is at most
1+

where the second inequality follows from the choice of p, r
and since ε ≤ O(1), the third inequality follows from the
choice of ∆, and the last inequality follows from the choice
of ε1 , ε2 and since γ ≤ 1/2.

E[D1 ] + E[D2 ] + E[D3 ]
eε1 + eε1 + r/(1 − p)
≤1+
n
n


log(1/δ)
≤1+O ∆·
ε2 n

Algorithm 6 Histogram Analyzer.
1: procedure H ISTOGRAM A NALYZERA (R)
2:
For j = 1 to B:
3:
Rj ← {y1 | y ∈ R and y0 = j}
4:
aj ← A(Rj )
5:
return (aj )B
j=1
Proof of Corollary 27. We define the (D1 , D2 , D3 )Correlated Distributed Histogram Randomizer by
instantiating the generic histogram analyzer given in
Algorithm 5 with R = R ANDOMIZERD1 ,D2 ,D3 ,n from
Algorithm 3. Similarly, we define (D1 , D2 , D3 )-Correlated
Distributed Histogram Analyzer by instantiating the
generic histogram analyzer given in Algorithm 6 with A =
A NALYZERD1 ,D2 from Algorithm 4. Thus, the resulting
procedures proceed via the same templates as the binary
summation randomizer and analyzer in Algorithms 3 and 4
respectively but by applying it to each of the B buckets. As
a consequence, each message consists of an index in [B]
in addition to the increment/decrement bit which yields a
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communication cost per message of log B + 1 bits. We
next provide the privacy, accuracy, and communication
analyses for completeness. To do so, we start by defining
the ∞-div distributions D1 , D2 , and D3 to be used in the
aforementioned calls to Algorithms 5 and 6. Given ε, δ and
γ as in Corollary 27, we define the parameters:
• ε1 =

(1−γ)ε
2

• δ2 = δ3 =

and ε2 =

γε
2 .

δ
2·(eε1 +2e2ε1 )

2)
e.
• ∆ = d log(1/δ
ε1

• Let r, p be as in Theorem 13 with ε = ε2 , δ = δ2 , i.e.,
 
1
−0.1ε2 /∆
ε2 /∆
p=e
and r = 50 · e
· log
.
δ2
We set D1 = D2 = NB(1, e−ε1 ) and D3 = NB(r, p). Note
that these are the same settings as in the proof of Theorem 1
except that ε is replaced by 2ε and δ is replaced by 2δ .
Privacy. Note that in the shuffled model, the analyzer
in Algorithm 6 only observes the number of +1’s and the
number of −1’s for each of the B buckets. We will first
prove the privacy guarantee in the case where the analyzer
only observes the number of +1’s and the number of −1’s
for a single bucket, and then extend the argument to the case
where it observes all B buckets. For a fixed bucket, the task
reduces to the privacy of the bit summation protocol which
was shown in the proof of Theorem 1. Due to our slightly
different setting of parameters where ε and δ are replaced
by 2ε and 2δ respectively, this implies that the protocol is
( 2ε , 2δ )-DP. Extending to the case of multiple buckets, we
note that any change in a single user’s input would affect
exactly two buckets. Using the fact that the noise variables
in these two buckets are independent, the Basic Composition
theorem (see, e.g., Theorem B.1 of (Dwork et al., 2014)),
this implies that in the general case where the analyzer
observes the counts for all buckets, the histograms protocol
given by Algorithms 5 and 6 is (ε, δ)-DP as desired.
Accuracy. Note that the B-dimensional error vector in
Algorithm 6 consists of independent coordinates each equal
to the unbiased difference of two independent NB(1, e−ε1 )
random variables. Thus, each coordinate of the error vector
is distributed according to DLap(ε1 ) = DLap((1 − γ)ε/2)
as desired.
Communication. The expected number of messages sent
by each user in Algorithm 5 is
1
2
3
1 + B · (E[D/n
] + E[D/n
] + 2 · E[D/n
])


E[D1 ] + E[D2 ] + 2 · E[D3 ]
=1+B·
n

(6)

But E[D1 ] = E[D2 ] =
other hand,

e−ε1
1−e−ε1

=

1
eε1 −1

≤

1
ε1 .

On the

pr
e−0.1ε2 /∆ · log(1/δ2 ) · 50 · eε2 /∆
=
1−p
1 − e−0.1ε2 /∆
ε2 /∆
50 · e
· log(1/δ2 )
500 · ∆ · eε2 /∆ · log(1/δ2 )
=
.
≤
ε2
e0.1ε2 /∆ − 1

E[D3 ] =

Plugging back in Equation (6) and using the facts that ∆ =
δ
2)
e, ε2 = γε
d log(1/δ
ε1
2 , δ2 = 2·(eε1 +2e2ε1 ) , and ε = O(1),
we get that the expected number of messages sent by each
user is at most

 2



2
log (1/δ)
B log2 (1/δ)
1+B·
+O
= 1+O
.
ε1 n
ε1 ε2 n
γε2 n
The expected number of bits of communication per user
stated in Corollary 27 now follows using the fact that each
message in Algorithm 5 consists of log B + 1 bits.
Improving the Computational Efficiency of Randomizer. If implemented naively, the randomizer (Algorithm 5) has a running time that depends linearly on B,
since it has to go over all the buckets i ∈ [B] and run the
randomizer on each bucket, which corresponds to sampling
random variables Zi1 , Zi2 , Zi3 . Intuitively, this should not
be necessary since most of these random variables are zero.
Below, we will show that this intuition is indeed correct,
in the sense that the randomizer can be significantly sped
up, leading to an expected running time that is linear in the
expected per-user communication cost.5
To do so, let us abstract the problem at hand as follows:
Definition 28. Let D be an infinitely divisible distribution
on non-negative integers. In the PARALLEL S AMPLING
problem for D, we are given two positive integers n, B and
the goal is to output a multiset S whose elements are from
[B] such that, if we let Yi be the number of occurrences of i
in S, then Y1 , . . . , YB are distributed as i.i.d. D/n random
variables.
Recall from Theorem 25 that every infinitely divisible distribution on non-negative integers can be represented as a
discrete compound Poisson (DCP) distribution. We will
exploit this representation to give an efficient algorithm for
PARALLEL S AMPLING, as stated below.
Theorem 29. Let D be the discrete compound Poisson
distribution DCP(λ, D0 ). Suppose that there is an algorithm A0 that can sample D0 in expected time T . Then,
PARALLEL S AMPLING
in exD (n, B) can be performed


pected time O 1 + E[D] ·

B log B
n

+λ·T ·

B
n

.

5
For ease of exposition, we assume a model of computation
where the logarithm and exponential functions can be computed in
constant time, and where a uniform random variable in (0, 1) can
be sampled in constant time.
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Algorithm 7 Efficient Sampling for D = DCP(λ, D0 ).
1: procedure PARALLEL S AMPLINGD (n, B)
2:
S ← {}
3:
Sample Nsum ∼ Poi(Bλ/n)
4:
For ` = 1 to Nsum :
5:
Randomly sample j ∼ [B]
6:
Use algorithm A0 to sample X ∼ D0
7:
Add X copies of j to S
8:
return S
We will need the following fact about generating Poisson
random variables:
Lemma 30 ((Knuth, 1981)). There is an algorithm that
takes a positive real number λ and generates a sample from
Poi(λ) in expected O(1 + λ) steps.
We are now ready to prove Theorem 29.
Proof of Theorem 29. Our sampling procedure is given in
Algorithm 7.
Correctness. For every i ∈ [B], let Ni denote the number
of iterations for which the index j sampled in line 7 is equal
to i. From standard properties6 of the Poisson random variable, we have N1 , . . . , NB are i.i.d. Poi(λ/n) random variables. As a result, the algorithm is equivalent to: for every
i ∈ [B], independently generate Ni ∼ Poi(λ/n), generate
X1 , . . . , XNi ∼ D0 and let Yi = X1 + · · · + XNi . In other
words, we have Y1 , . . . , YB are i.i.d. DCP(λ/n, D0 ) =
DCP(λ, D0 )/n = D/n as desired.
Expected Running Time. We calculate the expected running time for each step of our algorithm:
• Line 7 clearly takes constant time.
• For line 7, we can use Lemma 30 to sample
from

Poi(Bλ/n) in expected time O 1 + Bλ
.
n
• Notice that E[Nsum ] = Bλ/n. Thus, each of the following sub-steps is repeated this many times in expectation. We now list the running time for each sub-step:
– Line 7 takes at most O(log B) time.
– From our assumption on A0 , line 7 takes T time.
– Line 7 takes O(E[D0 ] · log B) time in expectation.
6
Specifically, it is well-known that if we first pick Nsum ∼
Poi(λ̃) and let N1 , . . . , Nn be a multinomial distribution with
Nsum trials and the probability of incrementing i-th bucket in each
trial is pi , then Ni ’s are independent Poi(λ̃ · pi ) random variables.
This is sometimes referred to in literature as Poissonization.

Hence, in total, the expected running time of Algorithm 7
is:


Bλ
O 1+
· (log B + T + E[D0 ] · log B)
n


BλT
B log B
+ λ · E[D0 ] ·
=O 1+
n
n


BλT
B log B
=O 1+
+ E[D] ·
,
n
n
where the first equality used that E[D0 ] = Ω(1) which follows from the fact that D0 is supported on the positive integers. This completes our proof.
Using our D-PARALLEL S AMPLING routine and its analysis
in Theorem 29, we are now ready to describe our computationally efficient implementation of the histogram randomizer. The pseudo-code is given in Algorithm 8.
Algorithm 8 Efficient Histogram Randomizer.
1: procedure H ISTOGRAM R ANDOMIZERD1 ,D2 ,D3 ,n,B (i)
2:
S1 ← PARALLEL S AMPLINGD1 (n, B)
3:
S2 ← PARALLEL S AMPLINGD2 (n, B)
4:
S3 ← PARALLEL S AMPLINGD3 (n, B)
5:
R ← {(i, +1)}
6:
For j ∈ S1 :
7:
Add (j, +1) to R
8:
For j ∈ S2 :
9:
Add (j, −1) to R
10:
For j ∈ S3 :
11:
Add both (j, +1) and (j, −1) to R
12:
return R

Note that the running time of this algorithm is on the same
order as the time need to run PARALLEL S AMPLING on distributions D1 , D2 , D3 and inputs n, B. Since D1 = D2 =
NB(1, e−ε1 ) and D3 = NB(r, p) in our proof of Corollary 27, our task boils down to using an efficient sampling
procedure for the Negative Binomial distribution. Since
NB(r, p) is infinitely divisible, Theorem 25 implies that it is
a discrete compound Poisson distribution. In this case, the
corresponding distribution D0 on positive integers from Definition 24 is known to be the logarithmic distribution with
parameter p. We will apply Theorem 29 with D = NB(r, p)
and D0 set to the logarithmic distribution with parameter p.
To do so, we need to upper-bound the time needed to sample
from the logarithmic distribution. This is achieved in the
following lemma.
Lemma 31. There is an algorithm that takes a parameter
p ∈ (0, 1) and generates a sample from the logarithmic
distribution with parameter p in an expected number of
steps proportional to the mean of the distribution.
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Proof. Recall that the probability mass function of the logarithmic distribution with parameter p ∈ (0, 1) is given by
pk
1
f (k) := − ln(1−p)
k for any positive integer k. We will
apply inverse transform sampling. Namely, let F (·) denote
the cumulative distribution function. We proceed as follows:
1. Sample a uniform number u between 0 and 1.
2. For k = 2, 3, . . . ,
(a) If F (k) > u, return k.
Note that this procedure outputs k whenever u lands in the
interval [F (k − 1), F (k)). The probability of this event is
equal the width of the interval, which is equal to the probability f (k). Moreover, the expected number of iterations
run in the for loop is equal to the mean of the distribution.
Note as we iterate over increasing values of k in the above
procedure, the value of F (k) can be computed from that of
F (k − 1) in constant time. This follows from the identity
f (k) = f (k − 1) · p · (k−1)
which holds fro all positive
k
integers k larger than 1.
By Theorem 29 and Lemma 31, we conclude that using
the implementation in Algorithm 8 allows us to reduce the
expected running
time of the

 histogram randomizer from
B log2 (1/δ)
Ω(B) to O 1 + γε2 n
(i.e, to the same order as the
expected per user communication complexity).

lyzer simply sums its n incoming messages.
Pn Namely,
Im(R0 ) ⊆ [0, 1] and A0 (y1 , . . . , yn ) = i=1 yi .
2. The MSE of the protocol M0 is at most that of the protocol M (with respect to the i.i.d. input distribution).
3. If the protocol M is (ε, δ)-DP, then the protocol M0
is (ε, δ)-DP.
We are now ready to prove Theorem 32.
Proof of Theorem 32. Let M = (R, A) be an (ε, δ)-DP
protocol for Binary Summation in the single-message shuffled protocol with expected MSE α. Consider the case
where the inputs of the n users are drawn i.i.d. from
the uniform distribution on {0, 1}. By Lemma 33, there
is an (ε, δ)-DP protocol M0 = (R0 , A0 ) in the singlemessage shuffled model where the randomizer outputs a
real number in [0, 1], the analyzer sums all n incoming
messages, and where the MSE of M0 is at most that of
M. For each b ∈ {0, 1}, let Db be the probability distribution supported over a subset Tb of the real line and
corresponding to the output of the randomizer R0 on input b. Let T := T0 ∪ T1 . We next lower bound the total variation distance between D0 and D1 in terms of α.
8α
7
Specifically, we show that
P dT V (D0 , D1 ) ≥ 1 − n . Since
dT V (D0 , D1 ) := 1 − x∈T min{D0 (x), D1 (x)}, this is
equivalent to proving that
X

min{D0 (x), D1 (x)} ≤

x∈T

D. Lower Bound for Single-Message Binary
Summation
We now prove a lower bound against single-message protocols for binary summation (Theorem 3). The lower bound
does not depend on any restriction on the size of the message output by the randomizer. In fact, we prove a slightly
stronger statement than in Theorem 3, in that our lower
bound holds even for ε = ln n − log n − Θ(1), as stated
more precisely below.
Theorem 32. Let δ = 1/nc and ε ≤ ln n − ln(d log n) for
any positive constants c and d. Then, any (ε, δ)-DP protocol
for Binary Summation in the single-message shuffled model
must incur an expected squared error of at least f log n for
some positive constant f depending on c and d.
To prove Theorem 32, we will use the following result.
Lemma 33 ((Balle et al., 2019), Lemma 4.1). Let M =
(R, A) be an n-party protocol for Binary Summation in
the single-message shuffled model. Assume that the inputs
X1 , . . . , Xn to the n parties are sampled i.i.d. from some
distribution on {0, 1}. Then, there is a protocol M0 =
(R0 , A0 ) in the single-message shuffled model s.t.:
1. Each message from the randomizer to the shuffler
is a real number in the interval [0, 1] and the ana-

8α
.
n

(7)

To prove this inequality, note that the MSE of the protocol
M0 satisfies
 X
2 
α2 = E
(xi − yi )
i∈[n]

X X

=E
(xi − yi )(xj − yj )
i∈[n] j∈[n]

=

X

E[(xi − yi )2 ] +

i∈∈[n]

X

E[(xi − yi )(xj − yj )]

i6=j∈[n]

(∗)

= n · E[(x − y)2 ] + (n2 − n) · E[x − y]2

≥ n · E[(x − y)2 ]
n
= · (E[y 2 | x = 0] + E[(1 − y)2 | x = 1])
2

X
n X
= ·
D0 (y)y 2 +
D1 (y)(1 − y)2
2
y∈T0
y∈T1
n X
= ·
(D0 (y)y 2 + D1 (y)(1 − y)2 )
2
y∈T

7
We assume that the messages P
sent are encoded as bit strings,
meaning that T is countable and x∈T min{D0 (x), D1 (x)} is
well-defined.
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≥

n X
·
min{D0 (y), D1 (y)},
8

D0 (S0 )
κ
1−κ
≥
κ
n
=
− 1.
8α
=

y∈T

where the equality (*) uses the i.i.d. property of the user inputs and the local randomizers. Inequality (7) now follows.
Let δ = 1/nc for any positive constant c, and let ε be
any value satisfying ε ≤ ln n − ln(d · log n) for some
positive constant d. We next show that the protocol M0
violates (ε, δ)-DP whenever α < f · log n, where f is a
positive constant that depends on c and d. To do so, we
define S0 to be the set of all values of y ∈ T0 for which
D0 (y) > D1 (y) and similarly define S1 as the set of all
values of y ∈ T1 for which D1 (y) > D0 (y). By definition,
S0 and S1 are disjoint. Let κ := (8α)/n. We next argue
that D0 (S0 ) ≥ 1 − κ. By symmetry, it would follow that
D1 (S1 ) ≥ 1 − κ. Assume for the sake of contradiction that
D0 (S0 ) < 1 − κ. Then, D0 (T \ S0 ) > κ. In this case, we
have that
X
X
min{D0 (y), D1 (y)}
min{D0 (y), D1 (y)} ≥
y∈T

y∈(T \S0 )

≥

X

D0 (y)

y∈(T \S0 )

= D0 (T \ S0 )
>κ
8α
=
,
n

E. Experiments for Histogram
We next evaluate our algorithms for histogram. Once again,
we consider the Correlated Distributed Histogram Mechanism8 and the Poisson Histogram Mechanism9 .
Apart from our algorithms, we also consider three algorithms, each of which can be considered a generalization of
the Randomized Response mechanism in the binary case.
Each of the three algorithms is parameterized by a “noise
parameter” p. Below we summarize how they work.
• B-Randomized Response (B-RR). In B-RR, the randomizer outputs the input bin x with probability 1 − p.
With the remaining probability p, it simply outputs a
random bin from 1, . . . , B.

which would contradict (7).
To show that the protocol M0 violates (ε, δ)-DP, we consider two neighboring length-n binary input sequences:
x = (0, 0, . . . , 0) and x0 = (1, 0, . . . , 0). To show that
M0 violates (ε, δ)-DP, it suffices to show that:
Pr[R(x) ⊆ S0 ] > eε · Pr[R(x0 ) ⊆ S0 ] + δ.
We first note that:
Pr[R(x) ⊆ S0 ] = D0 (S0 )

α2

So it suffices to choose α such that e−8·α−O( n ) > 2δ and
n
ε
c
8α − 1 > 2e . For δ = 1/n , where c is a positive constant,
and for ε satisfying ε ≤ ln n − ln(d log n), where d is a
positive constant, we can satisfy the last two inequalities
and get a violation of (ε, δ)-DP as long as α < f log n
where f is a positive constant depending on c and d.

n

≥ (1 − κ)n

n
8α
= 1−
n
≥ e−8α−O(

α2
n

)

.

• RAPPOR. In RAPPOR (Erlingsson et al., 2014), the
randomizer first encodes the input x using its one-hot
encoding s, which is simply a B-bit string whose xth
coordinate is the only one with value 1. Then, the
randomizer flips each bit of s independently at random
with probability p, and output the resulting string s̃.
• Fragmented RAPPOR. While both B-RR and RAPPOR are single-message, Fragmented RAPPOR (Erlingsson et al., 2020)10 can be thought of as the
multiple-message version of RAPPOR. The randomizer works similarly to RAPPOR, except that, instead
of outputting the final string s̃ as a single message, it
outputs B messages (1, s̃1 ), . . . , (B, s̃B ).
8

On the other hand, we have that:
Pr[R(x0 ) ⊆ S0 ] = D0 (S0 )n−1 · D1 (S0 )
≤ D0 (S0 )n−1 · D1 (T \ S1 )
≤ D0 (S0 )n−1 · κ.
Thus,
Pr[R(x) ⊆ S0 ]
D0 (S0 )n
≥
0
Pr[R(x ) ⊆ S0 ]
D0 (S0 )n−1 κ

This is simply Algorithms 5, 6 with R, A being the randomizers and analyzers of the Correlated Distributed Mechanism.
9
This is simply Algorithms 5, 6 with R, A being the randomizers and analyzers of the Poisson Distributed Mechanism.
10
We remark what we are using here is what (Erlingsson et al.,
2020) called “Attributed-fragmented RAPPOR”. They also introduce another fragmentation technique (called “report fragmentation”). To the best of our knowledge, however, this other fragmentation technique only helps in terms of privacy in their model when
there are multiple shufflers, and hence is irrelevant to our setting.
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While the naive imeplementation of Fragmented RAPPOR results in the randomizer always outputting B
messages, (Erlingsson et al., 2020) noted that we can
instead sends only the coordinates of s̃ that are 1. In
this case, the expected number of messages sent per
user becomes (1 − p) + p(B − 1) = 1 + p(B − 2). In
other words, the expected number of messages overhead is p(B − 2).
A slightly different algorithm was independently proposed in (Ghazi et al., 2019a). In our experiments,
the algorithm of (Ghazi et al., 2019a) and Fragmented
RAPPOR produce essentially the same results (less
than 1% difference in errors and numbers of messages
overhead) and hence we do not specifically discuss the
former further here.
In all three algorithms, the analyzer just output the unbiased
estimator for the count of each bucket.
We remark that, to the best of our knowledge, there is no
known efficient algorithm that can accurately compute parameters for the three algorithms above. Due to this, we use
“optimistic” estimates for the parameters, which means that
the errors/messages overhead seen in plots before for them
could be better than the true numbers. We stress that, while
we use “optimistic” estimates for these three algorithms, we
use very accurate, “pessimistic” estimates for our own algorithms. The detailed explanation on how these parameters
are computed is given in Appendix G.
Unlike our algorithms, the `∞ error of Randomized Respose,
RAPPOR and Fragmented RAPPOR are data-dependent.
For the experiments, we use two datasets from IPUMS
which are available online (Ruggles et al., 2019). The remainder of this section is divided based on the two datasets,
which will be explained in more details below.
For each selection of parameters ε, δ, n, B and a dataset
specified below, we run 100 repetitions of each algorithm.
We then record the RMSE and the average `∞ errors over
these repetitions. In all experiments we run below, the
errors (both RMSE and `∞ ) of RAPPOR is significantly
larger than other algorithms; specifically, RAPPOR’s errors
are always larger than 2.5× that of RR which is the secondworst algorithm in terms of errors. As a result, we do not
include RAPPOR in the plots for readability.
We also remark that, in all the plots below, it will be the
case that Fragmented RAPPOR and Poisson are essentially
the same, both in terms of errors and expected number of
messages overhead, for any reasonably small values of δ.
(This is because of the same reason as the binary case where
Poisson and binary RR roughly coincide.) Due to this, we
will only refer to the Poisson Mechanism in the discussions
below; it should be understood that any statement that applies to the Poisson Mechanism also essentially applies to

Fragmented RAPPOR. For large values of δ, it turns out
Poisson Mechanism is better than Fragmented RAPPOR,
both in terms of errors and number of messages overhead
(see Figures 4 and 5).
E.1. IPUMS City Dataset.
The first dataset we consider for histogram computation is
the city distribution for the US population in the 1940 census. This dataset was used for evaluating private histogram
algorithms in the shuffled model by (Wang et al., 2019).
As in the previous work, we discard data points with an
unidentified city. Doing so, we get n = 60, 313, 201 reports
and B = 915 cities.
Similar to our experiments in binary summation, we study
the effect of varying ε, δ on the errors and the number of
messages overhead per user.
Errors. The plots for `∞ errors and RMSEs as we vary
ε and δ are included in Figure 4. The general trends of the
errors for Central, Correlated Distributed and Poisson are
very similar to that of the RMSEs in our binary summation
experiments (Figure 2), with the B-RR algorithm always
incurring noticably larger errors. One interesting difference
between the histogram case here and the binary case is
that the gaps between Central/Correlated Distributed and
Poisson are smaller for histograms. In fact, when δ is large
(e.g. δ ≥ 10−4 for ε = 1), the Poisson Mechanism even
incurs slightly lower `∞ errors compared to the Correlated
Distributed Mechanism. (See the top-left plot in Figure 2.)
However, once δ becomes sufficiently small, the expected
behaviour is observed (i.e. Poisson incurs noticeably more
error compared to Correlated Distributed).
Communication Complexity. We next present our plots
for the expected number of additional messages sent for
each user in Figure 5. The general trends are exactly the
same as those shown in Figure 3 for binary summation. We
also note here that, even in the rather extreme case where
ε = 0.1 and δ = 2 · 10−9 , the expected number of messages
for Correlated Distributed is only 0.181 and for Poisson is
only 0.074, both of which are quite small. For moderate
value of ε = 1, the numbers dropped to 0.021 and 0.010
respectively.
E.2. IPUMS House Value Dataset.
Since in the previous dataset the buckets correspond to a
categorical feature (namely, the city), it cannot be naturally
used to assess the performance of algorithms in terms of a
varying number B of buckets. To do so, we also consider
the house value distribution of the US population in the
1940 census. After discarding the data points with unavailable house values, we get n = 14, 958, 304 reports with
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Figure 4. RMSEs and `∞ errors of different mechanisms on IPUMS city dataset.

Figure 5. Expected additional number of messages sent by each user for IPUMS city dataset

house values between 1 and 9, 750, 975. We then divide
the range [0, 100, 000) into buckets of equal width and use
the width as a knob to vary the number B of buckets in our
experiments. More specifically, for a given B, we divide

the interval [0, 100, 000) equally into B − 1 buckets, and
we put all reports with values at least 100, 000 into the last
bucket. (There are only 6009 such reports.)
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Errors. The errors as B varies from 200 to 5000 are
shown in Figure 6. For `∞ error, theory predicts that the
error for RR increases as Ω(B 1/4 ) in the regime of parameters we consider (see e.g. (Ghazi et al., 2019a)) whereas
the errors of Central, Correlated Mechanism, and Poisson
only increased by O(log B). This is clearly reflected in the
left plot in Figure 6. On the other hand, the RMSE remains
essentially constants as even B varies; see the right plot in
Figure 6.
Communication Complexity. The number of communication overhead scales linearly in terms of B, as shown in
Figure 7.

F. Parameters Computation for Binary
Summation Protocols
Poisson Mechanism. It is simple to see that the Poi(λ)
mechanism becomes more private as λ increases11 . We use
binary search to find the smallest λ such that the Poi(λ)
mechanism is (ε, δ)-DP. This check can be done efficiently
by checking the condition in Lemma 21. Note that, by
selecting the smallest possible λ, we are minimizing both
the MSE and the expected number of messages sent, since
E[Poi(λ)] = Var(Poi(λ)) = λ.
Correlated Distributed Noise Mechanism. We pick
D1 = D2 = NB(1, e−ε1 ) similar to the proof of Theorem 1. Here we choose ε1 such that the root MSE
(RMSE) of the protocol is 20% more than that of the (central) DLap(ε) Mechanism. Once we pick this ε1 (and
hence D1 , D2 ), we attempt to find r, p such that, when
we set D3 = NB(r, p), the (D1 , D2 , D3 )-Correlated Distributed Mechanism is (ε, δ)-DP and that it minimizes the
expected number of messages sent (or equivalently minirp
mizes E[NB(r, p)] = 1−p
). Now, for a specific r, finding
∗
the smallest p = p (r) such that the Correlated Distributed
Mechanism is (ε, δ)-DP is simple and, similar to Poisson,
can be done via a binary search over p; note that here we
have to compute the expression (4), instead of the expression
in Lemma 21) used for Poisson Mechanism.
On the other hand, we do not know how to efficiently comrp∗ (r)
pute minr∈R+ 1−p
∗ (r) . Hence, we resort to generic optimizers from the scipy package to attempt to find this. Since
we are not guaranteed to find the optimum, it is possible that
the optimum number of messages can be even smaller than
shown below.
Randomized Response. Similar to Poisson Mechanism,
we use binary search on p; for a fixed p, we can efficiently
11
This just means that if the mechanism was (ε, δ)-DP, it remains so after λ is increased.

check whether the protocol is (ε, δ)-DP using Lemma 20.

G. Parameters Computation for Histogram
Protocols
In this section, we detail how the parameters are calculated
for the histogram experiments in Appendix E.
G.1. Correlated Distributed Histogram Mechanism
From the proof of Corollary 27, it suffices to select
D1 , D2 , D3 so that the (D1 , D2 , D3 )-Correlated Distributed
Mechanism is (ε/2, δ/2)-DP. Similar to the binary summation case, we start by picking D1 = D2 = NB(1, e−ε1 )
where ε1 is selected so that the RMSE of the protocol is
20% more than that of DLap(ε/2). Once again, we use a
similar approach as before to attempt to find r, p such that,
when setting D3 = NB(r, p), the (D1 , D2 , D3 )-Correlated
Distributed Mechanism is (ε/2, δ/2)-DP and the expected
number of additional messages send is as small as possible.
G.2. Poisson Histogram Mechanism
To accurately compute the parameter λ needed for the
Poi(λ) Histogram Mechanism to be (ε, δ)-DP. We first
prove the following exact characterization of this condition; note that here we use D ⊗ D0 to denote the product
distribution between D and D0 .
Lemma 34. For any ε, δ, λ ≥ 0, the Poi(λ) Histogram
Mechanism is (ε, δ)-DP in the shuffled model if and only if
dε (Poi(λ) ⊗ Poi(λ)k(1 + Poi(λ)) ⊗ (−1 + Poi(λ))) ≤ δ
(8)
Proof. Let fhist : [B]n → (N ∪ {0})B denote the function
P that computes a histogram, i.e., fhist (x1 , . . . , xn ) =
( j∈[n] 1[xj = i])i∈[B] . In a similar vein as Observation 8,
it is simple to see that the view (after shuffling) of the Poi(λ)
Histogram Mechanism is exactly the same as if we apply the
(B-dimensional) central Poi(λ) Mechanism to fhist . For
brevity, let M denote the latter mechanism.
To calculate the DP parameters for the mechanism, consider two neighboring data sets x = (x1 , . . . , xn ) and
x0 = (x1 , . . . , xn−1 , x0n ). Due to symmetry, we may assume that xn = 1 and x0n = 2. For notational convenience,
let a denote the fhist (x), i.e. the histogram constructed
from input x. We have
dε (M(x)kM(x0 ))
X
=
[Pr[M(x) = a + y] − eε Pr[M(x0 ) = a + y]]+
y∈ZB

=

X

[Pr[Y1 = y1 , . . . , YB = yB ]−

y∈ZB

eε Pr[Y1 = y1 + 1, Y2 = y2 − 1, Y3 = y3 , . . . , YB = yB ]]+ .
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Figure 6. RMSEs and `∞ errors of different mechanisms on IPUMS house value dataset.

Figure 7. Expected additional number of messages sent by each user for IPUMS house value dataset

Now, since Y1 , . . . , YB are independent Poi(λ) random variables, we can further rewrite the above as
X
Pr[Y3 = y3 , . . . , YB = yB ] · [Pr[Y1 = y1 , Y2 = y2 ]
y∈ZB

− eε Pr[Y1 = y1 + 1, Y2 = y2 − 1]]+
=

X

[Pr[Y1 = y1 , Y2 = y2 ]

y1 ,y2 ∈Z

− eε Pr[Y1 = y1 + 1, Y2 = y2 − 1]]+
= dε (Poi(λ) ⊗ Poi(λ)k(1 + Poi(λ)) ⊗ (−1 + Poi(λ))) .
From Lemma 20, we have completed our proof.
With the above lemma in mind, we simply binary search
on λ with the check being condition (8). Once again, we
remark that the left hand side of (8) can be computed to
arbitrary accuracy quite efficiently.

G.3. Fragmented RAPPOR
Unlike the parameters for our own protocols, we will use
“optimistic” parameters for the remaining protocols, which
means that the errors and expected numbers of messages
overhead shown in our plots might be smaller than the actual
values. For Fragmented RAPPOR, it is not hard to see that
the algorithm becomes more private as p increases for any
p ∈ [0, 1/2]. Hence, we may use binary search to find the
noise parameter p. To do so, we only need a subroutine that,
for a given p, decides whether the mechanism is (ε, δ)-DP
in the shuffled model. Our algorithm will be “optimistic”. In
the sense that, if the algorithm says NO, then the mechanism
is not (ε, δ)-DP. However, if our algorithm says YES, then
the mechanism may still not be (ε, δ)-DP.
The checking task above further reduce to the following:
given p, ε, find a lower bound on δ. Specifically, we can
prove a lemma similar to Lemma 34; the main difference is
that the implication is one-way instead of two-way (“if and
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only if”) as in Lemma 34. However, this weaker implication
is already sufficient to give a lower bound on δ.
Lemma 35. For any p ∈ (0, 1) and any positive integer n,
let Dn,p denote the distribution Ber(1 − p) + Bin(n − 1, p),
where Ber(1 − p) denote the Bernoulli distribution with
success probability 1 − p. For any ε, δ > 0, if Fragmented
RAPPOR is (ε, δ)-DP in the shuffled model for n users and
B ≥ 3 buckets, then
dε (Dn,p ⊗ Bin(n, p)k Bin(n, p) ⊗ Dn,p ) ≤ δ.

(9)

The proof is very similar to Lemma 34 with x =
(B, . . . , B, 1) and x0 = (B, · · · , B, 2), and when we restrict to only the first two coordinates. We do not repeat
the full argument here. We only note that the difference in
quantifier comes because here we choose x, x0 ourselves,
whereas the previous proof of Lemma 34 works for any
neighboring x, x0 .
We note that the left hand side in (9) can be computed in
O(n2 ) by writing it as

Recall form the previous subsection that we only need to provide the following subroutine: given p, ε, find a lower bound
on δ. We will describe a generic algorithm for such a task in
the next two subsections. After that, we will describe how
to initiate the algorithms specifically for B-Randomized
Response and RAPPOR.
G.4.1. L OWER B OUND ON δ FOR S INGLE M ESSAGE
R ANDOMIZERS
In this subsection, we give a generic lower bound on δ given
ε for any single-message mechanism M in the shuffled
model. Suppose that the set of input of each user is [B]. For
every b ∈ [B], we use Db to denote the distribution of the
output message of the randomizer when the input is b.
To derive this lower bound, we consider two neighboring
databases x = (1, · · · , 1, x) and x0 = (1, · · · , 1, x0 ) where
x 6= x0 are from {2, . . . , B}. We then compute the ε-hockey
stick divergence of M(x) and M(x0 ). Due to Lemma 20,
this is a lower bound on δ for which M is (ε, δ)-DP.

dε (Dn,p ⊗ Bin(n, p)k Bin(n, p) ⊗ Dn,p )
(10)
An advantage in taking vectors x, x0 as specified above
n X
n
is that their hockey stick divergence turns out to have a
X
=
[Dn,p (i) Bin(j; n, p) − eε · Bin(i; n, p)Dn,p (j)]+ , reasonably simple formula:
i=0 j=0

(11)
where we use Bin(i; n, p) to denote the probability mass
of Bin(n, p) at i. We can now compute dε (Dn,p ⊗
Bin(n, p)k Bin(n, p) ⊗ Dn,p ) in O(n2 ) time, by enumerating i, j ∈ {0, . . . , n} and compute the inner term. (Note
that we can precompute factorials so that computing each
Bin(·; n, p), Dn,p (·) takes only O(1) time.)
In our settings of parameters (e.g. where n ≥ 6 × 107 in the
case of city dataset), this O(n2 ) algorithm is too slow. To
overcome this, we apply pruning techniques. Specifically,
instead of considering all i ∈ {0, . . . , n}, we only consider
i ∈ [pn − τ, pn + τ ] for some small number τ . Since we
are only dropping non-negative terms, this still gives us
a valid lower bound on δ. Furthermore, due to standard
concentration
bounds, it can easily be seen that taking τ =
√
O( n · poly log(n/δ)) suffices to compute the sum (10)
to within an error of say 0.0001δ. By applying a similar
prunning to j, we end up with an algorithm that runs in time
O(n · poly log(n/δ)), which suffices for our purposes.
G.4. B-Randomized Response and RAPPOR
For B-RR, it is simple to see that the mechanism becomes
more private as p increases for any p ∈ [0, 1]. The same
holds for RAPPOR for p ∈ [0, 1/2]. Once again, we use
a similar approach as in the previous subsection to give
optimistic estimates for the noise parameters of B-RR and
RAPPOR. As discussed in Appendix E, even these optimistic errors are already noticably larger than those of the
other protocols considered.

Lemma 36. For x = (1, . . . , 1, x) and x0 = (1, . . . , 1, x0 ),
we have
"" n
# #
X
1
0
dε (M(x)||M(x )) = E
Ui
,
(12)
n
i=1
+

where U1 , . . . , Un are i.i.d. random variables where Ui is
sampled as follows. Sample an outcome (i.e. a possible
output message) o according to the distribution D1 and let
Ui =

Dx (o) − eε · Dx0 (o)
.
D1 (o)

The proof of Lemma 36 is essentially the same as that of
Lemma 5.3 from (Balle et al., 2019), except that we replace
the “blanket distribution” there with the output distribution
with 1 as an input D1 . Nonetheless, we give the full proof
for completeness below.
Proof of Lemma 36. Throughout the proof, we use 1 to denote the all-zero vector.
Consider any multiset of messages o = {o1 , . . . , on }. The
probability that this multiset o is the output of M(x) can
be rearranged as follows:
Pr[M(x) = o]
X
=
D1 (oπ(1) ) · · · D1 (oπ(n−1) )Dx (oπ(n) )
π:[n]→[n]
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=

X

D1 (o1 ) · · · D1 (on )

π:[n]→[n]

Dx (oπ(n) )
D1 (oπ(n) )
n

1 X Dx (oi )
= n! · D1 (o1 ) · · · D1 (on ) ·
n i=1 D1 (oi )
!
n
1 X Dx (oi )
= Pr[M(1) = o] ·
.
n i=1 D1 (oi )

Although the trivial computation of the above expression
requires O(n2 ) time, we can apply pruning techniques similar to those in Section G.3 to reduce the running time to
O(n · poly log(n/δ)), which suffices for our purposes.

!

G.4.3. PARAMETERS FOR B-R ANDOMIZED R ESPONSE

Similarly, we have
n

0

Pr[M(x ) = o] = Pr[M(1) = o] ·

1 X Dx0 (oi )
n i=1 D1 (oi )

!
.

As a result,
dε (M(x)||M(x0 ))
X
=
[Pr[M(x) = o] − eε · Pr[M(x0 ) = o]]+
o

X Pr[M(1) = o]

" n
#
X Dx (oi ) − eε · Dx0 (oi )

·
n
D1 (oi )
i=1
+
" n
# #
"
ε
X 1 X Dx (oi ) − e · Dx0 (oi )
·
= Eo∼M(1)
n
D1 (oi )
o
i=1
+
# #
"" n
ε
X
1
Dx (oi ) − e · Dx0 (oi )
= Eo1 ,··· ,on ∼D1
n
D1 (oi )
i=1
+
"" n
# #
X
1
= E
Ui
.
n
i=1
=

o

+

G.4.2. E FFICIENTLY A PPROXIMATING E XPECTED
P OSITIVE PART OF S UM OF I . I . D . R ANDOM
VARIABLES
Our task now becomes how to compute the right hand side
term of (12). While this seems hard in general, the Ui ’s that
we will use below have very specific structures. Specifically,
its support is only of size three; that is,


d1 with probability p1 ,
Ui = d2 with probability p2 ,


d3 with probability p3 .
It turns out that, in this case, the problem is trivially solvable
in hO(n2 ) time, because
the desired non-negative part of sum
i
Pn
E [ i=1 Ui ]+ can be written in the following form:
n
X
a1 =0

Bin(a1 ; n, p1 ) ·

n−a
X1
a2 =0


Bin a2 ; n − a1 ,

p2
p2 + p3


·

[a1 d1 + a2 d2 + (n − a1 − a2 )d3 ]+ .

For B-RR, we do not use Lemma 36 directly on the messages, but we first group the messages into three groups (1)
the message x, (2) the message x0 and (3) all other messages.
In other words, we “merge” all messages that are neither x
nor x0 into a single outcome. Since merging messages does
not increase12 hockey-stick divergence, we may compute
the hockey stick divergence between M(x) and M(x0 ) after such a merging to get a lower bound on δ. In this case, it
is not hard to check that we have
B

p
p
ε p

 p (1 − p + B ) − e · B  with probability B ,
Ui = Bp Bp − eε · (1 − p + Bp )
with probability Bp ,

 p(B−2)
ε
w.p. 1 − 2p
B−2p · (1 − e )
B,
where the first value corresponds to when the output is x,
the second to when the output is x0 , and the third to when
the output is neither x nor x0 .
We use the algorithm from the
h Pprevious isubsection to
n
compute a lower bound on E [ i=1 Ui ]+ , which from
Lemma 36 gives us a lower bound on δ.
G.4.4. PARAMETERS FOR RAPPOR
Similarly, for RAPPOR, we first group the messages into
three types: (i) the string has the xth bit set to one, the x0 th
bit set to zero and the first bit set to zero, (ii) the string has
the x0 th bit set to one, the xth bit set to zero and the first
bit set to zero, and (ii) all other messages. We remark here
that the grouping here is necessary as otherwise there are 7
possible values that the random variable Ui can take, which
would result in an algorithm that is too slow (even after
pruning). With this grouping, it is simple to check that our
Ui has the following distribution:

2
1−p


− eε
w.p. p2 (1 − p),

p


2
Ui = 1 − eε 1−p
w.p. p2 (1 − p),
p



(1 − eε ) · 1−(1−p)3 −p2 (1−p) w.p. 1 − 2p2 (1 − p),
1−2p2 (1−p)
where the three values corresponding to the three groups
respectively.
Once again, we then use the algorithm hfrom Subseci
Pn
tion G.4.2 to compute a lower bound on E [ i=1 Ui ]+ ,
which from Lemma 36 gives us a lower bound on δ.
12

This is because such a merging is a form of post-processing.

