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Abstract

We study the frequency estimation problem
under the local differential privacy model. Fre-
quency estimation is a fundamental computa-
tional question, and differential privacy has
become the de-facto standard, with the lo-
cal version (LDP) affording even greater pro-
tection. On large input domains, sketching
methods and hierarchical search methods are
commonly and successfully, in practice, ap-
plied for reducing the size of the domain, and
for identifying frequent elements. It is there-
fore of interest whether the current theoretical
analysis of such algorithms is tight, or whether
we can obtain algorithms in a similar vein that
achieve optimal error guarantee.

We introduce two algorithms for LDP fre-
quency estimation. One solves the fundamen-
tal frequency oracle problem; the other solves
the well-known heavy hitters identification
problem. As a function of failure probabil-
ity, B, the former achieves optimal worst-case
estimation error for every (; the latter is opti-
mal when 3 is at least inverse polynomial in n,
the number of users. In each algorithm, server
running time and memory usage are O(n)
and O(y/n), respectively, while user running
time and memory usage are both O(1). Our
frequency-oracle algorithm achieves lower es-
timation error than [Bassily et al.| (NeurIPS
2017). On the other hand, our heavy hit-
ters identification method improves the worst-
case error of TreeHist (ibid) by a factor of
Q(y/log n); it avoids invoking error-correcting
codes, known to be theoretically powerful, but
yet to be implemented efficiently.
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1 Introduction

Frequency estimation is a fundamental computation
task, widely applied in data mining and machine
learning, e.g., learning users’ preferences (Erlingsson
et al.,[2014)), uncovering commonly used phrases (Apple,
2017)), and finding popular URLs (Fanti et al.l 2016)).
We expect entities that collect such data to respect
their users’ privacy, and there are increasing stringent
regulations (Voigt and Von dem Busschel [2017). How
can we infer and estimate frequency, and thus improve
users’ experience, without sacrificing personal privacy?

In answering such questions, local differential privacy
(LDP) becomes a popular data collection model for pro-
viding user level privacy protection (Erlingsson et al.)
2014} [Fanti et al.l 2016} [Apple), 2017 [Tang et all 2017}
Ding et al [2017). In this model, there is a server
and a set U of n users, each holding an element from
some domain D of size d. No user u € U wants to
share their data v(*) € D directly with the server. To
protect sensitive personal information, they run a local
randomizer A to perturb their data. The server col-
lects only the perturbed data. Formally, the algorithm
A is called e-local differentially private (s-LDP) if
its output distribution varies little with the input, as
defined thus.

Definition 1.1 (e-LDP (Dwork and Roth| [2014).
Let A:D — Y be a randomized algorithm mapping
an element in D to ). We say A is e-local differentially
private if for all v,v" € D and all (measurable) Y C ),

Pr[A(v) € Y] <e® - Pr[A(v') € Y].

Aligned with prior art (Bassily and Smith 2015} Bassily|
et al., [2017; |Bun et al.; |2019; |Cormode et al.; |2021)), in
this work, we study two closely related, but distinct,
functionalities of frequency estimation under the LDP
model: the frequency oracle and the succinct histogram.
The relevant parameters are the error threshold, A, and
the failure probability, 5:

Definition 1.2 (Frequency Oracle). A frequency ora-
cle, denoted as FO, is an algorithm that provides for
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every v € D, an estimated f;[v] of the frequency of v,
denoted as fy[v] = [{u € U : v = v}|, such that
Pr{| fulv] — fulv]] = Al < B.

Definition 1.3 (Succinct Histogram). A succinct his-
togram, denoted as S-Hist, is a set of (element, esti-
mate) pairs C D x R, of size O(n/X), such that with
probability at least 1 — 3: i) Yo € D, if fy[v] > A,
(v, fulv]) belongs to the set; ii) and if (v, fi/[v]) is in
the set, then |fy[v] — fu[v]] < A

Each element in the Succinct Histogram set is called a
heavy hitter. For a fixed € < 1, the goal of algorithm
design for both problems in LDP model is to minimize
the error threshold A, while also limiting server/user
running time, memory usage, and communication cost.

A number of frequency oracle algorithms (Warner} |1965;
Erlingsson et al.,[2014; |Bassily and Smith} [2015} |Bassily|
et al.l |2017; Wang et al., 2017) have been proposed
(see |Cormode et al.| (2021)) for a recent survey). These
algorithms achieve error O((1/¢) - v/n1n(1/8)). They
have running time, or memory usage that scale lin-
early with d, the size of the data domain, and work
well when it is small. The heavy hitters can be dis-
covered by querying the frequencies of all elements
in the domain D. Via union bound, this achieves er-
ror O((1/e) - /nln(d/B)). It can be shown that these
error guarantees are optimal (Bun et al.| [2019)). How-
ever, consider the scale of modern applications, e.g.,
finding popular URLs with length up to 20 charac-
tersﬂ (Fanti et al., [2016), which results in a domain of
size larger than 10°°.

Sketching methods for reducing the size of the data
domain, and hierarchical searching methods for avoid-
ing inspecting the frequency of each element, are well
known. The former applies hash functions to map
elements from the original domain to a smaller one;
the latter views elements as strings defined over some
alphabet, and identifies the heavy hitters by one or a
few characters each time. Due to their simplicity, they
are widely applied in designing frequency estimation al-
gorithms, and heuristics are proposed to improve their
performance (Bassily et al.l 2017; [Apple, [2017; [Fanti
et al. [2016} |Bassily et al. |2020; Wang et al.| 2018,
2017 |Cormode et al., [2021). These implementations
perform well in practice.

The best known error guarantees of frequency esti-
mation algorithms based on the sketching and hier-
archical searching methods are provided by the sem-
inal work (Bassily et al., [2020). The frequency or-
acles, FreqOracle and Hashtogram (Bassily et al.
2020), guarantee only an error of O((1/¢)-+/nIn(n/B)).

'Valid URL characters include digits (0-9), letters(A-Z,
a-z), and a few special characters (?-7 , 7.7 [ 7 [ 7.7).

The succinct histogram algorithm, TreeHist (Bass-
ily et al), 2020), guarantees an error of O((1/e) -
V/n-(Ind) -1n(n/B)). These algorithms exhibit low
time complexity and memory usage: with server run-
ning time O(n) and memory usage O(y/n). But the
error guarantees are sub-optimal.

Research Question: Are the theoretical er-
ror guarantees of the algorithms based on
sketching and hierarchy methods best possi-
ble, or can we obtain algorithms of this type
that achieve optimal error guarantee?

There is another line of research for succinct histogram
that relies on error-correcting codes. |Bassily and
Smith| (Bassily and Smith| |2015)) were the pioneers,
with PROT-S-Hist, which Bitstogram (Bassily
et al., [2020) subsequently improved upon. This culmi-
nates in the work of PrivateExpanderSketch (Bun
et al., 2019) that achieves the optimal error guaran-
tee O((1/€)-/n1n(d/B)). But due to the sophistication
of error-correcting codes, none of these methods has
been implemented or significantly deployed. Indeed,
the original paper (Bassily et al., |2020) that proposed
both TreeHist and Bitstogram only implemented
TreeHist. Therefore, there is a gap between the error
guarantees of the theoretically best algorithm, and the
ones deployed in practice. Determining whether we
can bridge the gap answers our Research Question.

1.1 Owur Contributions

Our work provides positive answers to the questions. In
particular, we: (1) design a frequency oracle, HadaO-
racle, based on sketching method with optimal er-
ror guarantee; (2) design a succinct histogram algo-
rithm, HadaHeavy, based on hierarchical search that
achieves optimal error guarantee under mild assump-
tion of the failure probability.

We introduce the martingale method into the anal-
ysis of the sketching method. We prove that, when
the proper sketch is chosen, it can be incorporated
into a family of frequency oracles to reduce running
time and memory, while maintaining the frequency
oracles’ error guarantee. This leads to HadaOra-
cle with optimal error O((1/¢) - y/nln(1/5)). Based
on the HadaOracle, we develop a hierarchical search
algorithm, HadaHeavy, that explores a large num-
ber of elements at each search step, and achieves er-
ror O((1/¢) - /n-(Ind) - (1 + (In(1/B) /Inn))). Con-
sistent with the theory community’s view of an algo-
rithm that succeeds with high probability, if the failure
probability, 3, is inverse polynomial, i.e., 8 = 1/n°M),
the error matches the lower bound (Bun et al.l |[2019).
All these algorithms have running time O(n) and mem-
ory usage O(y/n). Table|l|summarizes the comparisons.
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Performance Metric Se'rver Server Worst-Case Error Lower Bound
Time Mem
HadaOracle O(n) | O(v/n) o (% \/n -In %)
o HRR. (Nguyén et al.|[2016{/Cormode et al.| [2019) | O(d) O(d) o (%\/n -In %)
< Macl ; 1 A A 7
FreqOracle (Bassily et al. 72017) O(n) | O(v/n) o} (%\/n -In EL) 0] <§ n-ln %)
Hashtogram (Bassily et al.|[2017) O(n) | O(v/n) o (é n-ln %)
HadaHeavy Om) | O(ym) | O (g n-(Ind) - (1 + mfjjﬁ))
B TreeHist (Bassily et al.|[2017) O(n) | O(v/n) O <% n-(Ind) - In %)
as) - ] ~ ~
& PrivateExpanderSketch (Bun et al.‘72019,i O(n) | O(y/n) (0] (é\/n -In ﬁ) o} (% n-In %)
Bitstogram (Bassily et al.|[2017) O(n) | O(v/n) ] (é\/n- (In %) -In %)

Table 1: Comparison of our frequency oracle (HadaOracle) and succinct histogram (HadaHeavy) algorithms
with the state-of-the-art, where ‘Mem’ stands for ‘Memory’. For all algorithms, each user has O(1) memory,
takes O(1) running time, requires O(1) public randomness, and reports O(1) bits to the server.

2 Preliminaries
2.1 Hadamard Randomized Response

Our algorithms invoke the frequency oracle, named
HRR (Nguyén et al., [2016; |Cormode et al., |2019)), as
a subroutine.

Fact 2.1 (Algorithm HRR (Nguyén et al., 2016} (Cor
mode et al., |2019)). Let U be a set users each holding
an element from some finite domain D. There ex-
ists an e-locally differentially private frequency oracle,
HRR, such that the following holds. Fix some query el-
ement v € D for HRR. With probability at least 1 — ',
HRR returns a frequency estimate fu [v] satisfying

fulo] = fultl| € 0 ((1/2) - VT -Tn(1/87) -

Each user in U requires O(1) memory, takes O(1)
running time and reports only 1 bit to the server.
The server processes the reports in O(|U| + |D|) time
and O(|D|) memory, and answers a query in O(1) time.
The O notation hides logarithmic factors in [U|, |D|
and 1/4.

The Appendix includes a proof of this fact.

2.2 Lower Bounds

Bun et al.[(2019) provide a lower bound for the succinct
histogram problem.

Fact 2.2 (Bun et al|(2019)). Let e € O(1). Every e-
LDP algorithm for estimating the frequencies of all
elements from D, must have, with probability at least 1—

B,
e 2 ((1/e)- VT W(DI/B)) -

max fulv] = fulv]
We can obtain a lower bound for the frequency oracles,
via a union bound argument, with 5’ = 5/|D].

Corollary 2.3. Lete € O(1). Everye-LDP frequency
oracle algorithm achieving estimation error A with prob-
ability at least 1 — 3’ must have

AeQ ((1/5) VU -1n(1/5/)) .

The Appendix includes a proof of this corollary.

3 Frequency Oracle

In this section, to reduce running time and memory
usage, we show a framework for incorporating sketch-
ing methods into LDP frequency oracles that satisfy
relevant conditions. When combined with HRR, this
gives arise to a frequency oracle with a state-of-the-art
theoretical guarantee.

Suppose Agrqcie 18 an e-LDP frequency oracle with:
e Server running time: O(‘I’nme(|m7 d));

e Server memory usage: O(®nem (U], d));

e Utility guarantee as follows: for every 8’ € (0,1)
and each v € D, with probability at least 1 —

B, Aoracie Teturns an estimate fy[v] satisfying
fulo] = ful]] € 0 ((1/2) - VAT (178

For example, when Agrqcie is HRR, then @y, (U], d)
= |U| + d and Pen(JU|,d) = d. Below we state the
key result of this section.

Theorem 3.1 (Sketching Framework). For every /5’
€ (0,1), Aorgcie can be converted into a new
e-LDP frequency oracle, which has server run-
ning time O(®ime(|U|, \/IU])) and memory usage
O(®mem (U], /1U])). Fiz some element v € D to be
given as a query to the new algorithm. With probability
at least 1 — ', it returns an estimate fy[v] satisfying

[fulol = fulv)| € 0 ((1/2) - VT W(1/87))
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In particular, when A,qcie is HRR, we obtain a new
e-LDP frequency oracle, which we call HadaOracle,
with the following properties.

Corollary 3.2 (Algorithm HadaOracle). Fiz an el-
ement v € D to be given as a query to HadaOracle.
With probability at least 1 — ', HadaOracle returns
a frequency estimate fy [v] satisfying

fult] = fulol] € O ((1/2) - VU Tn(1/8))

Each user in U requires O(1) memory, takes O(1) run-
ning time and reports only 1 bit to the server. The
server processes the reports in O(|U|) time and O(~/|U])
memory, and answers a query in O(1) time. The O
notation hides logarithmic factors in [U|, |D| and 1/8'.

3.1 A General Framework

To reduce the size of the data domain, we now show how
to incorporate sketching into LDP frequency oracles.
Choosing parameters carefully, this leads to significant
decrease of the server running time and memory usage
without degrading estimation error. The sketch we
apply is a variant of the Count-Median sketch (Cor-
mode and Yi, [2020)), with the framework outlined in
Algorithm

Algorithm 1 Sketching Framework

Construction

Require: A set of users U; e-LDP frequency oracle
Aoracie; €lement domain D;

1: k+ Cr -n(4/B"), m + 8e% - /O - - /U;

2: Partition U into k subsets: U1,...,Uk.

3: Initialize k pairwise independent hash functions

hi,...,hg : D — [m].

4: for i € [k] do

5:  The server broadcasts h; to all users in ;.

6:  Each user u € U; replaces their element, v(*) €
D, with a new one h;(v(") € [m].

7:  The server runs an independent copy of A,racie
on U;, denoted as Apraere®, for new elements
{hz(ﬂ(u)) Tu e Z/{Z}

Query
Require: Element v € D;

1: for i € [k] do

2:  Query Agrecre® for the frequency of h;(v) over
{h;(v™) : u € U;}, denote the returned estimate

. as fui,hq‘, [hl(v)] X
3: fu[v] < Median (k o [hi(0)] i € [k]) .

4: return fy[v]

Domain Reduction. By mapping the elements from
domain D to [m], we want to reduce the domain size

from d to some smaller m € NT; we discuss how to
set m later. The mapping could be performed via a
pairwise independent hash function h : D — [m], such
that: (1) for each v € D, it is mapped to [m] uniformly
at random; (2) for each pair of distinct v,v’ € D,
the probability that they are mapped to the same
value is 1/m. The function h has succinct description
of O(log d) bits (Mitzenmacher and Upfal, |2017). Each
user u € U is then informed of h and replaces their
data v(*) € D with the new element h(v(") € [m].

We then invoke LDP frequency-oracle A,qce for es-
timating frequencies in the new dataset, {h(v(")) : u €
U}. For each v € D, to obtain an estimate of fy[v],
we return the frequency estimate of h(v) in the new

dataset, denoted by fuﬁ[h(v)], provided by A, acie-

Repetition. For v € D, by the triangle inequality,
estimation error | fyn[h(v)] — fulv]| is at most:

| funlh()] = funlR)]] + | fun[h(0)] = fulv]],

where fy n[h(v)] = [{v € U : h(v™) = h(v)}] is the
frequency of h(v) in the new dataset. The first term
inherits from the estimation error of A,qcre; the second
term arises from hash collisions of h. The assumption
of Agracie is that the first term is, with probability 1—3’,

bounded by O((1/¢) - \/|U| - In(1/5")).

For the second term, we could set m € O(\/U]/B").
Via Markov’s inequality, with probability 1 — £’ it is
is O(\/|U]) . However, when 8 is small, e.g., 1/,
for some constant ¢, this would be unacceptable.

Alternatively, to bound the second term, we could set
m € O(\/M ), bounding with constant probability the
second term by O(\/W) We independently select k
pairwise independent hash functions A1, ..., hg. To run
the standard Count-Median Sketch, we would apply
each h;,1 € [k] to each of the users, and for each i € [k]
invoke A,qcie independently to estimate the elements’
frequencies over {h;(v(") : u € U}. For v € D, the
median over i € [k] of fyp,[hi(v)] is returned as its
frequency estimate.

But this scheme requires each user to participate in k
frequency oracles, which would degrade privacy ac-
cording to the Composition Theorem (Dwork and
Roth| 2014, Theorem 3.14). This motivates partition-
ing U into k subsets, denoted as Uy, ...,U. For each
i € [k], the users in subset U; map their elements
with hash function h;, and an independent copy of
Aoracte 18 applied to U;, to estimate the frequencies of
{hi(v™) s u e U;}.

Here we study two partitioning schemes.

o Independent partitioning. Here, each user is put
into one of the subsets {U; : ¢ € [k]} uniformly
and independently at random.
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e Permutation partitioning. Here we randomly per-
mute U: the first |U|/k users in the permutation
become U1, the next |[U|/k become Us, etc.

Compared to independent partitioning, permutation
partitioning creates subsets of equal size. Since each
user participates in only one copy of Agracre, Algo-
rithm [I] is e-LDP. It remains to prove the utility guar-
antee of Algorithm

3.2 Utility Analysis

Two Kinds of Frequencies. First, consider the fre-
quencies of elements before hashing in each subset.
For each i € [k], and v € D, define fy,[v] = [{u €
U; : v = v}| to be the frequency of v in the set
{v™ :w € U;}. Tt is a random variable, whose ran-
domness inherits from the partitioning. But for each
partitioning scheme, E[ fy, [v]] = fu[v]/k.

Second, consider the frequencies of the hashed elements
in each subset. For each i € [k] and w € [m], let
fuon[w] = [{u € U; : hi(v™) = w}| be the number
of users in U; whose item are hashed to w. It is also
a random variable, whose randomness arises from the
partitioning, and from the hash function A;. It holds
that Elfi, ] = [4:]/m.

Three Kinds of Errors. For each i € [k] and v € D, let
fut,.n, [hi(v)] be the estimate of fir, n, [hi(v)] by Aoracie-
We are interested in the deviation of k - fu, s, [hi(v)]
from fy[v], which can be decomposed into three parts:

Lo Ai(4,v) = kfuilv] = fulv].
2. A2(d,v) =k fu, g [hi (V)] — e fualv] -
3. As(iy0) = kfur, s [hi(0)] = K fur, s [hi(0)].
Define Err(i,v) = kfy, n, [hi(v)] — fu[v]. Its absolute
value is bounded by a triangle inequality
|Err(i, v)| < [A(d,v)| + [A2(i0)[ + [As(i,0)] . (1)

Four Kinds of Good Sets. We are interested in the
following four kinds of good sets, that play important
roles in bounding the estimation error of Algorithm
First, define

GdSety = {i € [k] : k|U;| € ©(U|)} .
Then, for each v € D, define

GdSen (v) = {i € [K] : \a(i,v)] € O(y /Il In Bi)} .

Finally, for j = 2,3, define
.. . 1 1
GdSet; (v) = {z € k] : M5, 0)] € o(g, /k\uiunﬁ)}.

The following result is the key to the utility guarantee.

Theorem 3.3. With probability at least 1 — 3’ /4, it
holds that |GdSeto| > (1 — 1/8)k. And for each v € D
and each j € [3], with probability at least 1 — /4, it
holds that |GdSet;(v)| > (1 —1/8)k.

Theorem holds for both independent partitioning
and permutation partitioning. The proof is technical,
so we defer to the end of this subsection. For now, we
prove the utility guarantee of Algorithm

Corollary 3.4. For each v € D, with probability at
least 1 — (', the fy[v] returned by Algorithm satisfies

[Fulv] = fulvl| € 0 ((1/2) - VAT (1)) -

Proof of Corollary[3.} By Theorem [3.3] and a union
bound, with probability at least 1 — ', we have

‘(mje[g] GdSet;(v)) ﬂGdSetO‘ S k2. (2)

For each i € (N;e(3GdSet;(v)) NGdSety, since kU] €
O(U]), for j =2 or 3, it holds that

A (i, 0)] € o(é, [kjtds| In ﬂi) c o(é, /| n %)

Therefore, via Inequality , it holds that
|Erri,0)] € O((1/e) - IU[I(1/87))

We finish by combining this error bound with fy[v] =
Median, e k - fu, n, [2(v)] and inequality (2). O

Proof Outline for Theorem[3.3 This is a sketch of a
full proof that appears in the Appendix. As they
are easier, we first bound the sizes of GdSety(v)
and GdSets(v).

Bounding the Size of GdSety(v). Observe that for each
i € [k], the (scaled) errors | A2 (4, v)|/k = | fu, n: [R(v)] —
Jui[v]| result from hash collisions. Since h; is pair-
wise independent, the expected size of collision is at
most |U;]/m, i.e., E[|A2(4,v)| /k] < |U;]/m. Recall that
Algorithm (1] initializes k = Ck - In(4/8") and m =
8e2.y/Cx -e-1/|U] for some constant C'x. Via Markov’s
inequality, and that |[U| > |U;], we have

Pr[[Aa(i,v)] = (1/2) VI In(3/37)] < 1/(8¢%).

Therefore, Pri # GdSetz(v)] is upper bounded by
1/(8¢?). As the hy,...,h; are chosen independently,
the indicators of not being in GdSety(v) are indepen-
dent over ¢ € [k]. By a Chernoff bound, we can prove
that, if k = Ck - In(4/8") for some large enough con-
stant C'i, then

Pr(|{i € [k] : i # GdSetz(v)}| > k/8] < B//4.
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Bounding the Size of GdSets(v). Via the assumption
of Aoracie, for i € [k], with probability at most 1/(8¢2),

a0 = Fae 0] ¢ 0 ( VTG se) )

Scaling both sides by a factor of k, we get
[As(i,v)] ¢ O((1/e)\/k?|U;]). Replacing one fac-
tor k with Ck - In(4/8"), we have |[A3(i,v)| ¢
O((1/e)\/k|U ] - In(1/8")). Since the indicators of be-
ing in GdSetz(v) are independent, there exists some
constant Cg, s.t.,

Prf|{i € [k] : i # GdSets(v)}] > k/8] < #'/4.

Bounding the Size of GdSety. For permutation par-
tition, it holds that |U;| = |[U|/k, Vi € [k]. There-
fore, |GdSety(v)| = k. For independent partition-
ing, analyzing GdSet, is not trivial, as the |U;| are
not independent. Therefore, we consider the devi-
ations of the subset sizes as a whole: define Ag =
D ie(k] |[4i| — [U|/k|, which measures the distance be-
tween vector (|U1], ..., [Uy|) € R* and its expectation.
Via the McDiarmid inequality (Mitzenmacher and Up-
fal, 2017)), we prove that, there exists some constant
Cy, s.t., for every choice of positive integer k, with

probability at least 1 — 3'/4: Ag < Co+/|U|In(4/5").
It follows that 3=, p, [k[Us| — [U|| < kCor/|U|In(4/5").

By a Markov inequality-like argument, the number of
i € [k], such that |k[U;| — [U|| > 8Co+/|U|In(4/p’) is
bounded by (1/8)k, which finishes the proof.

Bounding the Size of GdSet;(v). Similarly, we
consider the deviations as a whole, and define

Ar =3 icw fui = fu/kll2, where || fui — fu/kll, =

VS en i = Fal]JE).  Note that Vi € [k],
M@, 0) < K fui — fu/kll,

Via the martingale concentration inequalities (the Mc-
Diarmid inequality and the Azuma—Hoeffding inequal-
ity (Mitzenmacher and Upfal, 2017; |Chung and Lu,
20006)), we prove for both independent partitioning and
permutation, that there exists some constant C, s.t.,
for every choice of positive integer k, with probability

at least 1 — 3'/4: Ay < Ci/|U|1In(4/5).

Hence, kZie[k] [fui = fu/kll2 < kCiy/[U|In(4/5).
By a counting argument, the number of i € [k], such

that k|| fu: — fu/k|ly > 8C1+/|U|1n(4/5’) is bounded
by (1/8)k, which finishes the proof. O

3.3 Comparison With Previous Approaches

The seminal work of Bassily et al.| (2017)) was the first to
provide rigorous analysis for e-LDP frequency oracles
with sketching methods. We differ from their approach

thus: (1) They apply Count-Sketch instead of Count-
Median Sketch. (2) Similar to our bounding |GdSety|,
they invoke a technique called Poisson Approxzima-
tion (Mitzenmacher and Upfal, 2017)), which approx-
imates the distribution of |U;|,7 € [k] by a set of k
independent Poisson random variables. This results in
a setting of k € ©(In(|i4]/F’)), and subsequently a sub-
optimal utility guarantee of O((1/e)-\/[U] - In(lU|/B")).
(3) Finally, though invoking HRR as a sub-routine,
their work does not exploit the fast Hadamard trans-
form. Hence their oracle answers a frequency query in

O(+/|U]) time, instead of O(1).

The recent experimental study by |Cormode et al.| (2021])
provides inspiring insights. They propose to view ex-
isting algorithms as different combinations of sketching
methods (for domain reduction) and frequency oracle al-
gorithms (constructed over the reduced domain). Their
work empirically evaluates performance of the sketches
based on different values of k and m, without corre-
sponding theoretical analysis.

Lastly, we discuss briefly the Count-Median Sketch
applied by our algorithm. Compared to the standard
Count-Median Sketch, which applies each of the k
hash functions to the data of all users, our version
partitions the users into k subsets, and applies each
hash function only to a particular subset. The primary
reason for doing so in our work is to protect the privacy
of the users. But this technique can also be applied to
applications where there is no requirement for privacy
protection. It reduces the time for processing a user’s
report from O(k) to O(1). Based on our technique
for analysing the size of GdSetq, this introduces an

additional error of O(\/|U|In(1/8')) to an element’s

frequency estimate. In cases where the allowed error
is Q(/|U|1In(1/5")), this is practical.

4 Succinct Histogram

We show how to construct a succinct histogram effi-
ciently, based on the HadaOracle discussed in pre-
vious section. Our new algorithm, HadaHeavy im-
proves the TreeHist algorithm by [Bassily et al.|[(2017)).

Theorem 4.1. Let U be a set of n users each holding
an element from some finite domain D of size d, € €
(0,1) be the privacy parameter and 5 € (0,1) be the
specified failure probability. HadaHeavy is an e-LDP
algorithm, based on hierarchical search method, that

returns an S-Hist set of (element, estimate) pairs of
size O(y/n), where

AeO((1/e) - v/n-(Ind) - (1 + (In(1/8) /Inn))).

Each user in U requires O(1) memory, takes O(1) run-
ning time and reports only 1 bit to the server. The
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server processes the reports in O(n) time and O(y/n)
memory. The O notation hides logarithmic factors in n,

d and 1/p.

4.1 HadaHeavy

HadaHeavy represents element in D with an alphabet

of size y/n.

Base-/n representation. Let A = {0,1,...,y/n—1}
be an alphabet of size \/n (for simplicity, we assume
that v/n is an integer), and L = 2 - (logd)/logn. Each
element in D can be encoded as a unique string in

AL =1{0,1,...,/n— 1}

Prefix. For each v € D,7 € [L], let v[1 : 7] be the
first 7 characters in v’s base-y/n representation, which
is called a prefir of v. Let A° = {1} be the set con-
sisting of the empty string. For each 7 € [L], A7
the set of all possible strings of length 7. Further,
for each string s € A7, define the frequency of s to
be fuls] = [{u €U : v™[1: 7] = s}

Child Set. For each 0 < 7 < L, and each string
s € A7, the child set of s, denoted as s x A, is defined
as 8§ x A = {sot:t € A} C A7, where sot is the
concatenation of the strings s and t.

The key motivation for the hierarchical searching
method is that, if an element v € D is frequent, so
is each of its prefixes.

Overview of HadaHeavy. The goal of the algorithm
is to identify a set of elements in D, called heavy hitters,
whose frequencies are no less than some threshold, A
(to be determined later). Clearly, for each 7 € [L],

Julo[U 7] = fulv] 2 A

Assuming that we know the exact values of frequencies
of the strings. We can search for heavy hitters as follows.
First, we initialize a sequence of empty sets Py, ..., Py,
which we call search sets. Then, we examine all strings
in A. If s € A has frequency fy[s] > A, then we
put it into P;. Next, for each string s € P1, we
check each string s’ from its child set s x A. If &'
has frequency fy[s'] > A, then we put it into Ps. In
general, for 7 > 2, we can construct P, after P._;
is constructed. Finally P should contain all heavy
hitters in D.

Frequency Oracles. As the exact values of the fre-
quencies of the strings are not available, we want to
learn their estimates. For each 7 € [L], we construct
a frequency oracle (HadaOracle) to estimate the fre-
quencies of the strings in A7. We want to avoid each
user participating in every frequency oracle: a user
reporting L times to the server would degenerate the
privacy guarantee of the algorithm. Therefore, we par-
tition the set of users U into L subsets Uy, Us,...,Uy.

As before, this is performed by either independent par-
titioning or permutation partitioning, introduced in
Section As L € O(logd), by Corollary the
server uses in total O(n) processing time and O(y/n)
processing memory to construct these oracles.

For each 7 € [L] and each s € A7, let fy_[s] = |{u €
U, : v™I[1 : 7] = 8}| be the frequency of s in U,,
and fy_[s] be its estimate by HadaOracle. As E[L -
fu.[8]] = fuls], we use fy[s] = L- fu_[s] as an estimate
of fy[s]: its estimation error is established by the
following theorem, proven in the Appendix.

Theorem 4.2. For each 7 € [L], fix some query
string 8 € A7 for the frequency estimate. It holds
that, with probability 1 — /3,

| fuls]— fuls]| € O((1/e)y/n - (logd) - (In(1/8")) /Inn).

There are two sources of error. First, for each 7 € [L],
the frequency distribution in U, deviates from its expec-
tation. We bound the /5 distance between the distribu-
tion in U, and its expectation by martingale methods.
The second kind of error inherits from HadaOracle.

Modified Search Strategy. Only having access to
estimates of the frequencies of the prefixes, we need to
modify the criterion for adding elements to P..

Let N = (Cy/e)y/n - (logd) - (In(n/B))/Inn, where Cy
is some constant we will determine later. Define Py =
{L}. The P, are iteratively constructed according to
the following criterion:

P {sePr 1 xA: fyls] >2\N}, vr e [L],

where P,y x A = {8 = 8108y : 81 € P,_1,82 €
A}. Finally, after Py, is constructed, its elements are
returned as heavy hitters.

4.2 Analysis

Since each user participates in only one frequency ora-
cle, the algorithm is e-LDP. It remains to analyze the
utility guarantee, running time and memory usage of
the modified search strategy.

Theorem 4.3. Let A = 3 - )\. With probability at
least 1 — B, it is guaranteed that for each T € [L], and
each s € A7: (1) if fuls] > A, then s € P,; (2) and
for each s € P, the frequency estimate fy [8] satisfies
| fuls]— fuls]| < X. Constructing the P, for all T € [L]
has O(n) running time and O(y/n) memory usage.

We sketch the proof here, details are in the Appendix.

Proof Outline for Theorem[].3 We focus on the esti-
mation errors of prefixes from a fixed set.
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Definition 4.4 (Candidate Set). Define Ty = { L} to
be the set of the empty string, and for 7 € [L], ', =
{s € A7 : fy[s] = X'}, the set of prefixes of length 7
whose frequency is at least \'. For 7 < L, the child set
of I'; is defined as I'; x A = {s=81089:81 €';,82 €
A}, where 81 085 is the concatenation of 81 and s3. The
candidate set is defined as I' = Up<, < (I'y X A).

Note that for each 7 € [L], we have [[';| <n/X < /n.

Hence, [I'| = > 5 |F x Al < Ly/n-/n € O(n).
By applying Theorem [4.2f with 8’ = 8/(nL) and the
union bound over all s € F, we have:

Corollary 4.5. There exists some constant C, such
that with probability at least 1 — (3, it holds that
maxser | fuls] — fuls]| < X, where

= (Cy/e)v/n - (logd) - (In(n/B))/Inn.

Conditioned all strings in T having estimation error X,
we can prove by induction that the modified search
strategy only inspects the frequencies of the strings
from T, in order to construct the P, 7 € [L]. Therefore,
the strings added to P, 7 € [L] have estimation errors
bounded by X. Moreover, for each 7 € [L], and each
s € A", if fy[s] > A = 3N, then s € T, and we can
prove that s will be added to P,. The details are
included in the of the complete proof in Appendix.

To analyze the running time and memory usage, ob-
serve that the modified search strategy invokes L fre-
quency oracles. By Theorem they have total con-
struction time O(n) and memory usage O(y/n). Since
each frequency query takes O(1) time, and all strings
queried belong to I', the total query time is bounded
by |T'| € O(n), which finishes the proof. O

4.3 Comparison With Previous Approaches

Among the previous algorithms that identify heavy
hitters based on hierarchical search, TreeHist (Bass;
ily et all [2017) provides the best known er-
ror guarantee of O((1/e) - /n-(Ind)-In( n/ﬁ))
Our algorithm reduces this error to O((1/e) -
v/n-(nd) - (1+ (In(1/B) /Inn))). There are two ma-
jor differences between our algorithm and TreeHist.
First, the algorithm TreeHist considers base-2 repre-
sentation of elements in D, instead of base-y/n repre-
sentation. Each element in D is encoded as a binary
string of length logd. This requires the algorithm to
partition the user set I/ into log d subsets, which results
in smaller subset sizes and larger estimation error than
our algorithm. Second, the frequency oracle used by
TreeHist does not exploit the fast Hadamard trans-
form. Its frequency oracle answers a frequency query
in O(y/n) time. In comparison, HadaOracle answers
a query in O(1) time.

Recent works (Wang et al., 2021; |(Cormode et al., 2021)
observe that, instead of identifying prefixes of the heavy
hitters with increasing lengths, one character at a time,
we can identify such prefixes by several characters at
each step. This reduces the number of steps required
to reach the full length strings. Indeed, using a large
alphabet to represent the elements in D (e.g., an alpha-
bet of size v/n, as we proposed) achieves the same effect.
This strategy is effective empirically (Wang et al., [2021;
Cormode et al.|[2021)), but there are no theoretical guar-
antees. We believe our work improves understanding
of these high-quality experimental results.

5 Related Work

Frequency Oracle. We briefly document the develop-
ment of frequency oracles in recent years. [Bassily and
Smith| (2015) described a frequency oracle that achieves
error O((1/¢) - y/nlog(1/3)). However, it needs O(n?)
random bits to describe a random matrix, and answers
a query in O(n) time. In 2017, a similar version with
simplified analysis, called ExplicitHist, was studied
by Bassily et al,| (2017). ExplicitHist achieves the
same estimation error, but requires only O(1) random
bits to describe the random matrix. It answers a query
in O(n) time. Other optimizations have been proposed.
First documented in (Nguyén et al., 2016)), and widely
used in LDP literature (Bassily et al., 2017} |Applel
2017; |Cormode et al., 2019), the HRR algorithm uses
the Hadamard matrix to replace the random matrix
without increasing the estimation error. The matrix
does not need to be generated explicitly and each of
its entries can be computed in O(1) time when needed.
The HRR answers a query in O(min{n, d}) time, or
with pre-processing time O(d), answers each query in
0(1) time. In 2019, |Acharya et al. proposed a variant
of HRR which does not rely on public randomness.
The protocol shares similar performance guarantees to
the original, but can be modified to support frequency
estimation in low privacy regime (¢ > 1) (Ghazi et al.|
2021). Finally, Bassily et al.[(2017) also applied Count-
Sketch (Charikar et al., 2002) to reduce the domain
size of the elements. Their frequency oracles, FreqOr-
acle and Hashtogram, have server running time O(n)
and memory usage O(,/n). But these algorithms have
sub-optimal estimation error of O((1/¢)-/nlog(n/5)).

Succinct Histogram. For the succinct histogram
problem, Bassily and Smith| (2015) proposed the first
polynomial-time algorithm that has worst-case error
O((log"®(1/B)) - (1/e) - v/nlogd). However, it has
server running time O(n>®) and user time O(n'®),
which is not practical. Bassily et al.| (2017)) pro-
posed two improved algorithms, TreeHist and Bit-
stogram, which involve different techniques. Tree-
Hist searches for the heavy hitters via a prefix tree;
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Bitstogram hashes elements into a smaller domain
and identifies a noisy version of the heavy hitters.
The recovery of the true heavy hitters relies on error-
correcting codes. The former algorithm has error
O((1/e)-v/n - (logd) - log(n/B)), while the latter has er-
ror O((1/e) - y/n - (log(d/B)) - log(1/B)); each achieves
almost-optimal error, but TreeHist is inferior to Bit-
stogram by a factor of y/logn. Importantly, each
algorithm has server time O(n) and user time O(1).

Due to the sophistication of error-correcting codes, of
the two algorithms presented in (Bassily et al.l [2017)),
only TreeHist was implemented and experimented.
Bun et al.| (2019)) further refined Bitstogram based
on the list-recoverable code, which involves identifying
spectral clusters in a derived graph. Their new algo-
rithm, PrivateExpanderSketch (Bun et al.l 2019),
achieved an optimal error of O((1/¢) - \/n - log (d/B)).
Again, this style of algorithm has yet to be imple-
mented.

We observe finally that Sketching methods and hierar-
chical searching methods are not only applied to the
LDP model, but also to other models of DP for fre-
quency estimation, for example the shuffle model (Luo
et al 2021; [Balle et al., 2019} |Ghazi et al., 2021)).
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Supplementary Material

The supplementary material is organized as follows:

1. In Section [6] we list the concentration inequalities applied in our proofs.
2. In Section [7| we provide the detailed proofs for Section
3. In Section [8] we provide the detailed proofs for Section

4. In Section [9] we provide the detailed proofs for Section [4]

6 Concentration Inequalities

Fact 6.1 (Chernoff bound (Mitzenmacher and Upfal, [2017))). Let X1, ..., X,, be independent 0-1 random variables.
Let X =31 Xi and pp = E[X]. Then for every § >0,

ed a
Similarly, for every § € (0,1)
e 9 .

Fact 6.2 (Bernstein’s Inequality (Audibert et all [2009)). Let Xi,...,X,, be independent real-valued random
variables such that | X;| < ¢ with probability one. Let Sy =3 e, Xi and Var{Sn] =3 2,c Var[X2]. Then for

i€n
all B € (0,1),
2 QCID%
ISy, — E[Sy]| < 4/2Var[S,] In 3 + 3

with probability at least 1 — (3.

Fact 6.3 (Hoeffding’s Inequality (Devroye and Lugosi, 2001))). Let X1,...,X,, be independent real-valued random
variables such that that | X;| € [a;, b;],Vi € [n] with probability one. Let S, = X, then for every n > 0:

1€[n]
Pr[S, — E[S,] > n] < exp —LQ , and
Zie[n] (bi — a;)
Pr[E[S,] — S, > 1] < exp 2
W =S >n<exp| =——F—"=|.
> icny (b — ai)?

Definition 6.4 (Martingale (Motwani and Raghavan| [1995; Mitzenmacher and Upfall 2017)). A sequence of
random variables Yy, ..., Y, is a martingale with respect to the sequence Xy, ..., X, if, for all ¢ > 0, the following
conditions hold: i) Y; is a function of Xy, ..., X;; ii) E[|Y;|] < oo; and iii) E[Y;4+1 | Xo,...,X;] =Y.
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Fact 6.5 (Azuma’s Inequality (Mitzenmacher and Upfal, [2017)). Let Yy,...,Y, be a martingale such that
A <Y =Y 1 < Ai+a,

for some constants {¢;} and for some random variables {A;} that may be functions of Yo, Y1,...Y;—1. Then for
allt > 0 and every n > 0,

2n?
Pr[|Y; — Yo[ > n] < 2exp By h
i€ft] Vi

Fact 6.6 ((Chung and Lul |2006)). Let the sequence of random variables Yo, ..., Y, be a martingale with respect
to the sequence of random variables Xo, ..., X, such that

1. VarlY; | Xo,...,X,—1] < 02,Vi € [n]; and
2. Y, —Yi1| <¢Vien].

Then, we have

772

72 (Eie[n] o2+ cn/S)

Definition 6.7 (Lipschitz Condition). A function A : R™ — R satisfies the Lipschitz condition with bound ¢ € R
if, for every i € [n] and for every sequence of values x1,...,2z, € R and y; € R,

Pr[Y,, — Yy >n] <exp

|A(.’I}1,ZC2,...7LUZ‘,1,.’L‘1‘,.’L‘Z‘+1,...,In) — A(Q?l,.’l,'z,...7.’1,‘i,17yi,$i+1,...7.’17n)| < C.

Fact 6.8 (McDiarmid’s Inequality (Mitzenmacher and Upfal, [2017} Tolstikhin| 2017))). Let A : R™ — R be a
function that satisfies the Lipschitz condition with bound ¢ € R. Let X1,..., X, be independent random variables
such that A(Xq,...,X,) is in the domain of A. Then for all n > 0,

2n?

PrA(X1, ..., Xn) — E[A(X1, ..., X)) > 1] < exp <_nc2> .

Definition 6.9 ((Tolstikhin, 2017))). Let S,, be the symmetric group of [n] (i.e., the set of all possible permutations
of [n]). A function A : S,, — R, is called (nj, ne)-symmetric with respect to permutations if, for each permutation
z € S,, A(z) does not change its value under the change of order of the first ny and/or last no = n — ny
coordinates of z. For brevity, we call these functions (n1, ng)-symmetric functions.

Fact 6.10 (McDiarmid’s Inequality with respect to permutations (Tolstikhin, [2017))). Let A : S, — R be
an (n1, na)-symmetric function for which there exists a constant ¢ > 0 such that |A(x) — Az; ;)| < ¢ for all
z €Sp,i€{l,...,nm},7 € {n1+1,...,n}, where the permutation x; ; is obtained from x by transposition of its i*"
and j** coordinates. Let X be a vector of random permutation chosen uniformly from a symmetric permutation
group of the set [n]. Then for every n > 0,

PAAGR) - EIAK)] 2 1] < oxp - 2 (2=2)(x )

nic2 \n—m B 2max{ni,na}
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7 Proofs For Section 2

This section is organized as follows:

1. In Section we provide the detailed proof for Fact
2. In Section [7.2] we provide the detailed proof for Corollary [2:3]

7.1 Hadamard Randomized Response (HRR)

Fact (Algorithm HRR (Nguyeén et al.| [2016}; |Cormode et al.| [2019)). Let U be a set users each holding an
element from some finite domain D. There exists an €-locally differentially private frequency oracle, HRR, such
that the following holds. Fiz some query element v € D for HRR. With probability at least 1 — 3', HRR returns
a frequency estimate fy [v] satisfying

fult] = ful)| € 0 ((1/2) - VU (/B -

Each user in U requiresp(l) memory, takes O(l) running time and reports only 1 bit to the server. The server
processes the reports in O(|U| +|D|) time and O(|D|) memory, and answers a query in O(1) time. The O notation
hides logarithmic factors in [U|, |D| and 1/5'.

7.1.1 The Hadamard Matrix

The main vehicle for the HRR algorithm is the Hadamard matrix. In this section, we provide its definition, and
prove some of its important properties.

Definition 7.1 (Hadamard Matrix). The Hadamard matrix is defined recursively for a parameter, m, that is a
1 1 1 1

1 -1 1 -1
11 -1 -1
1

power of two: H; = [1] and H,,, = [Hm/Q Hom /2 } For example, Ha = {
-1 -1 1

1 1
Hs =
H'm/2 _Hm/2 :| ’ and Hy

1 -1

Observe that a Hadamard matrix is symmetric. We list here some other important properties of Hadamard
matrix.

Fact 7.2. The columns of the Hadamard matriz are mutually orthogonal.

Proof of Fact . We prove this by induction on the size of m. For Hj, this is trivially true. Suppose this
holds for H,,/o. For every i € [m/2], let x; € R™/2 be the i column of H,, /2. By the induction hypothesis, for
all i,j € [m/2], if i # j, then (z;,z;) = 0.

Consider H,,. For each i € [m], define y; € R™ to be the i*" column of H,,. Further, define

{i, ifi<m/2, s(i)i{l’ if i < (m/2),

O=Vicmz iti>my2. -1 ifi > (m/2).

Note that for each i € [m], we have ¢(i) € [m/2]. By the definition of H,,, it holds that for all ¢, j € [m],

R 26 ] and 1. — [ Te(j) } '
vi [5(2) “Te(s) Yi s(4) “Ze(j)
Hence,

Wi, y;) = <xc(i)axc(j)> + s(7)s(4) <mc(i)’x6(a‘)>'

If i # j, then there are two possible cases: 1) i # j +m/2 and j # i +m/2, then by the induction hypothesis,
(To(i)sTe(jy) = 0; and 2) i = j +m/2 or j =i+ m/2, then s(i)s(j) = —1. In both cases, (y;,y;) =0 holds. O

Fact 7.3. For 0 < i,j < m, the (i + 1,j 4+ 1)-th entry Hy,[i + 1,5 + 1] of the Hadamard matriz can be
computed in O(logm) time (both the rows and columns of H,, are indexed from 1 to m). In particular, let
the vectors (i)iogm, (§)10gm € {0,1}1°8™ be the logm-bit binary representation of i and j, respectively. Then
Hy[i + 1,5 + 1] = (—=1){Orogm:(Dosm) “awhere ((i)iogm, (§)10gm) s the dot product between (i)iogm and (§)iogm.-
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Proof of Fact . We prove the Theorem by induction. The claim can be verified manually for H; and Hs.

Suppose this holds for H,, ; to prove it true for H,,, recall that the recursive definition H,, = [gm; z _HI_’I”/ 32}
divides H,, into four sub-matrices. For 0 < ¢,j < m, let the vectors (2)iog m; (J)iogm € {0, 1}°e™ be the log m-bit
binary representations of ¢ and j, respectively. Let b; = (7)iog m[1] be the highest bit and s; = (i)10gm[2 : logm] be
the last (logm)—1 bits of (i)iog m, respectively. Similarly, we can define b; = (j)iogm[1] and 8; = (§)iogm[2 : logm].
Now,

(i>logm - [biasi] 3 (j)logm - [bjasj] .
Consider the (i + 1, 4+ 1)-th entry of H,,. Our goal is prove that

Hp[i + 1,5+ 1] = (—1){Drosm:(Diogm) — (_1)bibs+(si,85)

Observe that b;b; = 1 if the (i + 1, j 4+ 1)-th entry belongs to the lower right sub-matrix and b;b; = 0 otherwise.
By definition of H,,, the sub-matrix this entry belongs to can be written as (—1)**H,,/>. If we also view
8;,8; € {0,1}08™)~1 ag integers in [0,m/2), then (s; + 1,8; + 1) is the pair of indexes of the entry inside the
sub-matrix. By the induction hypothesis, the value of the (s; + 1,8; + 1) entry of the matrix (—1)%?% H,, /o is
given by (—1)%i+(8:8i) which finishes the proof. O

Fact 7.4 (Fast Hadamard Transform). For all x € R™, there is a standard divide-and-conquer algorithm that
computes the multiplication H,, x (equivalently, HX z, as H,, is symmetric) in O(mlogm) time and O(m) memory.

Proof of Fact . Let z; € R™/2 be the first m/2 entries, and x5 € R™/2 be the second m/2 entries of 2
respectively. Define y; = H,,, /2 1 and y2 = H,;,/» 2. Then

H z— Hyjoo Hpge | |21 _ (Hppe 21+ Hyppp 22| _ (1 + 92
" Hp2 —Hpy2l |22 Hy2 21— Hyppo 22 Y1 —y2|

Let T'(m) be the time to compute H,, . Computing y; and y» takes time 2-T'(m/2). Computing y; +y2 and y; —y-
takes time O(m). Therefore, T'(m) = 2 - T(m/2) + O(m). Solving the recursion gives T'(m) = O(mlogm). O

7.1.2 The Algorithm

The algorithm relies on a Hadamard matrix H,, with m = 2/1°¢IPIl (hence |D| < m < 2|D| ), and assigns each
element v € D the v*™ column of H,,. For a user u € U, it is said to be assigned to the v** column, if its element
v(®) = y. The problem of estimating the frequency of a element v € D reduces to estimating the number of users
in U assigned to the v'" column. When the value of m is clear from context, we omit subscript m and write
Hadamard matrix H,, as H.

7.1.3 Client Side

The client-side algorithm is described in Algorithm |2} Each user receives (from the server) a row index r of the
Hadamard matrix, and privacy parameter €. Its own element v is the column index. It returns the value of H[r, v],
but flipped with probability 1/(e® + 1). Multiplying H[r,v] by a Rademacher random variable b that equals 1
with probability e®/(e® + 1) and —1 with probability 1/(e® + 1) achieves the flip. It returns the one-bit result to
the server.

Algorithm 2 HRR-Client AgrRr-client

Require: Row index r € [m]; privacy parameter e.
1: Let v € D be the user’s element.
2: Sample b € {—1, 1}, which is +1 with probability e¢/(e® + 1).
3: return w b - Hr,v].

Fact 7.5 (Running Time and Memory Usage). Algom'thm@ has running time O(1) and memory usage O(1).

1)
Proof of Fact[7.5 According to Fact (7.3} the entry H[r,v] can be computed in O(logm) € O(log|D|) C 0(1)
time and O(logm) C O(log |D|) € O(1) memory. O
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Fact 7.6 (Privacy Guarantee). Algorithm @ 1s e-locally differentially private.

Proof of Fact[7.60 We need to prove that the output distribution of AxgR.client deviates little with the
value v € D, the user’s element. To explicitly state the dependence of AgRR-clieny ON v, We write its output
as AgRR-client (T, €;v). It suffices to prove that Vv, v" € D, the output distributions of AprR-client (7, €;v) and
AHRR-client (1, €; ') are similar. There are only two possible outputs, namely, {—1,1}. Let b and ¥’ be the
Rademacher random variables generated by AnRR-client (7, €; v) and AHRR-client (7, €; v") respectively. Then

[-AHRR chent(r &, 'U) = ] [b . H[T, U} = 1] < es/(es + 1)’
PrlABRR client (75 €;0") = 1] = Pr[b/ - H[r, 0] = 1] > 1/(ef +1).

Hence, Pr[AurR-client (7, £;v) = 1] < €° - PrlAgrR-client (7, £;0") = 1]. By Deﬁnition the algorithm AHRR-client
is e-differentially private. O

7.1.4 Server Side

)

The server-side algorithm is described in Algorithm [3] Its input comprises the set of users, U, their elements
domain, D, and privacy parameter €. The server maintains a vector w € R™, which is initialized with all zeros.
For each user u € U, the server samples an integer (%) € [m] independently and uniformly at random. Then
it invokes AHRR-client (r(") e) by sending r@ and € to user u. On receiving user u’s response, w(“), the server
increases the (r(%))th entry of w by (e +1)/(e* — 1) - w®). Finally, it returns a vector f; = H' w € R™. Note
that the dimension of fy is m, which could be larger than |D|: we use only the first |D| entries of fy.

Algorithm 3 HRR-Server AgRR-server
Require: A set of users U; element domain D; privacy parameter &.
Set m < 2M°8 Pl "y « {0}™.
foruel do

() « uniform random integer from [m).

W™ ARR-client (1), €).

w[r] - wlrt)] + (es +1)/(ef = 1) - w.

return fu —Hw

Fact 7.7 (Running Time and Memory Usage). Algorithm @ has running time O(|D| + |U|) and memory
usage O(|D]).

Proof of Fact The server needs memory of size O(m) C O(|D]) to store the vector w. Processing responses
from the users in U takes time O(|U]). By Fact H”w can be computed in O(mlogm) C O(|D|) time, with
memory usage O(m) C O(|D|). Hence the overall running time is O(|D| + ||) and memory usage is O(|D|). O

Remark 7.1. Via the fast Hadamard transform (Fact [7.4)), the server computes fu+—H'w (Algorithm |3} line 6)
in O(|D|) time. Then for each v € D, if its frequency is querled the server can return fy[v] in O(1) time. There
is another version of HRR. that omits line 6. It has server running time O(|U/|). However, when it answers a
frequency query for some v € D, it needs to compute fy[v] = (HT w)[v] on the fly, which requires O(min{m, |i4|})
time.

7.1.5 Utility Guarantee

We have proven that the client-side algorithm is e-locally differentially private, and analyzed the running time and
memory usage of both client-side and server-side algorithms. In this section, we discuss their utility guarantees.

Fact 7.8 (Expectation). Let fi; be the estimate vector returned by Algorithm B Then, for all v € D, fylv] is an
unbiased estimator of fy[v].

Proof of Fact . For each i € [m], let e; be the i*™" standard basis vector. For each user u € U, let cw =H €, (u)
be the column assigned to u, i.e., the (v(®)*™ column of the Hadamard matrix H, and let 5(*) be the Rademacher
random variable generated when algorithm ApgR_client is invoked for user u. Let C: = (e® + 1)/(e — 1). By
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algorithm AgRR-client, the response from user u can be expressed as w® = pw) . ¢w) [r(“)]. When the server
receives the response w(®, the update of w can be rewritten as

w<+—w+ C, cw(® Cep(u) -

Hence w = >, 4, Ce - w™ e,y = Yy Ce - 0™ - ¢ [rW] - e ), where €, is the (r(®)™ standard basis

uGU
vector. Let ¢, = H e, be the v'" column of H. Since fi; = HT w, we have
Fult] = (eo.w) =Y Ce b ™[] (e, e,0) = D Co b -] - ¢, [r™)].
ueU ueUd

By the independence of b(*) and r(*), and by linearity of expectation, we have
E [fu[v]} =3 Ep™)-E [ ). ] Z E {cw ] - eyl <u>]} ,
uel
The second equality follows from E[b(")] =1-e°/(ef +1) + (—1)-1/(ef +1) = 1/C-.
As r(" is sampled uniformly from [m], it holds that

SR el ] = 525 (1 ali) = () = o=

uEU ueld 7j=1 uel ueU

The final equality follows from the orthogonality of columns of H, and that {(¢,,¢,) = m. We conclude that

[ } D Ao =0 = fulv].

ueU

O

Fact 7.9 (Confidence Interval). For a fized v € D and for all 5’ € (0,1), with probability at least 1 — ', it holds
that

[fulv] = fulel] € 0 ((1/2) - VAT Tn(1/8)) -

Proof of Fact[7.9. For each u € U, define Z) = C_ - bW . W [r(W] . ¢, [r™]. The {Z("} are independent
random variables in the range of [~C., C.]. As fy[v] = Suey Z™ and E {fu v]} =
2n

(Fact [6.3), for all > 0,
Pr[ ; 2) .
ueu(ce - (_CE))

If we upper bound the failure probability with ', we obtain that n < C.-/2|U|In(2/5"). Noting that C. € O(1/¢)
for e € O(1) finishes the proof. O

fulv], by Hoeflding’s inequality

2

o] - ] 2 1] < 2030 (=

7.2 Proof of Corollary

Corollary Let ¢ € O(1). Every e-LDP frequency oracle algorithm achieving estimation error A with
probability at least 1 — 3’ must have

AeQ ((1/5) N ~1n(1/ﬂ’)) .

Proof of Corollary[2.3 Let 8’ = /d be the failure probability of the frequency oracle algorithm, and suppose
by contradiction that A € o((1/¢) - \/|U|In(1/5")) for this algorithm. If so, we could query it for the frequency
of all elements in the domain D. By a union bound, we could thus construct a succinct histogram with failure
probability at most 8 and with error for every element in o((1/¢) - /|U|In(1/8")). Since the latter bound is in,

o((1/e) - /[U|In(|D]|/B)), this contradicts Fact O
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8 Proofs For Section [3

This section is organized as follows:

1. In Section we provide the detailed proof for Theorem
2. In Section we provide the detailed proof for Theorem
3. In Section we provide the proof for Lemma [8:1 which we rely on to prove Theorem

4. In Section we provide the proof for Lemma [8:2] which we rely on to prove Theorem

8.1 Theorem [3.1]

The properties of Theorem have been established implicitly in Section [3] Here we show how to put the pieces
together explicitly.

Theorem |3 - 3.1] (Sketching Framework). For every 8" € (0,1), Aoracie can be converted into an e-LDP frequency
oracle, with server running time O(® ime([U), /|U])) and memory usage O(®pmem(U|, \/|U])). Fiz an element v €

D to be given as a query to the new algorithm. With probability at least 1 — 3, it returns an estimate fu[v]

satisfying ‘fu[v] — fu[v}‘ €0 ((1/5) VU] -ln(l//@/)> .

Proof of Theorem [3.11 Since Algorlthml 1| (Sketching Framework) invokes hash functions to reduce the domain
size from |D| to m € O(y/U]), it follows that it has server running time O(® yme(|U|, /|U])) and memory
usage O mem (U], \/W The privacy guarantee follows from that Algorithm |1| partitions the set of users U
into subsetb and invokes A,qcie for each subset. Therefore, each user participates in only one copy of A qcie-
As Aoracie is € differentially private, so is Algorithm[I]} Finally, the utility guarantee follows from Corollary 3.4 O

This finishes the proof of Theorem In the next section, we discuss Theorem

8.2 Theorem [3.3]

Theorem With probability at least 1 — ' /4, it holds that |GdSeto| > (1 — 1/8)k. And for each v € D and
each j € [3], with probability at least 1 — /4, it holds that |GdSet;(v)| > (1 —1/8)k.

Proof of Theorem [3.3l We need to prove the Theorem for GdSeto, GdSet(v), GdSets(v), GdSets(v), sepa-
rately. As they are easier, we first bound the sizes of GdSety(v) and GdSets(v).

Bounding the Size of GdSets(v).
Fix some v € D. Recall that \o(j,v) = |kfuy,.n; [R(v)] — kfui[v]|. Via the definition of GdSets(v), it can be

rewritten as
GdSety(v) = {Z € [k] : |k fu, n; [h(v)] — kfuilv]] € O <i 4k Uil n 31/)} )

Observe that for each ¢ € [k], the (scaled) errors |A2 (¢, v)|/k = | fu, b, [R(v)] — fus[v]] result from hash collisions.
Consider an fixed i € [k]. For each user u € U;, define the indicator random variable X, = 1[h;(v(")) = h;(v)] for
the event h;(v(") = h;(v). If v(") = v, it always holds that X,, = 1. Otherwise, as h; is a pairwise-independent
hash function, Pr[X, = 1] = 1/m.

By definition, fu, n,[hi(v)] = ,cy, Xu. Therefore,

E['fuiahi[ ( )] ful = l

Z X sz

u€eU;

]:JE Z X,

uel ;v #v
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By linearity of expectation, we have

o .
E [ fu, ni[hs(0)] — fuafo]] = (€Y 2ol Ul

m m
By Markov’s inequality,
(= faloll > 2/ pm X Uil /m _ ekl
Po s~ il 2 gl | < e s =

Recall that Algorithm |1|initializes k = Cf - In(4/8’) and m = 8¢? - \/C - € - 1/|U| for some constant Cr. The
upper bound on the probability simplifies to \/|U;| / (8¢?\/|U|). Using that [U| > |U;], this upper bound further
simplifies to 1/(8€?).

For each i € [k], define the indicator random variable

1
€

Yi=1 hk‘fui,hi (1)) = kfualol] = 2y [l il 4}

ﬁ/
for the event |k fy, n,[h(v)] — kfuilv]] = (1/e)\/k - [Ui|In(4/B"). Let Y =37, ;,Y;. We have E[Yj] < 1/(8¢e?),

and p = E[Y] < k/(8¢?). As the hq,.., h), are chosen independently, the {Y;} are independent. Via Chernoff
bound (Fact [6.1)),

e om e o () (S (o bu)

For pu < k/(8¢?), the function —p — (k/8) In(k/(81)) = —u — (k/8) In(k/8) + (k/8) In pu is maximized when p =

k/(8€?). Therefore,
k T k 1

Recall that k = Ck - In(4/5"). If we set Cx = 8, then we get Pr[Y > k/8] < /4.
]

Bounding the Size of GdSets(v).
Via the assumption of Ayyacie, for i € [k], with probability at most 1/(8¢?),

ot 50 = (o)} ¢ 0 (VT a5 )

Scaling both sides by a factor of k, we get

alis 0 = 8 ot 0] = - i (0] O ( 3/ Tasen) ).

Replacing one factor k with Ck - In(4/8’), we have |A3(i,v)| ¢ O((1/e)\/k|U;| - In(1/5")). Since for each i € [k],
the event happens independently, the probability that there are more than k/8 choices of i € [k] for which this

event happens is at most
L 1 \*/8 . ok \F/® /1 \*/8 /1 k/8
k/8) \ 8e? — \k/8 8e2 ~\e ’

where the first inequality follows from that (%) < &2 and that $/555 < /8. Recall that k = Cr - In(4/).
If we set Cx = 8, then we get (1/e)k/8 < p'/4.
n

To bound the sizes of GdSety and GdSet; (v), we need the following lemmas.



Hao Wu, Anthony Wirth

Lemma 8.1. Let Ao =3, |[Us| — U|/k|. 3 Co >0, s.t., with probability 1 — B'/4: Ag < Co/TU[In(4/8").

Lemma 8.2. Let Ay =37, || fui— fu/ k2, where || fui — fu/kll, = V2owep(fuilv'] = fulv']/k)2. There exists
some constant C1 > 0, s.t., with probability 1 — B'/4: A1 < C1/|U|In(4/5").

We need to prove the lemmas for both independent partitioning and permutation partitioning. The proofs are
technical, so we defer them to the end of the proof. For now, we show how to put them together to bound the
sizes of GdSety and GdSet; (v).

Bounding the Size of GdSet.
By Lemma with probability at least 1 — 8'/4, it holds that Ay < Co+/|U|In(4/8") for some constant Cp.

Therefore,
4
kDo =Y |k U] — Ul < kCo it ;.

1€ [k]

By a counting argument, the number of i € [k], such that |k-[Us| — |U|| > 8Co+/TU[In(4/p’) is bounded by (1/8)k.
This implies that for at least (1 — 1/8)k of the i € [k], we have

4
e s = ]| < 8Coq 0 5

By the assumption that [U/| > In(4/8'), we get |k - [t;| — [U|| € ©(|U]).

]

Bounding the Size of GdSet,(v).

By Lemma with probability at least 1 — 3'/4, it holds that A; < Cy+/U|In(4/3) for some constant Cf.

Hence,
1
kDy =k | fui — fu/kll2 < kChy /|Ll|1n@.
i€ k]

By a counting argument, the number of ¢ € [k], such that k| fu; — fu/kll, > 8C1+/|[U|In(4/5") is bounded
by (1/8)k. This implies that for at least (1 — 1/8)k of the i € [k], we have

(X (i, 0)| = [k fuilv] = fulv]] <kl fui — fu/klly < 8C1V/|U|In(4/87) .
which finishes the proof.
|

In the following two sections, we prove Lemma [8.1] and Lemma [8.2] respectively.

8.3 Bounding A

Lemma Let Do =3 e |[Us] — [U|/k|. 3 Co >0, s.t., with probability 1 — B /4: Ag < Cor/|U[In(4/5).

The lemma holds trivially for permutation partitioning, as in such case it holds that [U;| = |U|/k and Ay = 0.
We need to prove the lemma for independent partitioning.

8.3.1 Proof of Lemma for Independent Partitioning

Without loss of generality, assume that U = {1,2, .., |U|}. For each u € U, let X,, € [k] be the index of the subset
that user u belongs to. Let X = (X3,..., X}): by definition, for each i € [k], Pr[X, = i] = 1/k. The set U; can
be represented as

U, ={ueld: X, =1}.
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Now, Ag can be rewritten as

Ag=>" (Zn |u|/k>2,

i€[k] ueU

where 1 [X,, = ] is the indicator random variable for the event X, = i. Hence, A is a random variables that

depends on X. We write Ag explicitly as Ag(X1,..., X)) or Ag(X) when necessary. For a sequence of values
= {zy,..., 2} € [K]Y], we use Ag(21,...,2) or Ag(z) to denote the value of Ag, when X = z. Observe
that

Ao = Ag — E[Ag] + E[A].

In order to upper bound Ay, we can upper bound both Ay — E[Ag] and E[A(] superlatively. In particular, we will
prove that 1) with probability at least 1 — 8'/4, it holds that Ay — E[Ag] < /2|U|1n(4/5); 2) E[Ao] < /E|U|.
Substituting k¥ = Ck - In(4/8’), we get that, with probability at least 1 — 3'/4,

Ao < V2UME/F) + VHUL = 2UII(4/8) + / Crc U] In(4/5').
As we set Cx = 8 in the proof of Theorem [3.3[in Section the RHS simplifies to Ag < 34/2U|1n(4/5").
Step 1: Bounding Ay — E[A(].

We upper bound it by McDiarmid’s Inequality (Fact . We will prove that Ag satisfies Llpschltz condition
(Definition [6.7) with bound 2, i.e., for all u € U, and every sequence of values & = {21,...,Zu, ..., 2y} € [k]Y!
and =), € [k

|Ao(@1s s Ty ) — Dolr, s xy)| < 2. (3)

Then by McDiarmid’s Inequality (Fact [6.8)),

2 ( o1 ln(4/ﬁ’))2

o a <pB'/4.

4
Pr [AO —E[A¢] > 4/2|U|In ,8’] < exp

Proof of Inequality . Define a random vector in R¥ that depends on X as

- _ Ul
X)(Z]I[Xul] Y L[X, =k - k)

uel ueU

For a sequence of values & = {z1,...,2y,..., 2y} € [k]¥, let w(z) be the vector of w(X) when X = z. By its
definition, Ag(z) equals |lw(z)||1, the ¢; norm of w(z).

Consider a fixed v € Y. Let ' = {x1,...,2),..., 7} be the sequence obtained by replacing x, with z,. The
inequality (3) clearly holds when z,, = z,. Now, suppose that z, # x,. Then w(z) and w(z’) differ in only two
coordinates, each by 1. Specifically, w(z) —w(z’) = e,, — e, , where e, and e, are the (z,)*" and the (z],)t")
standard basis vectors in R¥, respectively. By the triangle mequahty,

lw@)lly, = llw@)]ly | < llex, — ea,

Step 2: Bounding E[A(].
By Jensen’s inequality, it holds that

=> E <Z]1 |u|//~:>2 <> |E <Z]1 |u|//~:>2

i€[k] ueU i€[k] ueU

k]. For each u € U, define the indicator random variable Z(") = 1[X,, = 1] for the event u € ;. Then

Fix an i € |
=1] =1/k and Pr[Z) = 0] = 1 — 1/k. Further ;| = D oucu Z™) is a sum of [U| independent random

Pr[Z(™
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variables and has expectation |U|/k. Hence,

. | _ o] - U
E (Z A )—|U|/k> = Var U] = > Var [20)] < =

ueU ueU
Therefore,
2
. U]
Ela< Y (2 (zmxu:n—w/k) S SNV
i€[k] uelU i€ (k]
O

This finishes the proof of Lemma [8:1} Next, we prove Lemma [8:2

8.4 Bounding A,

Lemma Let Ay =32, ey 1fui = fu/kll2, where || fui — fu/k|l, = V2owep(fuilv'] = fulv']/k)2. There exists
some constant C1 > 0, s.t., with probability 1 — B'/4: Ay < C1/|U|In(4/5).

We need to prove the lemma for both independent partitioning and permutation partitioning.

8.4.1 Proof of Lemma for Independent Partitioning

Without loss of generality, assume that U = {1,2, .., |U|}. For each u € U, let X,, € [k] be the index of the subset
that user u belongs to. Let X = (Xi,..., X|y): by definition, for each i € [k], Pr[X, = 1] = 1/k. The set U; can
be represented as

Uii{uEU:Xu:i}.

Juilv] = Z 1 [v(") = v} ,

u€EU;

For each v € D, we have

where 1 [0(") = 0] is the indicator random variable for the event v(*) = v. Therefore,

=\ 2 (fm[v] - fuk[v]>2

2 veD

Ju
fui — 22

is a random variables that depends on X. We write || fis — fu /K|, explicitly as || fui — fu/klly (X1, .., Xp)

or || fui — fu/klly (X) when necessary. For a sequence of values ¢ = {a1,...,z} € [K]Hl, we use
I fus = fu/klly (@1, ..., 2p0) o || fui — fu/kll, (x) to denote the value of || fyi — fui /K, (X), when X = 2.

Moreover, as Ay = ;i | fui — fu/klly , it is also a random variables that depends on X. We write Ay explicitly

as Ay(Xy,..., X)) or Ay(X) when necessary. For a sequence of values z = {z1,..., 2y} € (k] we use
Ar(z1,...,2p) or Ai(z) to denote the value of A;, when X =z.

Observe that
Ay = A1 —E[A1] +E[Aq].

In order to upper bound Aj, we can upper bound both Ay —E[A4] and E[A] superlatively. In particular, we will
prove that 1) with probability at least 1 — 8'/4, it holds that A; — E[A1] < /2|U|1n(4/5'); 2) E[A1] < /k|U|.
Substituting k¥ = Ck - In(4/8'), we get that, with probability at least 1 — 3'/4,

A1 < VU] + /KU = v/2UT(A]5) + /Crc (4.
As we set Cx = 8 in the proof of Theorem [3.3[in Section the RHS simplifies to Ay < 34/2U|1In(4/5").
Step 1: Bounding A; — E[A,].
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We upper bound it by McDiarmid’s Inequality (Fact [6.8] . We will prove that A, satisfies Llpschltz condition
(Definition [6.7) with bound 2, i.e., for all u € U, and every sequence of values & = {z1,...,Zy, ...,z } € [k]Y
and z, € [k],

AL (21, Ty T)) — Ar(n, T, ay)| <20 (4)

Then by McDiarmid’s Inequality (Fact [6.8)),

— 2 (VIUTmar®)
Pr [Al—E[A1]> 2|M|lnﬁ,] <exp| - - a <p/4.

Proof of Inequality .

Consider a fixed v € Y. Let ' = {z1,...,2,..., 7} be the sequence obtained by replacing z, with z7,. The

PR TR

inequality clearly holds when z,, = . It is left to consider the case when z,, # z/,. To simplify the notation,
denote j = x,, and ¢ = z/,. Via the definition that Ay =3, Hfu’ - fTMH , the Aj(z) and A4 (') differ only in
2

two terms. Specifically,

@) - 0@ = s~ 24 @)~ s~ 24 @)+ e ) @)= [ e - )| @)
2 2 kol kol
For each v € D, define fz,{ =z |{u € U; : v™) = v} to be the frequency of v in the set {v*) : u € U;},

when X =z. Let fy, » = (fz,,] z[v] v €E D) be the frequency vector when X = z. Similarly, define f; & to be
the frequency vector when X = a: Further, let fi, o and fy, »» be the frequency vectors defined on U,, when
X =z and X = z’ respectively. Recall that f; = ( fulv] s v e D) denotes the frequency vector defined on the
entire user set U.

Let v(®) be the data of user u. When the value of X changes from z to &/, the subset that user u belongs to
switches from U; to U,. The frequency of v in Y ; decreases by 1, and such frequency in U, increases by 1.
Therefore,

Juje — fu; o =€ s Jupe — fupzr = —€40 -
where e, is the v(")-th standard basis vector in R!Pl. As the norm | - ||o satisfies the triangle inequality, we
obtain
Ju Ju Ju Ju
Ju; = — & Juy e — = levanllz =1, || fupz — & Jupz — o= | —eywllz=1.
2 2 2 2
Therefore, |A(z) — Aq(z')| < 2.
Step 2: Bounding E[A;]. By linearity of expectation,
EA] =) E fw—f—“ :
kol

i€ k]

For a fixed i € [k], by Jensen’s inequality, it holds that
fule)\| fule]\?
E[ sz Z(fm[v]—“k”> <> E (fm —“k””

veD vED
For a fixed v € D, define U[v] = {u € U : v*) = v} as the subset of users in U holding element v. It holds that
[U[v]| = fulv]. For each u € U[v], define the indicator random variable Z*) = 1[X, = i] for the event u € U;.
Then Pr[Z®) = 1] = 1/k and Pr[Z(") = 0] = 1 — 1/k. Then fy;[v] = D ueu] Z®) 'is a sum of fy4[v] independent
random variables with expectation fy[v]/k. Hence,

E [(fm[”] - fuk[v]>2

fui — 24

= Var [ fy;[v] Z Var [Z(U)} < Ju [U]

k
u€U[v]
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Therefore,

fu

fui - 22

?|

Finally, summing over all i € [k], we obtain

E[Al]:Z]E{

1€[k]

- {5

veED

(fui[v] - fukgv])Q} <. /> fuT[v] = \/@

veD

fu

fui - 22

<

2

8.4.2 Proof of Lemma for Permutation Partitioning

We need to bound Ay = (Ay — E[A]) + E[A;]; we bound Ay — E[A;] by 2,/|U| ln% and E[Aq] by +/k|U|.

Without loss of generality, assume that ¢ = {1,2, .., [U|}. Let X = (X1, Xz, ..., X)) be a random permutation
of U, i.e., one chosen uniformly at random from the set of all possible permutation of ¢. Note that Xi,..., Xy
are dependent random variables.

For each j € [k], by the way we generate U, it has size |U|/k and U; = {X; : (F — 1) - [U|/k+1 <1i <j-|U|/k}.
For every v € D, we can write
fuilo) = 30 1[0 =] |
Xiel;

where 1 [v(xi) = U] is the indicator random variable for the event v(X?) = v. Therefore,

fu fulo]\* _ X o1 Jult]
Fuj = , > fuslvl - ’ SRR IR 1)*”]*7
veD veED \ X;€U;
Now, A; = Zje[k} Hfuj —%“HQ is a function that depends on X; we write A; explicitly as A;p(X)
or Ai(Xy,..., X)) when necessary. For a sequence of values x = {x1,..., 2y}, we use Aj(z1,...,2))

or Aq(z) to denote the value of Ay, when X = z.
Martingale Construction.

We will apply a martingale concentration inequality (Fact for the proof. First, to construct a martingale that
satisfies Definition we introduce a dummy variable Xy = 0. For each 0 < i < ||, let S; be shorthand for
(Xo,...,Xi), and define

Y; =E[A; | S)].

Clearly Y; is a function of Xg, ..., X; and E[|Y;|] < co. Moreover,
EYit1 [Si] =E[E[A1[Si, Xipa][Si] = E[A1|Si] = Vi

The sequence Yy, ..., Y, satisfies all conditions specified in Definition [6.4] and is a martingale. By definition,
Yiu = E[A1 | Sjy] = A1, as once the values of Xy,..., X} are determined, so is A;. And we have Yy =
E [Al ‘Xo] =E [Al], as XO =0.

Observe that
Ay = Ay = E[A] +E[A] =Yy — Yo + Yo,

In order to upper bound Aj, we can upper bound both Y}, — Yy and Y.

Step 1: Bounding A; — E[Aq].
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We upper bound it via Azuma’s Inequality (Fact . We prove that,
A <Y —Yi1 < A +2V2, (5)

for some random variables {A4;} that are functions of Xj,..., X;_;. By Azuma’s inequality,

Py [mu—%|z(2,/|m1n§,)]szexp _2(2222%?)2 <p

Proof of Inequality . We prove that the gap between the upper and lower bounds on Y; — Y;_; is at most
21/2. By the definitions of Y; and Y;_,

Yi = Y1 =E[A1 | Si] —E[A; | Si1].
Let U \ S;—1 be the set of integers in U that are distinct from Xy, ..., X;_1. Define

Az’ = inf E[Al | Sithi = w] — E[A1 | Sz‘,l], and Bz‘ = sup E[Al | SiflyXi = :L‘I] — E[A1 | Sifl] .
zeU\S;—1 1’/€u\Si71

Clearly A; <Y; —Y;_1 < B;. We prove that B; — A; < 2v/2. Let 2y = 0, and for each j > 0, z; = (zo,21,...,2;)
be the sequence that consists of a starting 0, and the first j entries of a possible permutation of /. For each i > 1,
let U \ &;—1 be the set of integers in U that are distinct from x1,...,2;-1. Conditioned on S;_; = x;_1,

Bi — Al = sup E[Al | Si*l = :1:1-,17X2- = (El} — inf E[Al | SZ‘,1 = .’L'i,l,Xi = ZL’]

' €U\Z;—1 zeU\T;_1
= sup  (E[A1|Sici=2 1, X; =2 —E[A1|Si1 =21, X; =1]) .
z,x€EUNT;—1

It suffices to bound this for every possible sequence of z;_1.

Consider a fixed 1 € U and z;_;. Define
Yorw =E[AL [ Simy =21, Xy = 2’| —E[A | Simy =21, X = 1]

Our goal is to prove for all 2/, 2 € U\ T;_1, Var o < 2v/2. Tt follows that SUD,/ peti\a;_y Vo' < 2V2. If ¢’/ =z,
then v, o+ = 0. Suppose z’ # z. As X is a random permutation of I, conditioned on S,_; = ;1 and X; = 2/,

with equal probability, one of the elements X;1,..., X} equals x. Hence,
1 ||
E[A [Sim1 =21, X; = 2] = =i Z E[A1 [Sim1 =21, X; = 2/, Xy = 7].
l=i+1
Similarly, it holds that
]
E[Al | Si—l :fl?i_l,Xi = I’] = m Z E[Al | Si—l :xl‘_l,Xi = iC,Xg = CE/} .
l=i+1
By triangle inequality,
U]
1 !/ /
Te'a = 5 > EAL S =21, Xi =2/, X; = 2] —B[A1 [ Sig =71, Xi = 2, X = 2]
f=it1
For all permutation sequences & = (z1,...,2),) and for all i # ¢ € U, define x; 4 to be the sequence with the

values of x; and z, being swapped. We claim it holds that

A1 (z) — Ar(m0)] < 2V2, (6)
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This proves that

E[Al | Si—l = xi_l,Xi = JJ’,X@ = .Z‘] — E[Al | Sz’—l = a:,-_l,Xi = I,X@ = 1‘/] < 2\/5, and V! 2 < 2\/§

To prove Inequality (EI), recall that Ay = Zje[k] Hfuj — %Hz

If v(®) = v or there exists some j € [k], s.t. both z;,z, € U;, then the swap does not change Ay, and
|A1(z) — Av(zie)| = 0.

Otherwise, v(®!) = v(@0) and z; € U, z, € U for different j, j € [k]. The swap affects only Hfuj - %

and
2

Hfuj/ — fTM H . Let fu,» and fy, =, , be the frequency vectors when X =z and X = z; ¢, respectively. They differ
2 : :
in both the (v(®))t and (v(*))t coordinates, each by 1.

If we view fi, = — fT“ and fi; 2, , — %’ as |D|-dimensional vectors, it holds that

(fl/{j,z - f;;) - (fl/{j,ziye - f]llj) = —€,(=;) +ev(lz)7

where e, (.;) and e, are the v _th and the v(*)_th standard basis vectors in RIP! respectively. By the triangle
inequality,

Ju

Ju
fl/{]‘,m k

Juj i, — T < = ey + eyl = V2.
2

2

Similarly, we can prove that the change of Hfuj/ - %‘H is bounded by /2. Therefore, |A;(z) — Ay (zi0)| < 2V/2.
2

Step 2: Bounding E[A,].
By linearity of expectation,

%zE[Aﬂ:ZE[fw—JZ’

JE[K]

J

For a fixed j € [k], by Jensen’s inequality, it holds that

e | (sl - f“k[“}ﬂ .

Consider a fixed v € D, define U[v] = {u € U : v™) = v} as the set of users holding element v. It holds
that [U[v]| = fy[v]. For each u € U[v], define the indicator random variable Z(*) for the event u € ;. Then
Pr[Z = 1] = 1/k and Pr[Z(") = 0] =1 — 1/k. Then

fu, 0] = Z JADN

uw€EU[v]

fus — 2

J=2 |\ S (ot - B9 <

veD veD

/
)

is a sum of fy/[v] dependent random variables with expectation fi[v]/k. For a pair of users u, v’ € U[v],u # u
due the permutation, if u belongs to U}, it is less likely that ' belongs to U/;. In particular,

Cov [Z("),Z(“,)} - E [Z(U) -Z(“l)} K [Z(“)} E {Z(",)]

(i 22 ) - ()
2R <1>

ul(u]—1) k

<0.
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Hence,
2
E [(fuj[v] - kaM) = Var [fl/f] Z Var |:Z(u)i| —+ Z Cov |:Z(’U« Z(u ):|
u€EUv] uFu' €U )
< Var [200] = ful] - L (1 _ 1) < Jult]
Therefore,
Ju "
E[fujk ]SJZE (fuj[v] ] \/7
2 veD
and

fl/l]

Yo=E[A]= Y E {

Jelk]

bl | < v
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9 Proofs For Section [
This section is organized as follows:

1. In Section 0.1} we provide the detailed proof for Theorem
2. In Section [9:2] we provide the detailed proof for Theorem [4.3]

9.1 Theorem [4.2]

Theorem For each 7 € [L], fix some query string s € A™ for the frequency estimate. It holds that, with
probability 1 — 3,

| fuls] = fuls]l € O((1/e)y/n - (logd) - (In(1/5))/Inn).
Proof of Theorem 2. Recall that for each 7 € [L] and each s € A”, fy_[s] = [{u € U, : v™[1: 7] = 8}| is
the frequency of s in U,, and fy_[s] is its estimate by HadaOracle.

For each 7 € [L], define frequency vector fy, = (fu,[s] : s € A7). Denote the ¢, distance between the frequency
vector fy, and its expectation fi;/L as

Ju

fo. -2

= 0> (ftuf[s] - fz,;;[s])2

2 sEAT

To prove Theorem we need the following lemmas.
Lemma 9.1. For each 7 € [L], with probability 1 — (', it holds that |[U.| € O (n/L).
Lemma 9.2. For each T € [L], with probability 1 — /', it holds that

Ju fn 1

U T
We need to prove the lemmas for both independent partitioning and permutation partitioning. The proofs are
technical, so we defer them to the end of the proof. For now, we show how to put them together to complete the
proof of Theorem

For each 7 € [L], each s € A", we regard fy[s] = L - fu_[s] as an estimate of fy[s]. By triangle inequality,
|- fu,ls] = ulsl| < |- fo.ls] = L - fu, l6]] + L - fu, 8] = fuls]].

where fy_[s] is the estimate of fy_[s] returned by HadaOracle. By Corollary [3.2] and Lemma it holds with
probability at least 1 — 3'/2,

sl (b forng) so((Fu)

By Lemma[9.2] with probability at least 1 — 3/2,

(fuls) = Juls)/| < I fo. = fu/Lll, € O ( 7 1/§> .

By a union bound, with probability at least 1 — /', it holds that

L+ fo. 8] — fuls] eo(i,/n.L.lngl) .

We finish the proof by substituting L = 2 - (log d)/ log n.
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In what follows, we need to prove Lemma [9.1| and Lemma [9.2

First, we prove Lemma [9.1] The lemma holds trivially for permutation partitioning, as in such case it holds
that |U,| = |U/|/L for all 7 € [L]. We need to prove the lemma for independent partitioning.

9.1.1 Proof of Lemma for Independent Partitioning

Let us fix a 7 € [L], for each u € [n], define the indicator random variable X, that equals 1 if v € U, and 0
otherwise. Then [U-| =3, () Xu, E[|[U-|] = n/L. By Chernoff bound (Fact , it holds that

e—1\ "/ L
Pr[|UT|>en/L]<<e ) =

e T en/L

Recall that L = 2 - (logd)/logn. Further, in order that the bound O (%, /n- llggz -In %) in Theorem [4.2| to be

meaningful, we need the assumption that n > 8% -L-In é Therefore,

1 e~ In(1/8) _ g

en/L —
It concludes that |U,| € O(n/L) with probability at least 1 — §'.
]

This finishes the proof of Lemma Next, we prove Lemma We need to prove the lemma for both
permutation partitioning and independent partitioning.

9.1.2 Proof of Lemma for permutation partitioning

| iR

Consider a fixed 7 € [L]. We have

_fu
U T

Ju

UT_L

Ju

U, T

J

We will bound each term separately.
Step 1: Bounding E ||| fu, — fu/Ll,]-

By Jensen’s inequality,

[ TP (Mﬂ—im[s])j = [ X vartio.

For each user u € U, define s(*) = ¢ [1 : 7], the prefix of v with length 7. Consider a fixed s € A7,
define U[s] = {u € U : 5"} = s} as the set of users holding element s. It holds that |U[s]| = fy[s]. For all
u € U[s], define the indicator random variable Z(*) to represent the event u € U,. Then Pr[Z(*) = 1] = 1/L and

Pr[Z(") = 0] =1 —1/L. Then
fu.ls] = Z AL

u€U[s]

is a sum of fy[s] dependent random variables with expectation fi[s]/L. For a pair of users u,u’ € U[s],u # v/,
due to the permutation, if u belongs to U, it is less likely that u’ belongs to U,. In particular,

Cov {Z(“), Z(“l)} ) [Z(u) . Z(“/)} _E [Z(“)} E {Z("/)}

() () -2 ) o
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Hence,

Var f[U Z Var [Z “)} + Z COV[ YASD) Z(u } Z Var [Z(U} fl/{[ } 1 <1 . i) < fuL[S} '
u€U[s] uFu’' €U[s] u€U[s]

Therefore,

]E{ sgA:TVar[fU,[s]k\/ﬂ:\/Z

Step 2: Bounding || fu, — fu/Llly = E[llfu, — fu/Ll|,]-

By symmetry, we prove just the case when 7 = 1.

Without loss of generality, assume that the n users in U are indexed by [n] = {1,2,...,n}. Let X = {Xy,..., X}
be a random permutation of [n]. As || fu, — fu/L||5 is a function that depends on X, we write it explicitly as
| fu, = fu/Llly (X1,...,X,) or || fu, — fu/L|l, (X) when necessary. For a possible permutation = {z1,...,2,}
of [n], we use || fu, — fu/Lll, (x1,...,2,) or || fu, — fu/L|5 () to denote the value of || fu, — fu//L|, when X = z.
Let ng,p = n/L. For each possible permutation z, || fu, — fu/Ll|, () does not change its value under the change
of order of the first ng,, and/or last n — ngy, coordinates . Hence, || fu, — fu/Ll, is (ngrp, n — Ngrp)-symmetric

(Definition .

We prove that for each possible permutation @, for all ¢ € {1,...,ngp}, 7 € {ngp +1,...,n}, it holds that
’ fu

where the permutation z; ; is obtained from z by transposition of its " and j*® coordinates. Then by the
McDiarmid Inequality with respect to permutation (Fact , we have that for all > 0,

P“"[ ¥ ) ‘E[ T } z ”} = X <‘<n/22;2 (nn_oiﬁ)) (l ST <n/L>}> ) |

fu, 24 fu, — 24
As L =2(logd)/logn > 2, it holds that n/L < n —n/L. It follows that

L
n—1/2 - 1 e 1
<n - (n/L>> (1 Zmax{(n/L).n — <n/L>}> S (1 n— <n/L>>> =3
Substituting n with \/2 - (n/L) - In(1/8'), we get

orlfoe - 21, =l -

U, — =
Proof of Inequality .

For each s € A, define fiy, z[s] = [{u € Uy : v(®[1 : 1] = 8}| to be the frequency of s in the set {v(W[1:1]:u € U;},
when the random permutation X = z. Let fu, o = (fuv,2[8] : 8 € A) be the corresponding frequency vector
when X = z. Similarly, define fy, &, ; to be the frequency vector when X = z; ;.

fuo, = (x) — < V2, (7)

2

fo, =

(@i ;)
2

oo som(a )

Let s = v(@)[1 : 1] be the prefix of user z;, and §(*s) = v(#1)[1 : 1] be the prefix of user z;. When the
permutation of X changes from x to x; ;, user x; is removed from U; and user x; is added into U;. The frequency
of 8(*1) in U; decreases by 1, and the frequency of s(*s) increases by 1.

It holds that
fUL-’B[sL Vs € A\{s(wi)7s($j)}7

fora, 18] = fu als] — 1, s=s@),
fu,zl8] +1, s=s@),
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If we view fu, z — fu/L and fu, &, ; — fu/L as |A|]-dimensional vectors, it holds that

<ftU1,a: - fLu> - <fU1,a:i,_7. - fg) = —€g(w;) T €, ,

where €,(;) and e are the s(*1)_th and the s(*s)-th standard basis vectors in R/l respectively. By the triangle
inequality,
‘ 2 ‘

fu

fUl,x*f fu

fUl,xi,j A < H — €5(=p) +es(mj)H2 = \[2

2

This finishes the proof of Lemma[0.2]for permutation partitioning. Next, we prove Lemma[0.2]for independent
partitioning.

9.1.3 Proof of Lemma for independent partitioning

Without loss of generality, we prove this lemma for a fixed 7 € [L]. To simplify the notation, for each user u € U,
we write s(*) = v(")[1 : 7] as the prefix of v(*) with length 7. For each u € U, define the indicator random
variable X, for the event u € U,. Let X be shorthand for {Xy,..., X, }. As |/ fu, — fu/Ll|, is a function that
depends on X, we write it explicitly as || fu, — fu/Lll5 (X1,..., X») or || fu. — fu/L||, (X) when necessary. For a

sequence of values & = {x1,...,z,} € {0,1}", we use || fu, — fu/L|l5 (z1,...,2,) or || fu, — fu/L|, () to denote
the value of || fu, — fu/L|, (X), when X = 2. Since
Ju Ju Ju Ju
U _JUl R _Ju E _Ju
‘ fo. -7 , fo. -7 , fo, =7 . +E | \fo, - K

we can bound [Ifu, — fu/Lll, — Elllfu, — fu/Ll,] and Elfu, — fu/Lll] separately.
Step 1: Bounding E ||| fu, — fu/Ll,]-

First, similar to the proof for Lemma [8.2] we have that

E U J 2] = Z E (flUT[S] - ifu[ﬂ) ] = Z Var [fuy, [s]] < Z %fu[s] :%.

u
fo. =7

sEAT SEAT SEAT
Hence, by Jensen’s inequality, E [|| fu, — fu/Ll|,] < \/]E [Hﬁw — fu/L||§} €0 (x/n/L) .

Step 2: Bounding | fu, — fu/Llly; = E[lfu, — fu/Ll]-

Bounding this is more nuanced than the equivalent term in the proof of Lemma We could show that
| fu. — fu/Ll|, satisfies the Lipschitz condition (Definition with bound 1 and then apply McDiarmid’s

Inequality (Fact . But this will give us an inferior bound of O (\/nln(l /B )) The Lipschitz condition states

that for each u € U, if the value of X, changes, it affects || fu. — fu/L||, by at most 1. This completely ignores
the variance of || fu. — fu/L||,-

We apply a martingale concentration inequality that incorporates variances (Fact . First, we introduce a
dummy variable Xy = 0. For each 0 < i < n, let S; be shorthand for (Xy,...,X;). Define

Ju
— == |Sq| -
fu, — 22
Clearly Y; is a function of Xj, ..., X; and E[|Y;|] < co. Moreover,
o, ~

o]

2

Ju

fo, ==+

Yt |8 -E[E| L

SiaXi+1:| ‘ Si:| =E H

s -

2 2
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The sequence Yy, ..., Y, satisfies all conditions specified in Definition and is a martingale. By definition, Y, =
E[|lfu, — fu/Llly |Sn] = || fu, — fu/L|l, as, once the values of X1,..., X, are determined, so is || fu, — fu/Lll,-
And we have Yo = E || fu, — fu/Llly| Xo] = E[ll fu, — fu/Ll], as Xo = 0.

Next, we show that for all i € [n],

1. |Y; — Yio1| < 1; and
2. Var[Yi | XQ,...,Xi_l] < I/L

Then by the concentration inequality (Fact , it holds that for all > 0,
0
PrlY, - Yo >n] < —_— .
=020l S o (=5

o
2(n/L+n/3)

2-1n(1/8") 2-n-In(1/8)
n? — 3 n— 7

We want to find an 7, s.t., exp ( ) = . This leads to an equation

=0,

whose solution gives

n

CIn(1/p) 1 [22-W*(1/B)  8-n-In(1/B) 2-n-In(1/8)  2-In(1/8")
B +2\/ 32 * L = L T3

We conclude that, with probability at least 1 — ', it holds that

fu ]S 9.0 4 1+2~1n(1/6’)§<\/§+2). ﬁ.lnl
, L 3

fUT_f DE 3 I3 ﬂ/.

Ju
o) _
el

Proving that for all i € [n],|Y; — Yi_1| < 1.

For all sequences ;1 = (0,21,...,7;_1) € {0,1}% and for all ; € {0,1}, we prove that

E{ fUT_Jiu Si—lzxi—laXi:xi] —]E{ fUT_J;u Si—1=$i—1} <1.
L, L,
Note that i f
E M ls; i =z,_,|= E |E s =z, Xi=x| .
(TR ¥ Ty N
Define
v = ]E{ UT—f*u Si1=$i17Xi=0}—E[ UT_fﬂ Si1=$i17Xi=1] .
L, L j,

It suffices to prove that v < 1. Let ] = (2i11,...,7,) denote a possible sequence in {0,1}"~%. For z; € {0,1},
we write
Ju

fu, — =

i7 fU,*ffu

L
Let S; be shorthand for {X;;1,...,X,}. Since S; is independent of S;, we have

y={ D Pr[S?Z-"?T]-(

z}e{o,1}n—i

(21'_1,3']1',17;_) for
2

(zo,...,xi_l,:zri,:zriﬂ,...,xn).
2

Ju

fo. -2

Ju

fo, ==

(mi71707zj) - L

2

(z;_1, 1,:1;?)) )

2

Consider a fixed 7 € {0,1}""%. Let £ = (z;_1,0,z;) and ¢’ = (z;_1,1,z;). Let fu, » and fy_ 4 be the

frequency vectors defined on U,, when X =z and X = z/, respectively. Let s() = v(i)[l : 7] be the prefix with
length 7 of user 4. For s € A7\ {s("}, it holds that fy_[s] = fu, 2[8]. Further, fy.z[s]+1 = fu, 2[s@].
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If we view fu. g — fu/L and fu. g — fu/L as |A7|-dimensional vectors, it holds that

(fU,,m - fg) - <fU,,a:f - fLu) = —ey ,

where e, is the s()-th standard basis vector. By the triangle inequality,

Ju

fu, 2 — = < llesmll2 =1.
L

2

fUT,z’ - ffu

2 ‘

Proving that for all i € [n], Var[Y; | Xo,..., X;—1] <1/L.

For each sequence x;_1,

d
We have also proven that

fu
E _Jiu
(-2,
It follows that Var [Yz | Xi—l = $i_1] < I/L . (1 — 1/L) < 1/L
]

Ju

E[ fu, *ffu X1 :fti—l,Xi:l} , w.p.1/L,
U -7 2

E[ fU.,. _ffu ) XZ',1 :.'L'Z',l,Xi:O:| s Wp].—]./L

X1 = xi—1:| =
2

Ju

fu. -2

Xi1=%i1,X; = 0} —E [

Xic1=%;-1,X; = 1} ’ <1l
2

This finishes the proof of Theorem Next, we prove Theorem

9.2 Theorem [4.3]

Theorem Let A = 3 - X. With probability at least 1 — B, it is guaranteed that for each T € [L], and
each s € A7: (1) if fuls] > X, then s € P,; (2) and for each s € P, the frequency estimate fy[s] satisfies
| fuls] — fuls]| < N. Constructing the P, for all T € [L] has O(n) running time and O(y/n) memory usage.

Proof. We focus on the estimation errors of prefixes from a fixed set.

Definition Define T'g = { L} to be the set of the empty string, and for 7 € [L], I'; = {s € A" : fy[s] > N},
the set of prefixes of length 7 whose frequency is at least ). For 7 < L, the child set of T'; is defined as
I, x A={s=s81085:8 €I;,8 € A}, where 8; o35 is the concatenation of s; and ;. The candidate set is
defined as I = Up<r<r, (I’ x A).

Note that for each 7 € [L], we have |I';| <n/N < (/n. Hence, |I'| =3 ;I x A| < Ly/n-y/n € O(n). By
applying Theorem with 8’ = 3/(nL) and the union bound over all s € T, we have:

Corollary There exists some constant C, such that with probability at least 1 — 3, it holds that maxser | fu[s] —
<X, wh
Julsll = A, where X = (Cr/e)v/n -~ (logd) - (W(n/B)) /7.

Lemma 9.3. Suppose that all strings in I' having estimation error N, i.e., for each s € T, it holds that
| fuls] — fuls]] < N. It is follows that for each T € [L], and for each s € A7: i) if fyls] >3- N, then s € P.; i)
if fuls] <X, thens ¢ P.

The proof of the lemma is by induction, and is rather technical. We defer it to the end of the proof. By now, we
finish the proof of the theorem based on this lemma.
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Conditioned all strings in " having estimation error X', via the lemma, we see that for each 7 € [L], and each
s € A7, if fy[s] > A =3), then s is guaranteed to be added to P,.

Moreover, the second condition of the lemma implies that for each 7 € [L], and each s € P, it holds that fy[s] > N
By the definition of I';, we have s € I'.. Hence P, C I'.. By the assumption that all string in I" have estimation
error bounded by X', we the see that strings in P, have estimation errors bounded by X'. Lastly, note that for
0 <7 < L, the modified search strategy constructs P11 based on P, by checking strings in P, x A. It follows
that all such strings belong to I'; x A C I". Therefore, the modified search strategy only inspects the frequencies
of the strings from T, in order to construct the P, 7 € [L].

To analyze the running time and memory usage, observe that the modified search strategy invokes L frequency
oracles. By Theorem they have total construction time O(n) and memory usage O(\/ﬁ) Since each frequency
query takes 0(1) time, and all strings queried belong to T', the total query time is bounded by |T'| € O(n), which
finishes the proof.

Proof for Lemma[9.3 Suppose that all strings in I having estimation error X, i.e., for each s € T', it holds that
| fuls] — fuls]] < X. We prove the claims by induction.

When 7 =1, P,y =T _; = {L}. Then Py x A =T x A = A. Forall s € A, if fyy[s] >3- X', then it holds that
fuls] > fuls] = N >2X".

According to the definition of Py, the element s belongs to P;. On the other hand, if fi[s] < N, then
fuls) < fuls] + X < 2X.

It is guaranteed that s ¢ P;. Consequently, for all s € Py, we have fi;[s] > A, which implies that P; C T';.

Let 7 > 1 and assume that the claims holds for 7 — 1. For all s € A7, let s[1 : 7 — 1] € A7~! be the prefix of s of
length 7 — 1. If fy;[s] > 3 - X/, then it holds that

Juls[1:7 = 1] > fuls] >3\
By the induction hypothesis, s[1 : 7 —1] € Pr_1 CI';_;. Hence, s € P,_; x ACT'+_; x A, and
Fuls] > fuls] = N > 2X'.

According to the definition of P, the element s belongs to P..

On the other hand, if fi;[s] < N, there are two possible cases. First, if s[1 : 7 — 1] ¢ P,_1, then by the definition
of P, it is guaranteed that s ¢ P.. Second, if s[1 : 7 — 1] € P,_1, by the inductive hypothesis that P,_; C I';_1,
we have s C P,_1 x A CT'y_1 x A. Then

Fulsl < fuls] + N < 2X .

It is guaranteed that s ¢ P,. Consequently, for all s € P, we have fy[s] > A, which implies that P, C T';.
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