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Abstract

Differential privacy (DP) has been recently in-
troduced to linear contextual bandits to formally
address the privacy concerns in its associated per-
sonalized services to participating users (e.g., rec-
ommendations). Prior work largely focus on two
trust models of DP — the central model, where a
central server is responsible for protecting users’
sensitive data, and the (stronger) local model,
where information needs to be protected directly
on users’ side. However, there remains a fun-
damental gap in the utility achieved by learning
algorithms under these two privacy models, e.g.,
if all users are unique within a learning horizon T,
O(V/T) regret in the central model as compared
to O(T?/*) regret in the local model. In this work,
we aim to achieve a stronger model of trust than
the central model, while suffering a smaller regret
than the local model by considering recently popu-
lar shuffle model of privacy. We propose a general
algorithmic framework for linear contextual ban-
dits under the shuffle trust model, where there
exists a trusted shuffler — in between users and the
central server— that randomly permutes a batch
of users data before sending those to the server.
We then instantiate this framework with two spe-
cific shuffle protocols — one relying on privacy
amplification of local mechanisms, and another
incorporating a protocol for summing vectors and
matrices of bounded norms. We prove that both
these instantiations lead to regret guarantees that
significantly improve on that of the local model,
and can potentially be of the order O(7/°) if all
users are unique. We also verify this regret be-
havior with simulations on synthetic data. Finally,
under the practical scenario of non-unique users,
we show that the regret of our shuffle private algo-
rithm scale as O(T?/?), which matches what the
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central model could achieve in this case.

1. Introduction

In the linear contextual bandit problem (Auer, 2003; Chu
etal., 2011), a learning agent observes the context informa-
tion ¢; of an user at every round . The goal is to recommend
an action a; to the user so that the resulting reward y; is
maximized. The mean reward is given by a linear function
of an unknown parameter vector 8* € R4, d € N, i.e.,

Eye | e, ai] = (07, d(ct, ar))

where ¢ : C x X — R maps a context-action pair to a
d-dimensional feature vector, and (-, -) denotes the standard
Euclidean inner product. The context and action sets C and
X are arbitrary, and can also possibly be varying with time.
An agent’s performance over 7' rounds is typically measured
through the cumulative pseudo-regret

acX

REg(T) = Zj:l |:maX<9*7 d)(ct?a» - <9*7 (b(ctv at)> )

which is the total loss suffered due to not recommending the
actions generating highest possible rewards corresponding
to observed contexts. This framework has found applica-
tions in many real-life settings such as internet advertise-
ment selection (Abe et al., 2003), article recommendation
in web portals (Li et al., 2010), mobile health (Tewari &
Murphy, 2017), to name a few. The general applicability
of this framework has motivated a line of work (Shariff &
Sheffet, 2018; Zheng et al., 2020) studying linear contextual
bandit problems under the additional constraint of differen-
tial privacy (Dwork, 2008), which guarantees that the users’
contexts and generated rewards will not be inferred by an
adversary during this learning process.

To illustrate the privacy concern in the contextual bandit
problem, let us consider a mobile medical application in
which an mobile app recommends a tailored treatment plan
(i.e., action) to each patient (i.e., user) based on her personal
information such as age, weight, height, medical history
etc. (i.e., context). Meanwhile, this mobile app’s recom-
mendation algorithm also needs to be updated once in a
while in a cloud server after collecting data from a batch
of patients, including treatment outcomes (i.e., rewards)
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and contexts, which are often considered to be private and
sensitive information. Hence, each patient would like to
obtain a personalized and effective treatment plan while
guaranteeing their sensitive information remains protected
against a potential adversarial attack in this interactive pro-
cess. Protection of privacy is typically achieved by injecting
sufficient noise in users’ data (Arora et al., 2014; Xin &
Jaakkola, 2014), which results in a loss in utility (i.e., an
increase in regret) of the recommended action. Hence, the
key question is how to balance utility and privacy carefully.

This has motivated studies of linear contextual bandits under
different trust models of differential privacy (i.e., who the
user will trust with her sensitive data). On one end of the
spectrum lies the central model, which guarantees privacy to
users who trust the learning agent to store their raw data in
the server and use those to update its strategy of recommend-
ing actions. Under this trust model, Shariff & Sheffet (2018)

has shown that the cumulative regret is O( %5/6))1:4)’

where € and § are privacy parameters with smaller values
denoting higher level of protection. Perhaps unsurprisingly,
this regret bound — due to the high degree of trust — matches
the optimal © (v/T") scaling for non-private linear contextual
bandits (Chu et al., 2011). However, this relatively high trust
model is not always feasible since the users may not trust
the agent at all. This is captured by the local model, where
any data sent by the users must already be private, and the
agent can only store those randomized data in the server.
This is a strictly stronger notion of privacy, and hence, often
comes at a price. Under this trust model, Zheng et al. (2020)
( Tgﬂ'(log(g/fs))l:4 )

b}

has shown that the cumulative regret is 0]
which, as expected, is much worse than that in the central
model. This naturally leads to the following question:

Can a finer trade-off between privacy and regret in linear
contextual bandits be achieved?

Furthermore, in both Shariff & Sheffet (2018) and Zheng
et al. (2020), the learning agents update their strategy at
every round. This not only puts excessive computational
burden on the server (due to T updates each taking at least
O(d?) time and memory) but also could be practically in-
feasible at times. For example, consider the above mobile
health application. The cloud server is often infeasible to
update the algorithm deployed in mobile app after interac-
tions with each single user. Rather, a more practical strategy
is to update the algorithm after collecting a batch of users’
data (e.g., a one-month period of data).

Motivated by these, we consider the linear contextual bandit
problem under an intermediate trust model of differential
privacy, known as the shuffle model (Cheu et al., 2019;
Erlingsson et al., 2019) in the hope to attain a finer regret-
privacy trade-off, while only using batch updates. In this
new trust model, there exists a shuffler between users and
the central server which permutes a batch of users’ random-

ized data before they are viewed by the server so that it can’t
distinguish between two users’ data. Shuffling thus adds
an another layer of protection by decoupling data from the
users that sent them. Here, as in the local model, the users
don’t trust the server. However, it is assumed that they have
a certain degree of trust in the shuffler since it can be effi-
ciently implemented using cryptographic primitives (e.g.,
mixnets) due to its simple operation (Bittau et al., 2017;
Apple, 2017). The shuffle model provides the possibility to
achieve a stronger privacy guarantee than the central model
while suffering a smaller utility loss than the local model.
The key intuition behind this is that the additional random-
ness of the shuffler creates a privacy blanket (Balle et al.,
2019b) so that each user now needs much less random noise
to hide her information in the crowd. Indeed, the shuffle
model achieves a better trade-off between utility and privacy
as compared to central and local model in several learning
problems such as empirical risk minimization (Girgis et al.,
2021), stochastic convex optimization (Lowy & Razaviyayn,
2021; Cheu et al., 2021), and standard multi-arm bandits
(Tenenbaum et al., 2021). However, little is known about
(linear) contextual bandits in the shuffle model due to its
intrinsic challenges. That is, in addition to rewards, the con-
texts are also sensitive information that need to be protected,
which not only results in the aforementioned large gap in
regret between local and central model!, but also leads to
new challenges in the shuffle model. Against this backdrop,
we make the following contributions:

* We design a general algorithmic framework (Algo-
rithm 1) for private linear contextual bandits in the
shuffle model. It decomposes the learning process into
three black-box components: a local randomizer at
each user, an analyzer at the central server and a shuf-
fler in-between. We instantiate the framework with
two specific shuffle protocols. The first one directly
builds on privacy amplification of existing local mech-
anisms. The other one utilizes an efficient mechanism
for summing vectors with bounded ¢5 norms.

* We show that both shuffle protocols provide stronger
privacy protection compared to the central model. Fur-
thermore, when all users are unique, we prove a regret
bound of O (T3/ 5) for both the protocols, which im-

proves over the 0] (T3/ 4) regret of local model. Hence,
we achieve a finer trade-off between regret and privacy.
We further perform simulations on synthetic data that
corroborate our theoretical results.

* As apractical application of our general framework, we
show that under the setting of non-unique or returning
users, the regret of both our shuffle protocols matches
the one that the central model would achieve in the

'In contrast, for MAB, the problem-independent upper bounds
in the local and central model are both O(v/T) (Ren et al., 2020a).
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same setting. This, along with the fact that both shuf e established generic framework enables to design exible
protocols also offer a certain degree of local privacyshuf e private protocols for linear contextual bandits that
further elaborate usefulness of shuf e model in private are able to handle a wide range of practically interested
linear contextual bandits. privacy budget rather than a restricted small valie 1

in the concurrent work (Garcelon et al., 2021).

Related work. Due to the utility gap present between cen-

tral and local models, a signi cant body of recent work have 2. Privacy in the Shuf e Model

focused on the shuf e model (Balle et al., 2019b; Feldman ) _ ) _

et al., 2020; Ghazi et al., 2019: Balle et al., 2019a). A nicel" this section, we introduce the shuf e model, and its cor-
overview of recent work in the shuf e model is presented '€SPonding privacy notion called tisauf e differential pri--
in Cheu (2021). Regret performance of multi-armed bandit/acy Before that, we recall de nitions of differential pri-
algorithms under central and local trust models have beeiCy under central and local models (Dwork et al., 2014).
considered in Mishra & Thakurta (2015); Sajed & Shef- . ) ]

fet (2019); Ren et al. (2020a); Chen et al. (2020); Zhou &2-1. Central and Local Differential Privacy

Tan (2020); Dubey (2021); Tossou & Dimitrakakis (2017), Thrgughout, we leb denote the data universe, an@ N
whereas online learning algorithms under full information he number of (unique) users. LBf 2 D;i =1;2;::::n,
have appeared in Guha Thakurta & Smith (2013); Agarwalyenote the data point of usgrandD ; 2 D" ! denote

& Singh (2017). Recently, the two models have also beeRyjection of data points of all but thieth user. Let' > 0
adopted to design differentially private control and reinforce,q 2 (0: 1] be given privacy parameters.

ment learning algorithms (Vietri et al., 2020; Garcelon et al.,
2020; Chowdhury et al., 2021; Chowdhury & Zhou, 2021). . . )
Han et al. (2021) considsrjnear bandits with stochasti%/l_ S%tlzsgi( én?j-zapcfl ]:z)\:eergﬁz th:::n [:}]’Oﬁmh data set
contexts, and show th@&(  T=") regret can be achieved ~ k 9 '

even in the local model. In contrast, in this work, we allow P[M (D;;D ;) 2 E] 6 exp(")P[M (Dio; D )2E]+ :
the contexts to be arbitrary and can even be adversariall
generated, which pose additional challenges.

De nition 2.1 (Differential Privacy (DP)) A mechanism

%e nition 2.2 (Local Differential Privacy (LDP)) A mech-
anismM satis es("; )-LDP if for each user 2 [n], each

Batched linear bandits are studied in Han et al. (qug); Re@ata pointD;; D%2 D and each everf in the range oM ,
et al. (2020b), where the authors show that c@ly T)

model update is suf cient to achieve corresponding mini- P[M (Di) 2E] 6 exp(")P[M (D) 2E] + :

max optimal regrets. In the shuf e private model, batched

learning not only reduces the model update frequency, buRoughly speaking, a central DP (or, simply, DP) mechanism
more importantly plays a key role in amplifying privacy ensures that the outputs of the mechanism on two neigh-
via shuf ing a batch of users' data. Interestingly, as a by-Pouring data sets (i.e., those differ only on one user) are
product, our established generic regret bound also improvegpproximately indistinguishable. In contrast, local DP en-
over the non-private one in Ren et al. (2020b) in the sensgures that the output of the local mechanism for each user is
that no restriction is required for the regularizer. indistinguishable.

Concurrent and independent work. While preparing this
submission, we have noticed that Garcelon et al. (202
also study linear contextual bandits in the shuf e model A (standard) shuf e protocoP = (R;S;A) consists of
The authors claim that a single xed batch schedule is nothree parts: (i) a (local) randomiz&, (ii) a shufer S

suf cient to obtain a better regret-privacy trade-off in shuf e and (iii) an analyzeA. Forn users, the overall protocol
model. They propose to use separate asynchronous schegbrks as follows. Each userrst applies the randomizer
ules —a xed batch scheme for the shuf er and an adaptiveon its raw dateD; and then sends the resulting messages
model update scheme for the server. In contrast, thanks toR (D;) to the shuf er. The shuf erS permutes messages
tighter analysis, we show thatsingle xed batch schedule from all the users uniformly at random and then reports the

1%.2. Shuf e Differential Privacy

off in shuf e model. Moreover, we believe, there exists a Finally, the analyzeA computes the output using received
fundamental gap in their analysis for the adaptive modemessages. In this protocol, the users trust the shuf er but not
update, which might make their results ungrounded. Wehe analyzer. Hence, the privacy objective is to ensure that
provide a detailed discussion on this in Section 6, whichthe outputs of the shuf er on two neighbouring datasets are
highlights the key difference in dealing with adaptive up-indistinguishable in the analyzer's view. To this end, de ne

addition to the above differences in theoretical results, ouwhereD 2 D".
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De nition 2.3 (Shuf e differential privacy (SDP)) A pro-  Algorithm 1 Shuf e Private LinUCB

tocolP = (R;S;A) forn users satis eg”; )-SDPifthe 3. parameters: Batch sizeB 2 N, regularization> 0,
mechanisn® R " satis es("; )-DP. con dence radiif mQm> o, featuremap : CX! RY

] o 2: Initialize: Batch countem=1, end-timeto=0, batch
To achieve bene ts of the shuf e model in intrinsically statisticsVo= | 4, Up=0, parameter estimaf® =0

adaptive algorithms (e.g., gradient descent, multi-armeds. 5¢ |ocal uset=1:2:::: do
bandits etc.), one needs to divide the users into multiple ,.
batches, and run a potentially different shuf e protocol on .
each batch (Cheu et al., 2021; Tenenbaum et al., 2021). This
is quite natural since the shuf er needs enough users' data_._
to infuse suf cient randomness so as to amplify the privacy. _
Moreover, each protocol might depend on the output of the _’
preceding protocols to foster adaptivity. Formally, a general
M -batch,M 2 N, shuf e protocolP for n users works as
follows. In each batcim, we simply run a standard single-
batcp shuf e protocol for a subset of, users (such that
n= . Nm)withrandomizeRm, shuf er S and analyzer
A. To ensure adaptivity, the randomizey, and number of
usersny, for them-th batch could be chosen depending on
outputs of the shuf er from all the previous batches, given

Observe user's context informatien2 C
Choose actiom; 2 argmax,,yx h (c; a); bm 10+
m 1k (c;a)ky 1
Observe rewargk
# For the local randomizer:
Send randomized messadés; = Ri( (C;a)Yi)
andM¢, = Ry( (c;a) (c;a)”) tothe shufer
if t = mB then
# For the shuf er:
: Set batch end-time;,, = t
12: Permute all received messages uniformly at ran-
dom Yp.1 = S; TM .10, ,+1 and
Ym2=S2 TM .20, ,+1
# For the analyzer (server):

tm

tm

by S Rmo(D1);:::;Rmo(Dn o) o, - The objective o
of privacy is same as in the singlné-Bratch protocol — the! Compute per-batch statistieg, = A1(Ym;1) and
analyzer's view must satisfy DP. However, instead of a ¥m = Az(Ym;2) using shuf ed messages
single-batch output, one need to protect outputs of all the->: Update overall batch statisticsi = Um 1+ 8m,
M batches. To this end, de ne the (composite) mechanism Vi = Vi 1+ ¥n
Mp = (S R7*:::5;S RAm), where each individual 16: Compute parameter estimdlg = V,, *um
mechanisn5 R [~ operates om,, users' data, i.e., on 17: Send updated mode@?m;vm) to users
datasets fronD"m . 18: Increase batch countam = m +1
De nition 2.4 (M -batch SDP) An M -batch shuf e proto- 19: endif

20: end for

colP is("; )-SDP if the mechanisivl p is ("; )-DP.

3. A Shuf e Algorithm for Contextual Bandits ad-dimensional ellipsoid, with centrel,,, shape matrix
Vi and radius , so that it contains the unknown param-

In this section, we introduce a general algorithmic frameeter  with high probability. Moreover, the ellipsoids are
work (Algorithm 1) for linear contextual bandits under the designed while keeping the privacy setting in mind. They
shuf e model. We build on the celebrated LinUCB algo- depend on the randomizer, shuf er and analyzer employed
rithm (Chu et al., 2011; Abbasi-Yadkori et al., 2011), which in the shuf e protocol based on required privacy levels.

is an application of theptimism in the face of uncertainty The personal data of usein batchm is given by the fea-
principle to linear bandits. Throughout the paper, we makeure vector (c;a;) and rewardy;, where the actiom; is

the following assumptions, which are standard in the literaselected given the contest as

ture (Chu et al., 2011; Shariff & Sheffet, 2018).

Assumption 3.1(Boundedness)The rewards are bounded & 2 argeraXh (c;@); Bn ai+ m 1k (a; ak, 19
for all t, i.e.,y; 2 [0;1]. Moreover, the parameter vector
and the features have bounded norm, ke.k, 6 1and  We consider a xed randomizer across all the batches given

sup., k (c;a)k, 6 1.2 by two functionsR; andR; that locally operate on the
vectors (c;a;)y: and matrices (¢; &) (c;a)”, respec-
3.1. Algorithm: Shuf e Private LinUCB tively. Similarly, we have shuf er function§; andS, oper-

ating on batches (of siZ8) of those respective randomized
messages. Finally, the analyzer functighsand A, re-
ceive permuted messages fr@nandS,, and output, for
each batchm® an aggregate vecta@r,o and matrix€yo,

’All terms are assumed to be bounded by one via normalizationtespectively. The central server uses this gggregate batch

3We assume, wlog, total number of rouriBlss multiple of B.. statistics to construct the ellipsoitly, = | 4+ mozl o

Our shuf e algorithm for contextual bandits consist of
batches with a xed siz®, i.e., we have totdll = T=B
batches The central idea is to construct, for each batth
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P
andb, = v, ! M , Bmo. For a given con dence level shuf e differential privacy (SDP).

mO=
2q ©:1], ;he radius of tthe ell'BSf'd Is set a?” Corollary 3.3. Setting batch sizB = O(T3%) in Algo-
O 2log = +dlog 1+ g + »wheretm isthe s 1 we can achieve regr@ %2 logt3(T=) 4

time when batchm ends. The regularizer and thus, in

turn, the con dence radiusy, typically depend on the total . ) )
noise infused in the shuf e protocol. On a high level, theseComMparsion with central and local DP models. At this
randomizer, shuf er and analyzer functions together proP0int, we turn to compare the regret of our Shuf e Private
vide suitable random perturbations to the Gram matrices ankinUCB algorithm to that of LinUCB under central model
feature-reward vectors based on the privacy butigetand ~ With JDP guarantée(Shariff & Sheffet, 2018) and local

in turn, they affect the regret performance via the noise levodel with LDP (Zheng et al., 2020) guarantee. As men-

els of these perturbations. Next, we turn to discuss speci dioned before, LinUCB achieved I andO o
choices of these functions, and the associated performanq;ggret under JDP and LDP guarantees, respectively. As seen
guarantees of Algorithm 1 under those choices. in Corollary 3.3, our regret bound in the shuf e trust model
lies perfectly in between these two extremes. Importantly, it
3.2. Achieving SDP via LDP Ampli cation improves over thd 3= scaling in the (stronger) local trust

In this section, we show that our general framework (AIgo—mOde:_’| ach|evm§[] ab ?Jtejtr tra;}d.e—ofir? etwie rfegretlgnd pri-
rithm 1) enables us to directly utilize existing LDP mecha-y 2cY- MIOWEVET, Tt couldnt achieve the optimall scaling

nisms for linear contextual bandits to achieve a ner utility- in the (weakgy) central trust model. It remains an open ques-

privacy trade-off. The key idea here is to leverage the extion whether T regret can be achieved under any notion

plicit privacy ampli cation property of the shuf e protocol of privacy stronger than the central model.
(Feldman et al., 2020). Royghly, the privacy guarantee caftémark3.4. Our shuf e protocolP amp, by design, provides
be ampli ed by a factor of B by randomly permuting @ certain level of local privacy to ﬁ-‘aCh user. Speci cally,
the output of an LDP mechanism independently operatindor batch sizeB, Algorithm 1isO(" B=log(2=); =B )-
on a batch oB different users. In other words, the same LDP. Furthermore, since shuffe model ensures a higher level
vel of privacy can be achieved for each user by adding &f trust than the central model, Algorithm 1 is alS¢"; )-
B factorlessnoise in the presence of shuf er, yielding a JDP. See Appendix B for details.

better utility. Speci cally, we instantiate Algorithm 1 with o . .
the Shuf & protocolP amp = ( R amp; Samp; A amp), Where we Apart from achieving a re ned utility-privacy trade-off, the

employ standard Gaussian mechanism (Dwork et al., 201 bove Sthe. p_rotocoPAmp requires minimum modi ca-
. . . A ons over existing LDP mechanisms. However, the privacy
as randomizer functions. Essentially, we inject independen

. : ) guarantee in Theorem 3.2 holds only for small privacy bud-
Gaussian perturbation to each entry of the vectay; a;)y; N . e !
. i DR . 9 2 get" particularly when the batch sifis large, which could
and the matrix (ci;a;) (c¢;a;)” with variances § and 5,

respectively. We make sure the noisy matrix is symmetri (gotenﬂally limit its application in some practical scenarios

) ) . : e.g., wher!' is aroundl or larger (Apple, 2017)). More-
by perturbing upper diagonal entries, and copying those t8ver, P amp Needs to communicate and shufeal vectors

the lower terms. The noise variances are properly tune - . . .
properly and matrices, which are often dif cult to encode on nite

depending on the sensitivity of these elements to achieve . : RPN
. . . - computers in practice (Canonne et al., 2020; Kairouz et al.,
desired level of privacy. In this case, the shuf er functions

Simplv permute its data uniformlv at random. and the iob Of2021) and a naive use of nite precision approximation may
Py’ P . . myatre o J lead to a possible failure of privacy protection (Mironov,

the ana_lyzer Is to simply add its re<_:e|ved data (i.e, vector%lz)_ To overcome these limitations®fm,, we introduce

or matrlceg). We defer further details on the protdeghy a different instantiation of Algorithm 1 in the next section.

to Appendix B and focus on performance guarantees rst.

Theorem 3.2(Performance under LDP ampli cation)ix
time horizonT 2 N, batch sizeB 2 [T], C(a"l dence level 2

(O; 1], privacy budgets 2 (0;1], " 2 (0; 'Og(Bi)]. Then,
Algorithm 1 instarHiated using shuf e protocBlamp with

4 2Iog(2:5nB: )log(2 =)
2 P—=

_ p_p__"B
= T 1( d+ log(T=B )), enjoys the regret

3.3. Achieving SDP via Vector Summation

We instantiate Algorithm 1 with the shuf e protocBh\ec=

(R vec; Svec; Avec), Where we rely on a particularly ef cient
and accurate mechanism for summing vectors with bounded
, and regularizer ", norms (Cheu et al., 2021). First, the local randomizer
Rvec adopts a one-dimensional randomizer that operates

noise

! “Note that with a careful choice & (depending on privacy

1=2/p
log™(B= )d3=4-|-3:4 |og2(-|-: ) parameters; ), we can have a better regret dependencé on
"1=2g 1=4 " See Corollary B.2 for details.
5JDP, or, joint differential privacy, is a notion of privacy under
with probability atleastlL. . Moreover, it satis eD("; )-  central trust model speci ¢ to contextual bandits. See Appendix D.

RedT)=0dBlogT+
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independently on each entry of the vectdc;; a;)y; and  3.4. Key Techniques: Overview

the matri ;a ;a)” , respectively. This adopted . . . .
X (Gia) (Ga) pectively : b In this section, we provide a generic template of regret

one-dimensional randomizer transmits only b@s) via bound for textual bandit der the shuf del
a xed-point encoding scheme (Cheu et al., 2019), and enzoundforiinear contextual bandiis underthe snut € mode

sures privacy by injecting binomial noise. In particular, of prl\{[ﬁcy. :f’o t{nsfenq, Wecr;gedd foIIO\;]wr;g notattlonf t.o Ths
given any entry 2 [0; 1], itis rst encoded ak= x+ 1, cuss the efiect ot noise adde Byts ute protocol, in the

using an accuracy parametg? N, wherex = bxgc and learning process. Letn = 8m T CH
. Ber(xg x). Then a binomial noise is generated,andNm =%, ", ., (c;a&) (c;a)> denote the
» Bin (b;p, where parametets2 N; p2 (0; 1) control  total noise added during bateh in the feature-reward vec-
the privacy noise. The output of the one-dimensional rantor, and in the Gram-matrix, respectively. Furthermore,
domizer is simply a collection of totgl+ bbits, in which ~ assume that therg exist constaetsande, such that for
R+  bits arel and the rest ar@. Combining the outputs €ach batchm, (i) To.; Nmo is a random vector whose
of the one-dimensional randomizer for each entry of vectoentries are independeng mean zero, sub-Gaussian with vari-
(c;a)y: and matrix (c;a;) (c;a)”, yield nal out- ance at most?, and (ii) mozl Nmo is a random symmet-
puts of randomizer. The shuf er functions By simply ~ ric sub-Gaussian matrix whose entries on and above the
permutes all the received bits uniformly at random. Thediagonal are independent with variance at messt Let
job of the analyzeA v is to add the received bits for each *=maxf ef; e5g. Then, we have the following result.
entry, and remove the bias introduced due to encoding and ) . P
binomial noise. This is possible since bits are already Iabewformal). With the chqce of . ( d+
beled entry-wise when leavirfigec.. The constantg; b; p log(T=(B ))), the regret of Algorithm 1 satis es
are left as tunable parametersRyj.., and need to be set
properly depending on the desired level of privacy. The _ P P— .- L o
detailed implementation of this scheme is deferred to Ap—ReqT)_ © dB+d T+ Td** with high probability.
pendix C. The following theorem states the performance
guarantees of Algorithm 1 instantiated whec.
Theorem 3.5(Performance under vector sunjix batch Wlth the algove resuIF, one only_needs to determine th_e noise
sizeB 2 [T], privacy budgets 2 (0:15] 2 (0;1=2). variance .under different privacy protocols._ We |II_us-
Then, Algorithm 1 instantiated witPyec with parameters tratg this w!th the shuf e p_rotocols mtroduced. in previous
L ~ p_ . _C g log?(d?= ) sections. First, note that since we assume unique users, Al-
p=1=4 g=maxf2 Bididgandb= ——g—=  gorithm 1 is SDP if each batch is SDP. Now, for the LDP
is ("; )-SDP, whereC 1is some sufciently large  ampii cation protocolP amp, in order to guarantee SDP for
constant. Jrurthermore, for any 2 (0;1], setting = gach patch with suf ciently small privacy Igssit suf ces
%p})—T(p d+ log(T=B ) ,itenjoystheregret  towork with an LDP mechanism with lo&s B by virtue
! of ampli cation.® We ensure this by choosing Gaussian
mechanism with noise varian€(1=("2B)). Hence, the
total noise variance added Bympis 2> O(wg). Thus,
by Lemma 3.9, we obtain the result in Theorem 3.2. Sim-
with probability at leastl . ilarly, for the vector sum protocd\ec, We ensuré® ¢ to
be SDP by properly setting parametgrd; p Moreover,
the analyzer's outputs are unbiased estimates of the sum
can also be achieved in this case by setBrig O(T3=°),  of the non-private vectors (matrices) within that batch, and
but the dependence oris now: log=?(d?= ) as compared the entry-wise private noise is sub-Gaussian with variance
tolog*™2(T= ). Moreover, in contrast to Theorem 3.2, the of O(&). Thus, the total noise variance addedmy is
guarantees hold for a wide range"gfmakingP .. better 2 O(%), and hence, by Lemma 3.9, we have the result
suitable for practical purposes (Apple, 2017). Finally, asin Theorem 3.5.

before, ifB also depends on privacy parameters, the depe@?emarl@.lo Lemma 3.9, in fact, can serve as a general

dence orf; - can be improved, see Corollary C.2. . empiate of regret for private linear contextual bandit al-
Remark3.7. Pvec can also be regarded as privacy ampli ca- gorithms. For example, for the local model (Zheng et al.,
tion of Binomial mechanism (rather than Gaussian mechaz—ozo) B=1and 2 5, yielding® T34 regret. Simi

] - w2 P . -

nism inPAmE), which is the reason that it also offers a certain s

degreeO(" B: ), to be precise, of LDP guarantee larly, for the central model (Sharln‘fz& Sheffet, 2018 =1
1 L L . 2 |0g T . . T =

Remark3.8. Both shuf e protocolsP amp andPec, in fact, and 77—, Which yields® -+ regret.

can be tuned to satisfy; )-LDP by sacri cing on regret ®We provide intuition without worrying about the details related
performance. See Corollaries B.3 and C.3 for details. to -dependent terms. Refer to Appendix A for formal proofs.

log'™?(d?=)

RedT)=0O dBlogT+ =g 1

BT og (T= ) ;

Remark3.6. Similar to Corollary 3.3, a® e regret




Shuf e Private Linear Contextual Bandits

4. Regret Performance under Returning Users hence, one need to use advanced decomposition to calculate
. . . ) ) .. the total privacy loss. This leads to scaling up the noise

S|m|l_ar to eX|s_t|ng work on differentially private banqn_s, N Variance by a multiplicative factor @(M ) at each batch,

previous sections, we have assumed that all participatingy,;q, eventually leads to the above bound (the additional

users are unique, i.e., each user participates in the protocm factorin also comes from advance composition)]
only at one round. A more practical scenario is that an user

can contribute with her data at multiple rounds. For example,
consider the mobile medical application described in the

introduction. The cloud server can collect one part'CUIarlnterestingly, the privacy"( )-dependent term in above

user's data during multiple batches to track the effectivenes§egret bounds match the one that can be achieved in the
of its treatment plan over a period, and hence, use sa

Mfser-levekentral trust model that handles returning users.

. ) ) ) ) 'Note that, since existing work in the central model of privacy
algorithm. Motivated by this, we provide privacy and regret(i‘e” under JDP guarantee) assume unique users (Shariff &

guarantees of Algorithm 1 under the settingrefurning Sheffet, 2018), we rst generalize it to handle returning

usersin linear contextual bandits. We rst de ne the setting users. This can be viewed as the same form of generaliza-
of returning users that we consider in this ;ection, and the'ﬂon from event-leveDP touser-leveDP under continual
state the performance guarantee for Algorithm 1. observation, where the adjacent relation between two data
Assumption 4.1(Returning Users)For a given time hori-  streams changes from the ip of one single round to the
zonT 2 N and batch siz& 2 [T], any user can participate ip of multiple rounds associated with a single user (Dwork
inall M = T=B batches, but within each batoh2 [M], et al., 2010). See Appendix D for formal de nitions of
she only contributes once. event-level and user-level joint differential privacy (JDP).

N o _ _ As in standard notion of DP, one straightforward approach
In addition to the above motivating example, this assumption,, converting event-level JDP to user-level JDP is to use

also captures many practical adaptive learning scenaric&mup privacy (Dwork et al., 2014). However, this black-
such as clinical trials and product recommendations, oy approach would blow up the terms dependent.dfo
which each trial (batch) involves a group of unique peoplegyercome this, we propose a simple modi cation of original
but the same person may participate in multiple trials (Rer(event-level) algorithm in Shariff & Sheffet (2018) so that
etal., 2020b; Schwartz et al., 2017). it can handle returning users. In particular, user-level JDP
Theorem 4.2(Performance guarantees (informal)ynder  can be achieved by scaling up the noise variance by a mul-
Assumption 4.1, we obtain the following results R, tiplicative factor ofM §, if any user participates in at most
andPyg, respectively. Mg rounds. This follows from the fact that ipping one
(i) For any " 6 % log(2= )p 7T and 2 (0:1], Algo- g_ser now would changeptMansitivity orgthﬁxpanded
rithm 1 instantiated using amp with noise levels ;= ,= inary-tree nodes fro®(" logT) toO(Mo log T). Note
161092 - ?5 TloaET= ) P that we useéMl g to distinguish from the number of batches

B is O("; )-SDP, and enjoys, with M since there is no batch concept in standard central model.
high-probability, the regret bound This modi ed version enjoys the following regret guarantee.

r |

dT MT . s ' Proposition 4.3. If any user participates in at mo$t o
RedT)= 6 wt —d “log”H(T=) rounds, the algorithm in Shariff & Sheffet (2018), with the
above modi cation to handle user-level privacy, achieves

(i) For any " 6 15, 2 (0;1=2), there exist choices of the high-probability regret bound

parameterg; b2 N, p2 (0; 1=2) depending oB;"; such r |

that Algorithm 1 instantiated usingvecis ("; )-SDP, and, p_ MoT e - '
enjoys, with high probability, the regret bound RedT)= 6 d T+ ——d*log™(1=) :
!
- dT MT aoa ) 3=4, 2nn_
ReqT)= 6 W"L —— @ log™(d"M= ) Remark4.4. Comparing Theorem 4.2 and Proposition 4.3,

we observe that the cost of privacy in the shuf e model
is essentially same (upto a log factor) as in the central

; model under the setting of returning users. In particular,
\I/_vhere( ; )-SD_P guarantee forlAIgorlthm 1 can be estab-if M = Mo = T rounds (i.e., the same number of possi-
ished by showing each batch(i§ )-SDP, we now need aes
to guarantee that outputs of all the batches together havelje returning rounds for any user), the regre®is o+
total privacy loss of"; ). This is due to the fact that now in both shuf e and user-level central trust models. See
each batch can potentially operate on same set of users, aAgpendix E for complete proofs and more details.

Proof sketch.In contrast to Section 3 for unique users,






