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Abstract

Deep neural networks are robust against random
corruptions of the inputs to some extent. This
global sense of safety is not sufficient in crit-
ical applications where probabilities of failure
must be assessed with accuracy. Some previous
works applied known statistical methods from the
field of rare event analysis to classification. Yet,
they use classifiers as black-box models without
taking into account gradient information, read-
ily available for deep learning models via auto-
differentiation. We propose a new and highly
efficient estimator of probabilities of failure ded-
icated to neural networks as it leverages the fast
computation of gradients of the model through
back-propagation.

1 INTRODUCTION

In many machine learning applications, test data are cap-
tured by a sensor, then quantized or compressed, and fi-
nally transmitted to the model. In each of these steps, un-
certainties may corrupt the pieces of data. For instance,
in autonomous driving, capturing the scene at night im-
plies increasing the ISO parameter of the camera whence a
photo-site noise increase (Foi et al.,[2008). Statistical (a.k.a.
Corruption) robustness is defined as the ability to perform
correctly on test data corrupted by a given random noise
distribution (Hendrycks and Dietterichl 2019).

Statistical robustness is a related but different concept from
adversarial robustness, which is the ability of a model to
perform correctly over maliciously perturbed data (Good+
fellow et al2015)). |Gilmer et al.|(2019) study in detail the
relationship between these concepts. Moreover, Franceschi
et al.| (2018)) provide theoretical and empirical evidence that,
for input data of dimension d, there is a ratio of order %
between the typical power of an adversarial signal and that

Proceedings of the 26™ International Conference on Artificial Intel-
ligence and Statistics (AISTATS) 2023, Valencia, Spain. PMLR:
Volume 206. Copyright 2023 by the author(s).

Rennes, France

Rennes, France

of a random perturbation to trigger a misclassification in
a neural network. Neural network classifiers are thus ro-
bust against random noise to a certain extent. Yet, safety
requirements in critical applications, e.g. in autonomous
driving (Koopman and Wagner, [2017)), ask for very weak
probabilities of failure under a typical noise power (Arief]
et al.[|2021)).

Webb et al.| (2019) quantify the local statistical robustness
of a model by its probability of failure. The major diffi-
culty of this quantitative approach is the estimation of weak
probabilities with accuracy and low complexity. The above-
mentioned work resorts to a Sequential Monte Carlo tech-
nique (SMC, (Del Moral et al.| 2006; Beskos et al., [2016))),
dedicated to rare event analysis: the Adaptive Multi-Level
Splitting (AMLS) procedure (Guyader et al.l 2011). Query-
ing the model is assumed to be time-consuming and the
number of calls gauges the complexity of the estimator. Al-
though their work proposes experiments on neural networks,
it is not specific to deep learning as they use the model as
a black box function. Our paper proposes an alternative
gradient-informed SMC algorithm.

The proposed algorithm trades off the universality of the
aforementioned work against a lower complexity, by lever-
aging a key feature of neural networks: the computation
of the gradient of the model (here w.r.t. its input) is easily
implemented thanks to auto-differentiation and cheaply run
thanks to back-propagation.

2 RELATED WORKS

Statistical robustness can be considered either locally around
an input point or globally for a given distribution on test data.
Wang et al.[(2021) measure statistical robustness globally
via the probability that corrupted test data are misclassified
with a crude Monte Carlo. This works because the global
probability of failure is large as it is dominated by some
non robust inputs. On the other hand, a local probability of
failure can be extremely low and out of reach for a crude
Monte Carlo simulation. This calls for specific rare event
estimators (Webb et al.|[2019).

Local robustness estimation is related to adversarial exam-
ples since we seek misclassified inputs locally around an
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inputzy. Black-box attacks make no assumption about thenput element. The label predicted by the model for this
model whereas white-box attacks use the gradient of thgrgument is denotef(z,) = arg max;1.c f (2o);. Local

network function as we do. Attacks come without guaranropystness gauges the correct classi cation of neighboring

tee of nding an existing adversarial example. Moreover.gjlements. Consideran input in the neighbourhood 2§
when the attack nds an adversarial example, it is not cleayng the function:

whether this input is unique, isolated, or an element of a big
adversarial set. The approach does not take into account the rz)= max f (2); f (2)g): (1)
statistical distribution of the noise and thus can not compute 16Y(z0)

the probability of failure|(Baluta et al., 2021). ) o )
If r(z) 0, amisclassication occurs singgz) 6 4(zo),

Formal veri cation methods answer to the lack of guaranteegtherwiser (z) reveals to which extent the neighbouring
They aim to prove or disprove the existence of an adversariadlementz is close to trigger a classi cation error.

example in a given support set. Yet, achieving soundness (ng . - ) o o

false negative) and completeness (no false positive) is ngven_ an additional input distributiory, statistical robust-
hard w.r.t. the number of neurons Katz et al. (2017). Many€sS is then de ned by:

works trade the completeness requirement off against speed VA

and tractabilitye.g/Weng et al.[(2018). These methodsdo R[; o]= o(r(Z) 0)= 1(r(z) 0) o(d2) (2)
not consider any statistical model, which makes comparison Re

dif cult if not impossible. The dif culty is then the estimation of this integral, in par-

Our work considers variants of SMC methods which haveticular when the everftr(Z)  0Og is rare under the dis-
also been used in Bayesian inference. For instance, Ishikawigibution o. In the case of deep neural networks,is a
and Godal(2021) construct low-variance unbiased estim&omplex non-convex function which makes the estimation
tors of the model evidence thanks to the AMLS algorithm problem harder.

However, the weights of the neural network are the r"’mdorTI‘:or local statistical robustness, distributianis typically

variables in this Bayesian inference work, whereas robusfsg arad on the clean inpg s.t. Z = zo + E whereE

ness e_stimation considers a statistical model of corruptiong, J4ais the random corruption errors. A common practice in
on the inputs. Statistical Reliability Engineering resorts to a latent space
The goal of statistical robustness evaluation is to detedvhere a random vectot o is rst sampled and then
whether the local probability of failure is higher than a given mapped t&€ = (X). This mapping is such that the push-
critical levelp. < 1. Webb et al.[(2019) frame statistical forward distribution # o is identical to the distribution
robustness evaluation as an estimation problem, whereas modelling the corruption errors. Examples of common
Baluta et al.[(2021) arfd Tit et al. (2021) frame it as a hypothtransformations are given in (Tit et al., 2021) wheyis the
esis test. In this paper we follow the estimation approach ofnultivariate normal law.

Webb et al.[(201]9). This Iiterature congiderg different tools-.l-hiS paper follows the same path. We de ne the score
Baluta et al. (2021) use sequential testing with crude Monte ) .
Carlo, whereas Webb et al. (2019) and Tit et al. (2021) usdunctions(X) = r(zo + (X)) with X 0 and 0 =
variants of the AMLS algorithm. Both of the latter papers 'V (0:1). In the end, we express the probability of failure as
mention in their conclusions that the use of the gradient
information is worth investigating as it could provide more
accurate and faster robustness estimation.

R[; o]l=Px ,[s(X) O] ®)

To the best of our knowledge, this paper introduces the rst?"2 Hamiltonian Monte Carlo

gradient-informed neural network statistical robustness estil-he Hamiltonian Monte Carlo (HMC) is a sampling
mation algorithm. After introducing necessary backgroundmethod (Neal, 2011). Given a differentiable potential
in section 3, we show how to include gradient information; . a7 R, it generates samples asymptotically dis-
vyithin a Sequential I\_/I_onte C_arlo in SEC“O’?S 4and 5 S€Cihuted accordingtoy / e Y. De ne (up to a constant)
tion 6 provides empirical evidence of a higher ef ciency joint probability measure: (q:p) / e " (@P) dqdp;

than the previous black box methods. ) N
with H(qg;p = U(q) + kpk?=2: Hamiltonian Monte Carlo
method is based on the symplectic and time reversible dis-
3 BACKGROUND cretization of the related Hamiltonian dynamics, also known
as the Verlet scheme:

3.1 Local Robustness Assessment 8
2P.2=P 3ru@Q) t
Let functionf : R4 ! RC be a classier that maps el- JQiv1 = Qi+ P (4)

ements inRY into logits of C classes and, be a clean " Piyp = Pjy= %r U(Qi+1) t
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After L iterations of the Verlet scheme, the deterministicconstruct our estimator in section 4.3 is that for any cou-
map(Qo; Po) 7! (QL; Py) isreversible intime (aninvo- ple(; ) 2 R?,theratioZ =Z can be expressed as an
lution), and it conserves the at phase-space meadqdp  expectation over the measure:
One can then apply the standard Metropolis accept-reject h i
rule, which consists in accepting the propo&j ; P.) Z =ZE e( V&) 9)
with probability:

min(1:e H(QUi PL* H(QuiPo))y. ®) Therefqre, if one can s_ample from measure then one

can estimate the ratid =Z by an empirical average.

The resultis denote, ;PL) 2 f (Qo;Po); (QL; PL)g.
The obtained Markovian kernel has stationary joint distribu4.2 Connection to the Rare Event
tion , whose rst marginal is the target,. WhenL =1
the HMC kernel becomes a Metropolis-adjusted discretizaNormalizing constants are in general analytically intractable
tion of a diffusion with a driftr U, called the Metropolis and hard to integrate numerically. In the family of distribu-
Adjusted Langevin Algorithm (MALA, see Roberts and tions we conside(7), we simply haveZo = 1, while for

Tweedie (1996)). =+ 1 the normalizing constant is indeed the probability
we want to estimate:
4 SKETCH OF THE ALGORITHM Z.1 = E,[I(s(X) 0)]=R[; ol

First, we de ne a one parameter family of smooth densities
which enables sampling with the gradient-informed HMC
kernel de ned above. Second, we recast the rare even algorithm is built upon the following key ideas.
problem as the normalization with respect gpof the nal _ _ o _

density of this family. Finally, we construct our algorithm The rst step is to split the estimation problem into sev-
as a SMC approach (Beskos et al., 2016) integrating theral easier intricate ones like in multilevel splitting algo-

4.3 Key ldeas Supporting the Algorithms

gradient-informed HMC kernel. rithms (Kahn and Harris, 1951). This is driven by a series
of increasing parametefs= 1 K 1
4.1 A Family of Distributions k =+ 1 .Indeed, using equatig®) recursively, we have
h i
Let us consider the potential function: z,=E elx « VI 7z
: . 1 h i 10
X2RTIV() = | s(j, O (6) e T v (10)

k
wherejaj, = aif a 0and 0 otherwise, and functian k=0
de ned in Sect. 3.1. Here the skx : V(x) = 0gis the The main idea is then to estimate each expectation term

set of latent vectors Whlch give birth to V|olat_|on§ of the of the product by an empirical average over a sample of
local robustness property since the corresponding inputs are

. (n) N . .. . . . N —
classi ed with a different label than the originaj. Points ¥ Ba'\r‘tlcleska Gn=1 With empirical d'St”t_’Ut'O” W
with a low potential value are “close' to being misclassi ed. & n=1 x m, and then to use a Sequential Monte Carlo

Given in addition a tempering parameter 0 (actingas (SMC) strategy (Del Moral et al., 2006) to sampl§ | _
an inverse temperature) and the reference meagyusee ~ from N . In the present context, we use the following

construct the following family of probabilities simple iteration of selection and mutation steps:
e v () . . (n) .
(dx) = Z o(dx); (7)  SelectionFor each particle X, in the sam-
Z h i ple de ning Nk, kill it with probability
Z = eV gd)=E, e VX (8 e Cror  VOGT) mine VT et Kk be
the number of killed particles. Draf new particles
whereZ < +1 isthe normalizing constant assumed to uniformly among theN Ky survivors to keep the
be nite. sample size equal i .

This family of distributions ranges from the reference meapytation Independently mutate particles using a Markov
sure o for =0 to the same distribution but conditioned kernelX IEn) = Ker(X lEn). «+1 ) which leaves invari-
+1 !

on the event of failure when ! +1 . In other words, ant the distribution ., (see Sect. 5.1).
+1 (dx) = 1(s(x) 0) o(dx)=Z+1 .

We denote the expectation of a test functiaver the dis- The following proposition establishes the soundness of this
tribution by E [t(X)]. Aninteresting property used to simulation method.
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Proposition 1. The following estimator dR[; o] = Z+1 5.2 Adaptive Tempering Parameters
is unbiased and consistent:
The proposed algorithm also tunes the choice of the cool-
Ky 1 K1y ing scheduld )«. A too rapidly increasing schedule in-
B, = Env e (xa ©VX) = kit creases the variance of the terms in prodidgt A too
k=0 “ k=0 2 slow schedule increases the number of steps to reach the

rare event, whence a bigger complexity. This trade-off has
been studied in Beskos et al. (2016) for instance, where it
is recommended to maintain the Ef cient Sample Size con-
stant across the steps. It amounts to set the next tempering
parameter such that

See App. B.1 for the proof.

5 PROPOSED ALGORITHM

ES§ «+1) = (11)
This section details the algorithm whose pseudo-code is
described in Alg. 1. forauser chosen 2 (1=N; 1) where
PNle Coovex ™) ?
5.1 Sampling Kernel ES = —p 12
Ping )= N e 2 v (12)

Given a particleX (") issued from the selection step, the mu-

tation step in our main method uses the Hamiltonian Montd Ot thatESSs a continuous and decreasing function. The
Carlo method of Sect. 3.2. We sét= V log o value of .1 >  is numerically found using the bisection
(= log up to an additive constanto = X { (™ “and method. This process is callédlaptESSn lines 2 and 23.

K 0 -

In practice the choice of parameteiin eq. 11 is crucial to
we sampleP, independently according to a standard Gaus-
obtain an ef cient schedule. In absence of a theoretically
sian law. We apphL steps of the Verlet schen{é) and
. S founded rule for selecting this parameter, we propose to
accept the outcome with probability given(). The result ne-tune it for each Neural Network architecture
of this Metropolis step denoted, in Sect. 3.2 de nes the '
sampling kernel:
6 EXPERIMENTS
(n). — .
Ker ¢ (X7 = :
e (X )= Q This section compares the ef ciency of four Sequential
Monte Carlo methods:
This kernel is invariant for the distribution , which is

already approximated by the samp}e(n))n after the se- H-SMC This is our gradient-informed algorithme. the
lection step. We can adaptively tune the number of times the ~ SMC Alg. 1 with the HMC kernel at line 18. The main
kernel is applied by applying the statistical stopping condi- ~ Parameters aré and , introduced in Sect. 5.

tion, based on auto-correlations, proposed by Buchholz et %IALA SMC A variant of our method, where the HMC
Lsed t ne 201 the algortm L. Inthe experiments secton KEMe! atIne 1615 constraned with= 1 (nstead of
6 we chosd max such that the condition is never reached, being adaptively tuned, see Sect. 5.1).
i.e. T = Tmax - The auto-correlations condition is used to RW-SMC A black-box version of our method, the HMC
make sure that the proposed sample has low correlationto  at line 18 being replaced by a Metropolis-Hastings
the initial valueX (". Similarly the time step t and the kernel (Hastings, 1970) with Gaussian proposis
numberl of Verlet iterations of the schengg) are tuned for Q(X;s) = 5;755‘32 with G N (0;1). The parame-
each particle using the algorithm 5 of Buchholz etal. (2021),  tersis called the kernel strength and is tuned adaptively
based on previous work from Fearnhead and Taylor (2010) gt each iteration. RW stands for "Random Walk".

in the context of Bayesian Analysis. This is a genetic algo-

rithm adapting at each iteration of the kernel the value oMLS-SMC This is the Adaptive Multi-Level Splitting

t andL parameters using the ESJD (expectd square jump It works on a dif-
distance) performance metric (Buchholz et al., 2021). We
also use in the experiments section the MALA (Metropolis-
Adjusted Langevin Algorithm) method, in which caseas
xed to 1 and only t is adapted, using the same genetic
algorithm. TheBatchKer notation in line 18 outlines the
batch processing of the particles through the Verlet scheme
and the Metropolis steps.

SMC used in Webb et al. (2019).

ferent family of (hon-smooth) distributions (dx) =
1(s(x) > ) o(dx) and uses a Metropolis-Hastings
kernel with uniform noise proposals. The main param-
eters arel' and the survival rate of particles denoted

in Webb et al. (2019). Throughout the experiments
we use directly their implementation and take 0:1
following the authors choice in their paper.
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Algorithm 1 SMC Estimator of the probability of failure

Require: Number of particledN, Generator of i.i.d. ref-
erence measure samplégn Kernel Ker, Potential
functionV, Maximum number of iterations of the ker-
nel T, Maximum number of iterationSmax , Minimum
relative effective sample size, Minimum rare event

rater.

Ensure: Pegt

1: Xo GenN) .X isa[N d]array

229 L1k 1, 1 AdaptESRV(Xo);0; )

3: p . see Sect. 5.2
. ila 17 N (n)y —

4: while - .3 W(V(X;7")=0) <r & Kk nNpax
do

G eXp( ,gk k DV (Xk 1))

5
6 g 0 §F p= GV

7 Xk Xk 1 . Initially copying previous particles
8

9

U u (o;1]) ™
o lkied f iU > (GM=max, n n GM)g Figure 1: Mean Relative Errors. the average number
10: . Selection phase  of calls, for target probabilitp = 10 © , and number
11 foriinlyilea do of particlesN 2 f 32;,64;128 256,512 1024y. Gradient-
12: XIEI) U (fXIEJ 1920 oo ) informed methods (H/MALA-SMC) outperform black box
13: . Resampling particles uniformly amongst survivors methods (MLS/RW-SMC) on a linear toy model.
14: end for

15; StopFlag False;t 1;Hist; f Xyg

16:  whilet T & StopFlag = False do two calls to the model function to re ect the cost of the

17 X, BatchKer((XiE“))l D) back-propagation. Our code will be available on GitHub.
18: . Mutations, see Sect. 5.1 The tendency to underestimate rare event probabilities in
19: Hist {41 Hist; f Xkg Monte Carlo estimation is a well-known phenomenon and
20: StopFlag  AutoCorrCond(Hist +1) shall be interpreted (when assessing the quality of algo-
21: t t+1 rithms) as a manifestation of variance due to heavy tail
22: end while towards larger values.

23: k+1  AdaptES$V(Xy); k; ) . see Sect. 5.2

24k k+1 6.1 Toy Model

25: end while

26:Pest 9 F neg LV(X{U)=0) We begin our analysis by a sanity check of the algorithms

on a simple problem where we know the true probability of
failure. We consider a linear modg(x) = u>x , where
is a xed unit norm vector irR® and  a bias such that the
ue probability isp = ( ).

Note that the HMC and MALA kernels only work with
smooth densities, as those de ned in Sect. 4.1. Thus it coul
not be applied directly to those used in MLS-SMC.

The comparison of H-SMC and RW-SMC allows to single We evaluate the quality of the estimation by the Mean Rel-
out the ef ciency gain of adding the gradient information in ative Error MRE For an esBmator rung, times, this

the kernel. Comparing H-SMC and MALA-SMC (which are metric is given byMRE n, 2} ”’“” i E'):p 1. In this
both gradient-based methods) we can evaluate the relatisection, we used;,, = 200 for aII the experiments. All
performance of Hamiltonian Monte Carlo vs. Langevin the estimators are run with several numbers of particles. A
Monte Carlo kernels for robustness estimation. bigger number provides a better estimation quality while

All variants of our method are fairly adaptive but still require demanding a larger number of calls.

the user to choose parametersT andN . In practice we  Figure 1 and 2 compares the ef ciency of the four algo-
noticed a good trade-off between speed and accuracy faithms by plotting the Mean Relative Error as a function of
in the rangd0:8; 0:95]. Throughout the experience we the average number of calls. Gradient-informed methods
letN andT vary and compare algorithms based on theiroutperform black box methods, especially for lower number
accuracy and variance for a given computational cost. Albf calls to the score function. However for the relatively eas-
experiments run on a cluster using various GPUs, hence wier instance of rare event simulatiom (= 10 6 on Fig. 1),
report the number of calls to the model and its gradient rathethe difference in performance is smaller and vanishes for
than compute times. We count each call to the gradient aa higher number of calls. On the opposite, for the same
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problem with a higher thresholg ( = 10 12 on Fig. 2),
gradient-informed methods clearly outperform black box
methods even at higher average number of calls. In partic-
ular the RW-SMC algorithm displays bad performance on
this harder estimation problem, which shows that integrat-
ing gradient information in the proposal kernel can highly
increase the ef ciency of a SMC method. Finally, on these
two problems we do not notice a real performance gap be-
tween the H-SMC and the MALA-SMC algorithms. Simply,
for a given number of particldd and kernel iteratiofl the
MALA-SMC makes fewer calls to the gradients, since it
only makes one call to the gradient function per proposal.

Figure 3: Mean estimate dbg,,(p) vs Average number

of calls, comparing MLS-SMC and H-SMC on MNIST
data, for uniform random noise on hyper-rectangle of radius
" = 0:15. Error bars show empirical standard deviations
over 100 runs.

be seen that all methods converge to this valueT ftarge

enough, as the number of particsincreases. Figures 3,

4, 5and 6 show the convergence of estimators for different

values ofT . Those were obtained with 100 runs and taking

N 2 f 32,64;128 256512 1024 (except forT  200in
Figure 2: Mean Relative Errars. the average number of Fig. 3whereN only takes value ifi 8; 16g). Figures 3 and 4
calls, for target probabilitp =10 *2, and number of par- correspond to the same value of epsilor(0:15), whereas
ticlesN 2 f 64; 128 256,512 102@ Gradient-informed F|g 5 and 6 use a h|gher Va|u’e:€ 0 18)

methods (H/MALA-SMC) outperform black box methods ) )
(MLS/RW-SMC) on a linear toy model. Looking at gures 3 and 5, one sees that the failure prob-

abilities estimated by MLS-SMC are very low for lower

values ofT. They increase steadily wifh and come closer
6.2 MNIST to the reference but with a higher average numbers of calls.

On gure 3, MLS-SMC at last converges to the same mean
We next compare the aforementioned methods on a rdeg probability forT ~ 500whereas the H-SMC only needs
bustness estimation problem for a multilayer perceptrom = 10 and offers a much smaller standard deviation. This
trained on the MNIST dataset (LeCun et al., 1990). Itscon rms the idea that the slow mixing of the Metropolis-
architecture is given in Appendix A. The input dimen- Hastings kernel used by Webb et al. (2019) makes it dif cult
sion isd = 784. We consider a uniform perturbation to estimate low probabilities ef ciently. On the contrary, our
E U ([ ""]9 added to a correctly classi ed image from gradient-informed algorithms (H-SMC and MALA-SMC)
the test set. To map the Gaussian distribution, presupposestem to bene t from a better mixing kernel.
by our methods, to this uniform distribution, we use the
transform - : x 7! "(2 ( x) 1), see Sect. 3.1. Note that
the MLS-SMC does not use such a transform and work
directly with the uniform distribution.

This is further highlighted on gures 4 and 6, where we
compare the convergence of the RW-SMC and H/MALA-
BMC. These algorithms are in fact identical except for the
transition kernels proposals, which are gradient-informed
In absence of a ground truth we obtain a reference probanly for HHMALA-SMC. Figure 4 shows that the RW-SMC
bility by running an expensive simulation with the H-SMC estimates are low compared to the reference value for low
algorithm takingN = 4096; T = 200 and 200 repetitions. values ofT. Figure 6 corresponds to an easier estimation
We plot it on each gure (as a blue dotted line) for referenceproblem where this negative bias is less evident but gradient-
only and it is not used to compute any errors. However it carinformed again display noticeably lower variances for a
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given number of calls to the neural network.

Figures 4 and 6 also allow to compare the convergence of
the MALA-SMC and H-SMC algorithms. Figure 4 shows
that both algorithms underestimate the probability of fail-
ure forT = 1, with MALA-SMC having a lower bias.
However both algorithms mean estimates are close to the
reference probability fol =5, and MALA-SMC is still
slightly more ef cient than H-SMC. This may seem some-
what surpising as MALA-SMC is only a constrained version
of H-SMC. This might mean that our adaptive tuning of the
parametet., see section 5.2, is far from optimal.

6.3 ImageNet

We conclude our empirical analysis with experiments on two

convolutional neural networks (CNN) architectures trained

on ImageNet (Deng et al., 2009), namely MobileNetV2

(Sandler et al., 2018) and ResNet18 (He et al., 2015). The. .

former architecture contains 53 layers and around 3.4 mifigure 5: Mean estimate d6g,,(p) vs Average number
lion parameters, while the latter contains 18 layers an®f calls, comparing MLS-SMC and H-SMC on MNIST
around 11 million parameters. Though rather light-weightdat@, for uniform random noise on hyper-rectangle of radius
models, they still pose an important challenge for proba'-' = 0:18. Error bars show empirical standard deviations
bility of failure estimation. Note that no experiment was ©Ver 100 runs.

done over ImageNet in Webb et al. (2019). We consider

an additive uniform nois€ U ([ ";"]%) on two images different values off. Those were obtained over 50 runs

from the ImageNet validation dataset correctly classi edand takingN 2 f 64;128 256 5129. In gure 7 a value for

repspectively by the pre-trained MobileNetV2 model andMLS-SMC is missing from the graph fdr = 20; N =64

the pre-trained ResNet18 model. (red-dotted line): this con guration gave a mean estima-

) ) tion of log;o(p) equaltol (a zero probability). For the

Figures 7 and 8 show the convergence of estimators foRegNet18 network the MLS-SMC gave a null estimation of
the failure probability, even for large valu&sandN , thus
it is not represented on gure 8. As in MNIST experiments,
the MLS-SMC tends to underestimate the probability of
failure, especially for low values af. Similarly, we see on
gure 7 that the RW-SMC clearly underestimates the proba-
bility of failure. On gure 8, the negative bias of the RW-
SMC is less striking, however it displays higher variance
than the H/MALA-SMC. This highlight a lower ef ciency
of kernels based on Random Walk proposals (RW-SMC and
MLS-SMC) in comparison to the gradient-informed kernels
used in the H-SMC and MALA-SMC algorithms.

Figure 4: Mean estimate &g, (p) vsSAverage number of
calls, comparing RW-SMC, MALA-SMC and H-SMC on
MNIST data, for uniform random noise on hyper-rectangle
of radius" = 0:15. Error bars show empirical standard
deviations over 100 runs.
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Figure 6: Mean estimate ¢dg,,(p) vsAverage number of
calls, comparing RW-SMC, MALA-SMC and H-SMC on
MNIST data, for uniform random noise on hyper-rectangle
of radius” = 0:18. Error bars show empirical standard
deviations over 100 runs.

Figure 7: Mean estimate dbg;,(p) vs Average number
of calls to MobileNetV2, with uniform noise over a hyper-
rectangle of radius = 0:13, on ImageNet data. Error bars
represent empirical standard deviation over 50 runs.

Figure 8: Mean estimate ¢6g,,(p) vs Average number of
calls to ResNet18, with uniform noise over a hyper-rectangle
of radius" = 0:01, on ImageNet data. Error bars represent
empirical standard deviation over 50 runs.
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