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Abstract

We consider the problem of instance-optimal statistical estimation under the constraint of differ-
ential privacy where mechanisms must adapt to the difficulty of the input dataset. We prove a
new instance specific lower bound using a new divergence and show it characterizes the local min-
imax optimal rates for private statistical estimation. We propose two new mechanisms that are
universally instance-optimal for general estimation problems up to logarithmic factors. Our first
mechanism, the total variation mechanism, builds on the exponential mechanism with stable ap-
proximations of the total variation distance, and is universally instance-optimal in the high privacy
regime ¢ < 1/4/n. Our second mechanism, the T-mechanism, is based on the T-estimator frame-
work (Birgé, 2006) using the clipped log likelihood ratio as a stable test: it attains instance-optimal
rates for any € < 1 up to logarithmic factors. Finally, we study the implications of our results to
robust statistical estimation, and show that our algorithms are universally optimal for this problem,
characterizing the optimal minimax rates for robust statistical estimation.

1. Introduction

Private statistical estimation has become increasingly vital in contemporary data analysis, particu-
larly in light of growing concerns surrounding individual privacy. In this problem, given n samples
from a distribution P € P over a space S, an algorithm aims to estimate a parameter of the distri-
bution #( P) under the constraint of differential privacy where 6 : P — © C R.

A substantial amount of research has been dedicated to exploring differentially private statistical
estimation (Smith, 2011; Duchi et al., 2018; Canonne et al., 2018), mostly focusing on the design of
minimax optimal algorithms. This notion measures the performance of an algorithm for the family
of distributions P through its performance on the hardest distribution P € P. As a result, the
performance of minimax optimal algorithms need not adapt to the difficulty of distribution P, and
hence might suffer from bad performance for easy distributions.

The concept of instance-optimality tackles these concerns: under this paradigm, an instance-
optimal algorithm must simultaneously obtain the best possible performance for every distribution,

© 2024 H. Asi, J.C. Duchi, S. Haque, Z. Li & F. Ruan.



Asi DucHI HAQUE L1 RUAN

hence adapting to the difficulty of each distribution. Existing work in statistical estimation study
instance-optimality through the notion of local minimax risk (Cai and Low, 2015), which allows to
measure the optimal instance-specific risk for a distribution P by comparing to its hardest alternative
distribution ) € P.

Driven by its significance, there have been a significant interest in instance-optimality for privacy-
preserving algorithms (Asi and Duchi, 2020a,b; Huang et al., 2021; Dick et al., 2023; McMillan
et al., 2022). Asi and Duchi (2020a) study instance-optimality for estimating empirical quantities
of the input sample, and show that the inverse sensitivity mechanism is universally nearly instance-
optimal for any 1-dimensional function of interest (up to logarithmic factors). However, the inverse
sensitivity mechanism may not be instance-optimal for statistical estimation of parameters of the
population, leading several recent papers to propose new algorithms for statistical estimation (Huang
et al., 2021; Dick et al., 2023; McMillan et al., 2022).

In contrast to empirical estimation where universally nearly instance-optimal algorithms ex-
ist (Asi and Duchi, 2020a), existing work on instance-optimal statistical estimation is limited to
specific problems (Huang et al., 2021; Dick et al., 2023; McMillan et al., 2022). Indeed, Huang et al.
(2021) and Dick et al. (2023) propose instance-optimal procedures that work only for the problem
of mean-estimation, while the procedures of McMillan et al. (2022) are limited to restricted families
of distributions such as single-parameter exponential families with strict conditions on the moments
of the distribution.

To address these issues, in this work we study instance-optimality for general private estimation
problems, aiming to develop universally instance-optimal algorithms that work for any estimation
task. We accomplish this in two steps: first, we prove new lower bounds on the local minimax risk
for each distribution P € P, characterizing the instance-specific risk for each distribution. Then, we
propose two new mechanisms that are universally (nearly) instance-optimal for general estimation
problems, matching our local-minimax lower bounds up to logarithmic factors.

1.1. Our contributions

We study private statistical estimation where we are given a dataset S = (S, ..., S,,) drawn from
a distribution P € P on a space S. The goal is to estimate a parameter 6(P) under the constraint of
e-differential privacy where § : P — © C R.

Tight characterization of local-minimax rates. Our main contribution in this work is establish-
ing a tight characterization of the local minimax rates for private statistical estimation problems. To
situate our work within the existing literature, it is instructive to review existing characterizations for
the rates of statistical estimation problems with and without privacy constraints. These rates are typ-
ically based on the notion of local modulus wp with respect to a distance function D : P x P — R
between two distributions. More precisely, we define the local modulus with respect to a distance:

wWp (5, Po;P) = Igu%ﬂ@(ftﬁ) - 9(P())| | D(P1,P0) S (5} . (1)
1€

The local modulus wp at Py essentially measures the amount of change in the parameter 0(F)

when the distribution P, is allowed to shift by distance § when the distance is measured by D.
This quantity proves extremely useful for determining the rates of convergence of estima-

tion problems: indeed, without privacy, the local modulus wg, ,(1/+/n, Py; P) with respect to the
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Hellinger distance dy,) provides tight convergence rates for the local risk for a distribution Fy. Ad-
ditionally, the local modulus have been used to give tight rates in the privacy literature as well: Asi
and Duchi (2020a) show that the local modulus wry (1/ne, Py; P) with respect to the total varia-
tion distance provides tight rates for estimating functions of the empirical distribution Py. Moreover,
Duchi and Ruan (2018a) show that the TV local modululs wry (1/vne2, Py; P) gives tight rates
for private statistical estimation in the local privacy model.

For private statistical estimation in the central model, McMillan et al. (2022) recently show
that for generalized exponential families with certain moment assumptions, the optimal risk for a
distribution P is roughly

Wy, (1/v/n, Po; P) + wry (1/ne, Po; P). )

While the local modulus in (2) is a valid lower bound for general estimation problems, it remained
unclear whether there exists a mechanisms that attains these bounds without additional conditions.

Our work resolves this and demonstrates that the rate (2) is not tight for general estimation
problems. Instead, we prove new tight rates for private statistical estimation that require a new
measure of distance D, between two distributions

D.(P.Q) = [ (Pla) = Qo)) log (““’)Ted%

Q)] _
where [t]? := max{a, min{t,b}} is the projection of ¢ to the interval [a,b]. This distance can be
viewed as a symmetrized version of the clipped KL divergence between two distributions. Our rates
are then based on the local modulus with respect to D,:

wp. (6, Po; P) = SUEI;D{IG(PD —0(R)| | De(Pr, o) <6} )

The central result of this paper is that the quantity wp, (%, Py; P) accurately captures the optimal
local minimax risk for general statistical estimation problems. We establish this result via improved
lower bounds for private estimation and new mechanisms that attain these lower bounds. Through-
out the paper, we will use the simpler notation w, instead of wp._.

Instance-specific lower bound (Section 2). We prove tight instance-specific lower bounds for
private statistical estimation using the notion of local minimax risk. In contrast from prior work
which proved lower bounds that depend on the total variation local modulus (McMillan et al., 2022),
our lower bounds are based on the local modulus with respect to D.. We show that this lower
bound is always larger than the total-variation lower bound, and that the gap between them can be
arbitrarily large for certain problems. We also show super-efficiency about this lower bound.

Universal instance-optimality via the TV mechanism (Section 3). We propose a new total-
variation based framework for designing private algorithms for statistical estimation. This frame-
work is based on the exponential mechanism with stable approximations of the total variation dis-
tance. By carefully developing stable approximations of the TV distance, this framework yields a
mechanism that is universally nearly-instance-optimal (up to logarithmic factors) for any family of
distributions in the high privacy regime ¢ < 1/y/n.
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Universal instance-optimality via the T-mechanism (Section 4). Our main algorithm is the T-
mechanism which is based on the T-estimation framework (Birgé, 2006). The mechanism uses
T-estimators with clipped log-likelihood ratio as a stable score, and satisfies a strong universal
instance-optimality guarantee (up to logarithmic factors) for any statistical estimation problem and
all e < 1. As a result, we obtain near-optimal rates for multiple-hypothesis testing, extending prior
work (Canonne et al., 2018; McMillan et al., 2022) which holds only for binary hypothesis testing.

Implication for robust 1-dimensional estimation (Section 5). Finally, building on recent con-
nections between private and robust statistical estimation (Hopkins et al., 2022; Asi et al., 2023), our
results for private estimation imply a tight characterization for the rates of convergence of 7-robust
estimation problems where an adversary can corrupt n7 samples in the dataset. We show that our
local modulus wy /,, (up to logarithmic factors) governs the rates of convergence for 7-robust esti-
mation, demonstrating that the T-mechanism is universally nearly-optimal for robust estimation (up
to logarithmic factors). To the best of our knowledge, our work is the first to provide a precise char-
acterization of the rates for robust estimation problems. Previous studies (Donoho and Liu, 1988;
Zhu et al., 2022) achieved optimality results exclusively in the infinite sample regime. However,
as our results indicate, the total-variation rates presented in these papers do not capture the correct
rates for the finite-sample regime.

1.2. Problem Setting

We assume we have access to i.i.d. data S = (S, ...,S,) drawn from a distribution P € P on a
space S. Welet 6 : P — O C R be a parameter of the sampling distribution P that we wish to
estimate, so that 6(P) denotes the target parameter (e.g. 6(P) = Eg..p[S]). We also require that
diam(©) < R which is a necessary condition for pure e-DP estimation.

Our goal is to design differentially private mechanisms that estimate 6( P) given S. We recall
the notion of differential privacy.

Definition 1 (Differential Privacy (Dwork et al., 2006)) A (randomized) algorithm A: S — ©
is e-differentially private (DP) if for all neighboring datasets S, S’ € S™ that differ in one sample
and any measurable output space T C O we have Pr[A(S) € T| < ef Pr[A(S’) € T).

Differentially private statistical estimation. In this problem, which is the main focus of this
paper, we are interested in differentially private algorithms for estimating a parameter 6( P) of some
distribution P € P, given n samples S = (51, ...,.5,) drawn from P. We require the following
two properties for an algorithm A : S — O for this problem:

1. (Privacy) A satisfies e-DP for all input datasets S € S™ (regardless of P).

2. (Utility) We measure the error of the algorithm over inputs S ~ P". The expected error of
the algorithm for a distribution P € P is Err(A, P) = Es.pn[|A(S) — 0(P)|].

Throughout the paper, we will usually consider upper bounds on the error | A(S) — 6(P)| that
hold with high probability for S ~ P™.

To measure the difficulty of a problem with respect the family of distributions, we use the
standard notion of global minimax risk.
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Definition 2 (Global Minimax Complexity) The global minimax complexity for a family of dis-
tributions P is

imn(P,A)—Algff‘ IsglégEASNP" [JA(S) = 0(P)]],

where A, is the family of all e-DP algorithms.

Finally, to evaluate the instance-optimality guarantees of our algorithm, we measure the risk
of an algorithm over a specific distribution Fy through the local minimax risk, following classical
notions in statistics (Cai and Low, 2015), and existing papers on instance-optimality under privacy
constraints (Asi and Duchi, 2020a; McMillan et al., 2022). Throughout the paper, we let A, be the
family of e-differentially private algorithms.

Definition 3 (Local Minimax Complexity) The local minimax complexity for a distribution Py €
P is defined as

Mmoc(Py: P, AL) = s f ax  Easopn [JAS) — 0(P)|],
(Po ) Pluer;ﬂggAEPer{r;%XPl} As~pn [|A(S) — 0(P)]

where A is the family of all e-DP algorithms.

This definition originates from an observation made by Stein (1956), suggesting that a problem’s
difficulty should be comparable to its “most challenging one-dimensional sub-problem”. In this
definition, the algorithm A’ knows that the distribution can be either Py or P, for some P; € P,
and its performance will be measured based on the hardest alternative P;.

Finally, we say that an algorithm A is instance-optimal if it attains the local minimax risk for
every distribution Py € P, that is, Err(A, Py) = O(IM°¢(Py; P, AL)).

1.3. Preliminaries

T-estimators. Birgé (2006) introduced T-estimators as an alternative to MLE for estimating a
distribution in a given distance d. The T-estimator takes a discretization M C P and for every pair

of distributions P, ) € M, defines a test Tpg : S* — {0,1}: given a dataset S g Py, the test
either accepts P in favour of Q) (Tp(S) = 0) or rejects P in favour of @ (Tpg(S) = 1). The
tests are required to satisfy the consistenoy condition that Tpg = 1 — T p forall P,Q € M. The
T-estimator then outputs distribution P € M if for all other Q € M, the test Tp favours Pto Q.
In the case of Hellinger- and TV-distance estimation, (Birgé, 2006, Proposition 6) chooses the tests
Tp, to be of the form Tpg = 1{1 3" ¥p(S;) < 0} for some function ¢p,q. This functional
form for the tests motivates our private T-mechanism, as we discuss in Section 4.

Exponential mechanism. Given an input & € S™ and a distance function g : ©® x §* — R
where © C R, the exponential mechanism is a private mechanism that aims to return ¢ € © that
approximately minimizes the distance g(¢;S) (McSherry and Talwar, 2007). It uses the global
sensitivity of g, defines as Ay := supy s s7.4,.(s.5<119(0;S) — g(0;S")|. Then, given an input
S € S, the exponential mechanism outputs ¢ € 0 using the following density function

Joglt:) xexp (=55 0(6:5) ).
g

The following lemma summarizes the guarantees of the exponential mechanism.
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Lemma 4 (McSherry and Talwar (2007)) The exponential mechanism fexp is e-DP.

We also require a smooth version of the exponential mechanism which provides better utility
bounds when © is not discrete. Following Asi and Duchi (2020a), given p > 0, we define the
p-smooth score of g to be g°(; S) = infyce.s—t|<p 9(t; S). The p-smooth exponential mechanism
then applies the exponential mechanism with the smooth score g*,

| e
fam—explt: S) ox exp ( s <e,s>) .

The smooth exponential mechanism also preserves privacy as the global sensitivity of g” is also A.

Lemma 5 (Asi and Duchi (2020a)) The p-smooth exponential mechanism fsm—exp is €-DP.

2. Local Minimax Lower Bounds

In this section we introduce our local modulus and prove local minimax lower bounds. We begin by
defining the local modulus and proving a global minimax lower bound, and a local minimax lower
bounds. Key to our lower bounds is the new functional D,

DAP.Q) = [(Pe) = Qo) e |

where [t]% := max{a, min{t,b}}. We show several properties of D, in Appendix B such as non-

negativity, finiteness, and connections to total variation and Hellinger distance. Our lower bounds
are then based on the local modulus w. (3) of continuity with respect to the functional D.:

we (6, Py; P) = ;U%{\H(Pl) —0(Po)| | De(Pr, Po) <6}
1€

We also provide lower bounds for the global minimax risk of a family of distribution P:

Mo (P, As) = inf ISJlégEA,&Pn [|A(S) —0(P)]] .-

The following result presents our main lower bound, demonstrating that the local modulus w, de-
termines the rates for local and global miniamx risks. We defer the proof to Appendix D.1.

Theorem 6 Lete < 1, Py € P, and A: be the collection of e-differentially private estimators.
Then for a universal constant C' < oo

1 C
mlr?C(PO; P, As) > —We <7 Fy; P) .
6 n
In particular, we also have

1 C
M, (P, A:) > = sup we (,PO;P> )
PycP n
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We show that this lower bound is always larger than the existing total variation lower bound
by McMillan et al. (2022) and the standard hellinger lower bound for non-private estimation (see
Proposition 39), showing that

9 1 1
We <n7P07P> > wTvV (m7P07P> \/wdhel <\/777P07P> .

Moreover, in Example 1, we show that the gap between these lower bound can be arbitrarily large:

indeed, for certain distributions, we show that w.(1/n, Py; P) = © (ﬁ) which is significantly

nig, PO;P) V Wy, (ﬁ, Po; P) =0 (ﬁ + ﬁ) in the regime ¢ < 1.
Finally, we also prove a super-efficiency result (see Appendix D.3): any improvement over our

modulus of continuity lower bound at any distribution implies worse performance elsewhere.

larger than wrv (

3. Total Variation Framework

In this section, we begin our algorithmic contribution with a simple total-variation based framework
for private estimation that obtains nearly instance-optimal guarantees in the high-privacy regime
e < 1/4/n. In this section we assume that P is discrete and we show how to handle the continuous
case in Section 4.2.

Our total variation framework builds on the observation that in order to match the optimal lower
bounds for the high-privacy regime, that is, the total variation local modulus, one can run the expo-
nential mechanism with the total variation score. However, to make this amenable to privacy, we
must guarantee that our approximation for the total variation distance has low sensitivity.

Given S < P, our framework requires a distance function distrv (¢; S) with low sensitivity
and a good approximation of the total variation distance between P and the closest ) such that
0(Q) = t, thatis infoep.gg)=¢ [|Q — P|lpy. More precisely, we require the following two condi-
tions:

(C1) (Stability) The distance function distpy (¢; S) is %—sensitive.

(C2) (Accuracy) Forany P € P and S id P, we have that for all t € © with probability 1 — 3,

dist t;S) — inf —P < A.
|distrv (t; S) erl:rel(@:t 1Q HTV‘ >

Given a stable (C') and accurate (C) distance function disttvy, we consider its p-smooth ver-
sion distf,(t) = inf s:js—t|<p distTy (s). The total variation mechanism runs the p-smooth expo-
nential mechanism with distance distTy, resulting in the following density function for ¢t € ©:

Ary(t; S) o e Uity (68)me/2, (M.1)
The following theorem summarizes our guarantees for this mechanism.

Theorem 7 Let P be discrete and P be a distribution such that |P — Pyl|y < 1 for some Py €
P. Let § : P — O such that diam(©) < R. Assume the distance function distry satisfies

conditions (C1) and (Ca). For p > 0 and given an input S i P", the mechanism Aty (M.1) is
e-DP and with probability 1 — 23 returns 0 such that

A 2log(R
-0 <y (22D yon 1y pi) 45
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Proof The privacy guarantee follows immediately from the guarantees of the smooth exponential
mechanism (Lemma 5). Now we proceed to prove accuracy. We will upper bound the probability
of returning @ with large distance; let W = {t € © : distf, (;S) > K} for some K > 0 to be
chosen later.

To this end, let Py € P be such that || P — Py||;y < 7. Note that distTv (0(Fp); S) < A+
with probability at least 1 — 3 using the second property. This implies that dist/,(¢;S) < A+ 17
for t € © such that [t — 0(Fy)| < p. Now consider ¢ such that dist/.y,(¢; S) > K. The density for

Kne/2

Aty (t; §) is upper bounded by Arv(t;S) < ——Sames = e~ (K=A-mne/2 /,, This implies that

P(6 € W) < diam(©)e~(K—=A=mne/2 ), < g,

where the second inequality follows by setting K = A + n + 2log(2R/pf)/ne.

Overall, this implies that with probability 1—2, the output 6 ¢ W. Thus we have that dist/], (97 S) <
K, which implies there is ¢ € © such that |§ — ¢| < p and distTv(¢;S) < K. Condition (Cy) of
distTy now implies that

f P < dist t:S)+ A <K+ A.
QGPI?(Q |Q — Pllpy < distrv(t;S)

This implies that |t — 6(P)| < wry (K + A; P) and therefore the claim follows as
10— 0(P)| <10 —t| + [t = 0(P)| < p+wrv(K + A; P).
|

Having proved Theorem 7, the main challenge now is to design approximations for the total
variation distance that are 1/n-sensitive and accurate with A < 1. Then, applying Theorem 7 with
17 < 1/n and p < 1/n results in instance-optimal rates up to logarithmic factors in n. In the next
sections, we provide several techniques for constructing such approximations for a wide family of
problems.

3.1. Approximations for distributions with monotone likelihood
In this section, we provide an approximation for families with monotone likelihood ratio.
Definition 8 A family of distributions P over R satisfies the monotone likelihood ratio property

(MLRP) i QE ; is monotonically increasing or
decreasing as a function of x € R.

This property is well studied in statistics (Borges and Pfanzagl, 1963; Zacks, 1970) and many natural
distributions satisfy it such as Gaussian, Binomial, or exponential families with a single parameter.

Given S = (S1,...,5,) ~ i
total variation

P, we consider a set A that has subsets of R and approximate the

HQ—PHTv=jLé%P(A) — Q(A) = sup ~ 21{5 € A} - Q(4)

ACAT
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This approximation is 1/n-sensitive, hence satisfying the stability condition (C'1). However, for
accuracy, we need certain structural properties of the set .4 in order to guarantee uniform concen-
tration. For MLRP families (Definition 8), the set .A can be replaced by 1-dimensional intervals,
hence resulting in the following approximation:

n

1
: mon . — : - ) < o <
dist™"(¢; S) inf  sup E 1{S; < s} Sf:l;?(S <s)

QEP:0(Q)=t scR |1 i—1

: “)

We have the following guarantees for this approximation. We defer the proof to Appendix E.

Proposition 9 Let P be discrete and P such that | P — Py|| 1 < 1 for some Py € P. Let PU{P}

satisfy the MLRP property (Definition 8), and S % P, Then dist™" is 1 /n-sensitive and for all
teo®
. : log(2/8)
dist™"(¢t;S) —  inf - P < .
(:5)~ _int Q- Plry| < /<52

Using this approximation, Theorem 7 now implies the following guarantee for the total variation
mechanism with dist™°".

Corollary 10 Let P be discrete and P such that | P — Py||y < n for some Py € P. Let PU{P}
satisfy the MLRP property (Definition 8) Let 0 : P — O such that diam(©) < R. Set p = 1/n°

for ¢ > 1. Given an input S id P", the total variation mechanism (M.1) with the distance function
dist™°" (4) is e-DP and with probability 1 — 23 returns 0 such that

4log(2/p) + 1 N 2c-log(Rn/5),P;P>

n ne

1
+—.

nc

60— 6(P)| < wrv <

ne

When e < 1/4/n, this theorem implies that the error is roughly wry (M, P; P) +#, which
matches the lower bounds in Section 2 up to logarithmic factors in n and a negligible additive term.

3.2. Approximation for general finite families

Moving beyond monotone likelihood distributions, in this section we propose another distance func-
tion for the total variation that works for any discrete family of distributions. This mechanism ap-
proximate the total variation distance via the notion of Scheffé sets, and is similar to the mechanism
developed by Bun et al. (2019) for private hypothesis selection in total-variation distance. Their
mechanism can be similarly used to obtain instance-optimal results for the high privacy regime
e < 1/4/n; however, it may not be optimal for the regime ¢ > 1/4/n.

To this end, assume we are given a discrete family of distributions P over space S. For any two
distributions P, ) € P, we define the Scheffé set A(P, Q) C S to be the set such that

1P = Qllpy = P(A(P, Q) — QA(P, Q)).
Then, we define the following set A(P) = {A(P,Q) : P,Q € P}. Finally, we define our distance
approximation for general families to be

n

1
dist&"(¢; S) = inf sup |— 1{S; € A} —Q(A)]. (5)
(t:5) QEP:H(Q)=t Ac A(P) n; { I “)
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Proposition 11 Let P be a discrete family of distributions and P such that || P — P\, < n for
some Py € P. Given S id P, dist®®" is 1/n-sensitive and for all t € ©

4log(2[P|/B)

dist®"(1;S) = inf  [|Q — Pllpy| < n

+ 2n.
QeP:0(Q)=t K

We defer the proof to Appendix E. Note that Theorem 7 now immediately implies the following
guarantees for the total variation mechanism with dist&®".

Corollary 12 Let P be a discrete family of distributions and P such that || P — P\ < 1 for
some Py € P where n <1/y/n. Let : P — © such that diam(©) < R. Set p = 1/n for c > 1.

Given an input S~ P" the mechanism Aty (M.1) with the distance function dist®" (5) is e-DP
and with probability 1 — 23 returns 0 such that

0 6(P)] < wrv ( 610 (2[PI/B) | 2e:log(Rn/5) , p> Ll

n ne ne¢

Note that when e < 1/y/n and |P| = O(poly(n)), this theorem implies that the error is roughly
wTv (%; P) + 1/n¢, which matches the lower bounds in Section 2 up to logarithmic factors
in n and a negligible additive term.

4. Private T-Mechanism

Moving beyond the high-privacy regime, in this section we present our main mechanism that obtains
instance-optimality for all ¢ < 1. Our mechanism, the T-mechanism, builds on the T'-estimator
framework for non-private estimation of distributions (Birgé, 2006) This framework follows the
estimation-via-testing paradigm where it outputs a distribution P with an estimate o(P ) However,
unlike standard approaches for distribution testing with respect to the total variation distance, our
approach allows us to estimate distributions with respect to the new functional D., allowing to
obtain instance-optimal rates. Recall from Section 1.3 that the T-estimator outputs P if and only if
%57@(5) = % Dy 1/’15769(51') > 0 for all Q # P, for some predefined score functions Ypo: this
function gives a score whether P or () is more likely given the sample S.

Based on this, our T-mechanism instantiates the exponential mechanism (McSherry and Talwar,
2007) with the score function F'(P;S) = infgep.g4p ¥p,g(S): this score will guarantee that the
T-mechanism outputs P such that Yp Q( ) is large for all (). To guarantee privacy, our chosen
function ¢ p g (S;) have to be bounded. We first demonstrate our private T-mechanism in the case
of finite families P in Section 4.1 and then extend it to general families in Section 4.2. Finally, in
Section 4.3 we demonstrate the implications of our results to multiple hypothesis testing.

4.1. Private estimation for finite families

Beginning with the simpler setting where P is finite (P may not be in P), our aim is to design a
bounded score function ¢p g (S;) that measures whether P is more likely than () under S;. To this
end, we follow a useful tradition in robust statistics and privacy of clipping the log likelihood ratio,
defining

V:(S; P,Q) := [log gg;] : .

10
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This score was used by Huber (1965) to develop robust algorithms for binary hypothesis testing, and
more recently by Canonne et al. (2018) and McMillan et al. (2022) to develop optimal algorithms
for private binary hypothesis testing. We will not directly use that score, but instead consider the
shifted version

0e(85 P, Q) = 20-(8: P, Q) — (Eswpld=(S: P, Q)] + Esld(S; PQ)] )

Then for a dataset S € S™, we let ¢¥.(S; P,Q) = % > i1 ¥(Si; P, Q) denote the empirical mean
of the sample pairwise scores. First observe that due to shifting, the score 1. has the property that

Esp[te(S; P, Q)] = —Es~p[ve(S; Q, P)] = D-(P, Q).

Then, by concentration, given S ~ Pj', we expect that 1.(S; Py, Q) ~ D.(Pp,Q) > 0 for all
@, whereas 1 (S; Q, Py) =~ —D.(Py,Q) < 0. Based on this, we define the “distance” function
dist” : P — R,
dist” (P;S) := — inf ¢(S; P, Q).
ISE( ) ) ngpwé( ) 7@)

We expect that dist” (Py; S) is small for the correct distribution Py while dist” (Q; S) is large for
distributions @) where D. (P, Q) is large.
Finally, we obtain our private T-mechanism by running the exponential mechanism (McSherry
and Talwar, 2007) with the distance dist” (P; S),

At (P;S) x exp (—g ~distf(P;S)> . (M.2)

The following theorem summarizes the guarantees of this mechanism.

Theorem 13 There exists universal constants c1,co > 0 such that the following hold. Let P be a
discrete family of distributions and P such that | P — Fy||py, < 1 for some Py € P. Given an input
S P Lete < 1and B > 0 such that log(9|P|/B) > 6cienn. The T-mechanism At (M.2) is
e-DP and returns P such that with probability at least 1 — j3,

0(P) — 0(P)| < (2 EPUD) o).

n

Before proving this upper bound, note that the error of the T-mechanism matches the lower
bounds of Section 2 up to logarithmic factors.
Proof Observe that distf is € /n-sensitive in S, so the privacy guarantees of the exponential mech-
anism (Lemma 4) imply that the T-mechanism is e-DP.

We now turn to proving the utility claim. To this end, we will use the guarantees of the exponen-
tial mechanism which state that the mechanism will output a distribution P such that distf(p; S)
is close to the minimum. Then, we will show that bad distributions () (far away from P) have large
dist” (Q; S), while good distributions @ have small dist” (Q; S).

We begin with the following two lemmas, both of which we prove in Appendix F.

Lemma 14 (Bad distributions have large distance) There exists a universal constant ¢ > 0 such
that if Q € P with D.(Q, P) > 10en, then we have that dist” (Q; S) > D.(P,Q)/10 with proba-
bility at least 1 — 4exp(—cn - D:(Q, P)).

11
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Lemma 15 (Good distributions have small distance) There exists a universal constant ¢ > 0
such that for B > 4en, we have dist” (Py; S) < B with probability at least 1 — 4|P| exp(—cnB).

Let v > 4enn be a quantity we decide later and define the set of bad distributions Pp,q =
{Q € P: D(Q,P) > 20v/n}. Because 20v/n > 10ne, we may apply Lemma 14 to get that
dist” (Q;S) > 2v/n with probability at least 1 — 4 exp(—cy). Taking a union bound over all
Q € Pyaq» we have that the event By = {dist” (Q;S) > 2y/nforall Q € Ppaq} occurs with
probability at least 1 — 4|Ppqq| exp(—c).

On the other hand, Lemma 15 applied with B = ~/n gives that Fy = {dist’ (Py;S) < v/n}
holds with probability at least 1 — 4|P| exp(—cy).

Under the event E4 N Es, we can bound the density At (Q; S) for Q € Ppeq by

e—ndist? (Q;5)/2 e—ndist? (Q;5)/2

At(@:5) = dqep e—ndist? (Q;S)/2 = e—ndist? (Po;S)/2

< exp(—7/2).

Therefore, under the event 1 N Es, the probability that P € Ppqaq is at most |Prad| exp(—7/2) <
|P| exp(—cy). By picking v = log(9|P|/)/c and verifying that y satisfies v > 4enn, we have the
desired result. |

We briefly remark that this algorithm can be implemented in O(n|P|?) time by computing all
the pairwise scores between distributions.

4.2. Private estimation for unbounded families

In this section, we show how to extend our mechanisms to the non-discrete case where the size of
P might be unbounded. To this end, we will use discretizations P, of P that are 7-covers in total
variation distance: for all P € P there is P, € P, such that [|P — P,||, < 7. Given such a cover
Py, we then run our mechanisms over the discrete family of distributions 7.

Proposition 16 There exists a constant ¢ > 0 such that the following holds. Let P be a family of
distributions and P, be an n-cover of P in total variation distance where 1 < en~2 Lete < 1and

B > 0. Given an input S X pn for P € P, the mechanism Ax applied over P, returns P such that
with probability at least 1 — j3,

|0(P) — 0(P)| < w. <c : W,P;P)

n

Proof We first argue that we can apply Theorem 13 to the sub-family P,. For a given 7, by
definition of a covering we have that there exists Py € P, such that ||P — Pyl < 7. Also, for
n = 6cn=2, log(9|Py|/B) > 6cenn because log(9|P,|/3) > log9 > 2 while 6cenn < 1/n < 1.
Thus, all the requirements for applying Theorem 13 to P and P, are met, and thus the T-estimator

returns P such that with probability at least 1 — 38, D.(P, P) < CW. The claim follows. W

To discuss these implications further, we say that P has TV-dimension at most d if there exists a
constant C' > 0 such that for all > 0, there is an 7-covering P, in TV-distance with |P,| < C n=e.

Proposition 16 implies that the mechanism outputs P such that D, (P, ]5) < cw. Also,

12
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by the final remark in Section 4.1, the runtime of the T-estimator in this case is O(n??*!), which is
polynomial in n and exponential in d. In particular, when the TV-dimension d is of constant order,
we see that At obtains, in polynomial time, estimation rates matching the local minimax lower
bounds for non-discrete families from Section 2 up to logarithmic factors.

Moreover, when ¢ < 1/4/n, Proposition 16 implies that D, (P, 15) < cw, which

in turn implies that |P — P|py < cdlog(n)J”TlL:log(l/ 5) (see Lemma 25). For high-dimensional

Gaussian estimation with unknown mean and covariance, Bun et al. (2019, Lemma 6.8) shows

the TV-dimension of this family is O(d?) and so At would have error of O(W

TV-distance. This is tight up to logarithmic factors in n by Alabi et al. (2023, Theorem 7.1).

) in

4.3. Implications to multiple hypothesis selection

In this section, we briefly discuss the implications of our results to the setting of multiple hypothesis
testing. In this setting, we have a finite family of distributions P = {P,..., P}, and we have
access to n i.i.d. samples from P* € P. The goal is to privately estimate P*. For the binary case
(m = 2), Canonne et al. (2018) provide tight characterization of the sample complexity needed
to guarantee that P = P* with constant probability. Combined with Theorem 29, their results
essentially imply that

~ (1

n:®<A>, A. =min{D.(P,P) | P,P' € P,P # P'}.
>

For the case of multiple hypothesis m > 2, Bun et al. (2019) gives an algorithm that guarantees P =

P* with constant probability when (see Lemma 3.4 in Bun et al. (2019) with minor modifications

to handle the well-specified case).

~ (logm logm
n:Q(S%I ;;J, Ary = min{||P = P/, | P,P' € P, P # P'}.
These rates are not optimal in general: indeed, they do not match the optimal rate of Canonne et al.
(2018) for the binary case.
On the other hand, the T-mechanism A1 (M.2) outputs an estimate with an error bound in D,
rather than total variation. As a consequence, the T-mechanism guarantees P = P* with constant
probability when

~ (1
n:9<§m>, A. = min{D.(P,P) | P,P' € P,P # P'}.
€

It is instructive to note that our rates match the optimal rates for binary hypothesis testing when
m = 2, implying that the sample complexity of the T-mechanism is optimal up to a factor of
log m: we conjecture that this rate is optimal and leave open the question of proving a better lower
bound that depends on log m. Moreover, in the high-privacy regime ¢ < 1/4/n, our rates and these
of Bun et al. (2019) have the same sample complexity because D, (P, P') = O (e |P — P'||1y) (see
Lemma 25). However, in the regime ¢ > 1/4/n, the T-estimator gives better sample complexity for
families P where Agrv < A..

13
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S. Implications to robust statistical estimation

We conclude the paper by discussing the implications of our results to robust statistical estimation
of one dimensional functions which was recently shown to be equivalent to private statistical es-
timation (Asi et al., 2023). As a result, we show that the optimal rates for robust estimation are
governed by our proposed local modulus wy /,,, where 7 is the robustness parameter, and that our
T-Mechanism is an optimal robust mechanism. This should be compared to existing work on robust
statistical estimation (Donoho and Liu, 1988; Zhu et al., 2022) which obtained optimality results
only in the infinite sample regime. The rates in these works are based on the total variation local
modulus and therefore do not provide a tight characterization for the finite-sample rates; indeed, our
results below show that wy /,,, represents the accurate rate of convergence.

The notion of robust estimation requires the algorithm to estimate the parameter accurately even
when the input dataset has n7 corruptions. We formally define the notion of 7-robust estimation.

Definition 17 (7-robust estimation) Let P be a family of distributions and 6 : P — © C Rbe a
statistic of interest. Let A be a (randomized) algorithm for the estimation of statistic 6. We say that
A is a T-robust estimator for distribution P with error « if we have that

Err (A, P) :=Egpn max E4[JA(S") = 0(P)]]] < a.
S dpam (S,8")<nt

Asi et al. (2023) devise reductions between private and robust estimators which essentially show
that the optimal error for e-DP statistical estimation matches the error for 7-robust estimation where
T ~ 1/ne under natural assumptions. This allows us to characterize the minimax optimal rates for
T-robust estimation, defined as

M, (P, A;) = inf sup Err (A, P
n( Y T ) .AG .Aq— Peg T ( Y )

where A is the family of 7-robust estimators.

Using the fact that private algorithms are also robust, we have the following error for the T-
mechanism for robust estimation, giving an upper bound on the minimax error.

Theorem 18 There exists universal constants c¢1,co > 0 such that the following hold. Let 1/n <

7 < 1 and suppose S X pr e P and S' such that dham (S, S") < n1. Let Py be an n-covering of
P such that n < c1/n. The T-estimator mechanism A (M.2) with parameter € = 1/nt is T-robust

with error Err(Ap, P) < O (wl/m (M; P)) + B. In particular,

1 1
0 20 (s (20, 7)1 ).

Pep n n?

Moreover, we have the following lower bound on the minimax risk for robust estimation. Our
lower bound requires the mild assumption that the minimax is lower bounded by a polynomial
which is usually the case in most statistical applications.

Theorem 19 Let 7 € (0,1), P be a family of distributions, |0(P)| < 1 for all P € P, and assume
Mm,(P,A) > 1/ n for some constant C; < oco. Then there is a constant Cy < 0o such that the
minimax error for T-robust estimation is

1
> — .
mn(PvAT) > 2 <IS:}éI7;wCQ log(n)/nt <n»P>)
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Appendix A. Helper Lemmas

In our upper bounds, we use the DKW inequality.

Lemma 20 (DKW inequality) LetSy,...,S, % P with a cumulative distribution function F'(s) =
Prg.p(S < s). Let F,,(s) = % Yo 1{S; < s} be the empirical distribution function. Then for
all o« > 0,

Pr (sup |Fo(s) — F(s)| > a) < 2¢7 20
seER

We use the following form of Bernstein’s inequality from (Boucheron et al., 2013, Corollary
2.11).

Lemma 21 (Bernstein’s inequality) Suppose X1, ..., X, are independent random variables with
mean 0 and variance o such that | X;| < b almost surely. Then for all t > 0,

1 & nt?
P (n ;Xi > t) exp <_2(02+bt/3)> .

Lemma 22 For distributions P, P' such that |P — P'|| 1, < nand a function f such that | f(t)| <
M for all M, we have |Ep[f] — Ep/[f]| < 2Mn.

Proof Let i be a dominating measure of P, P’ and let p, p’ be the densities of P and P’, respectively,
with respect to p. Then,

Eplf] - Eplf)| = \ [ 1@o@) ~ @)t
< / @) lp() — P (@) dpu(z)

<M / 1p(2) — (@) ds(z)
= 2Mm,

proving the claim. |

Appendix B. Properties of D.

In this section we study and prove several properties of the functional D.. Recall that

DP.Q) = [(Pla) - Qo)) [log ggﬂ .

We begin by showing that D, can be expressed in a form similar to f-divergences.

Lemma 23 (Divergence form of D.) For any distributions P and Q),

p.r.0) = [ (58]

) Q(z)dz.
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In the above, the function f. : Ry — R is defined piecewise by:

—e(t—1) te[0,e7F)
fe(t) = (t—1)logt], = log(t)(t —1) tele et .
+e(t—1) t € (e, +o0]

D.P.Q) = [(Pte) - Q) |los "

)
- (a5 ) leeai] e

= [ (o) e

Moreover, D, enjoys many properties of distance metrics.

Proof By definition of D,,
P(x) ] )
€

Lemma 24 (Properties of D.) For any distributions P, Q:
1. (Non-negativity) D.(P, Q) > 0.
2. (Positivity) D.(P,Q) = 0 if and only if P = Q.
3. (Finiteness) D.(P,Q) < 2¢||P — Q|lpy < 0.
4. (Symmetry) D.(P,Q) = D.(Q, P).

Proof To prove non-negativity, note that f.(¢) > 0 is nonnegative. Thus,

D.(P.Q) = /f< )()dzz&

The positivity follows because f.(¢) > 0 for every ¢ # 1.
To prove that D.(P, ()) < oo, note that | f-(t)| < ¢|t — 1] for every ¢. Thus,

D.(P,Q) = /fs <> d;v<5/]P r)|dr = 2¢ ||P — Q| py < oc.

To prove symmetry, note that

gl =l

Therefore,

Moreover, the functional D, is closely connected to the total variation distance.
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Lemma 25 For all distributions P, Q):

2e[|P = Qllpy —e(e” = 1) < D(P,Q) <2e|[P = Qllpy -

Proof The upper bound follows from Lemma 24. For the lower bound, consider the function
he(t) = €|t — 1| — ele® — 1]. Note for all t € [e™%, €], he(t) < 0 < f-(t). On the other hand, for
t<e & hl(t) = f:(t) = —e and for t > €%, h.(t) = f-(t) = . Thus, we can conclude that for all
t >0, he(t) < fo(t). Therefore,

D.(P,Q) = /f( (?) Q(z)da

Q)
(«) .
> [ ha(w)@( )z = 2¢ | P = Qllgy — e(e* — 1).

Additionally, D, is Lipschitz with respect to the total variation distance.
Lemma 26 (Lipschitzness w.r.t. TV Metric) For any given distribution Q):
Do(P1,Q) = De(P2, Q)| < 4(" = 1) ||P = Py
holds for all distributions Py, Ps.

Proof Note that f. is 2(e®—1) Lipschitz. To see this, the derivative of f., denoted as f/, is piecewise
defined with expressions:

—€ te0,e79)
)= Qlogt) +1- 1 te (e e .
+e t € (e*e, +00)

Using standard calculus, we can show that the derivative | f/(¢)| is always bounded by 2(e® — 1) on
its domain. Since f- is continuous, this proves that f is 2(e® — 1) Lipschitz.
As its consequence, we deduce:

D.(P1, Q) - D-(Pp,Q |—\/f€<P1 ) fs<P2(x)>Q($)dfﬂ

(z) Q(x)
() Pz
< 2(ef —1) Q(x)dr =4(e®* — 1) ||P, — P .
[ o) - 2| @@is =4 - 01 - Paly
This completes the proof. n

Lemma 27 (Triangle-like inequality of D.) Fore <1,

D.(P,Q) < C(Dc(P, R) + D=(R,Q))
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Proof Here, I am taking g. (¢ f1 log 5% .ds, not the usual g., but should be similar. This is so
that g-(0) = 1 and g.(t) = [log te ..
We can express the desired inequality as

[ () e =e [ () oree [ (Gg) o»
dQ dP)\ dR
Jo () v (&) ) o7
Therefore it suffices to show that for all x,y > 0,

fe(@) < C(fe(y) + f=(x/y)y).

We first define g(t) = flt [log s]° .ds and show that there exists universal constants ¢, ¢’ > 0
such that cg(t) < fo(t) < g(t) for all t > 0. After showing this, it suffices to show that for all
z,y >0,

g(z) < C(g(y) + g(=/y)y). (6)

To show g(t) = O(f:(t)), we first note that g(1)

(I)) < dforallt > 0. Fort < e™%, f/'(t) = Ql(t)

t> e, f'(t) = ¢'(t) = eandso gg)) = 1.Fort € [e=%, €], f'(t) = logt+1—1and ¢'(t) = log t.
This means that the ratio of the derivatives is
P, 1
gt) logt tlogt’

fe(1) = 0, and so it suffices to show

L4 = 1. Similarly, for

=

c <

which standard calculus shows is between 1 and 3 for all e < 1 and ¢t € [e™¢, ef]. Thus, picking
¢ < 1landc > 3 gives that cg(t) < f(t) < /g(t), and now we turn to showing (6).

Fixing y > 0, we define h(x) = g(y) + g(x/y)y. First note that h(y) = ¢(y) and we have
derivatives

g'(z) = [log z]*,
h'(z) = [logz — logy]° .

Consider the case y > 1. Then logy > 0 and so h/(z) < ¢/(z) for all # > 0. This combined
with h(y) = g(y) shows that h(x) > g(z) for all z < y. For x > y, we will show that for some
7>y, g(x) < Ch(y) fory <z < gand ¢'(z) < Ch/(y) for x > g, proving that g(z) < Ch(x)
for all z > y.

For z > ey we have ¢’'(x) = h/(z) = € and for x > y? we have ¢’(x) < 2h/(x). Now take
gy = min{e®, y}y, so that ¢’(z) < Ch/(z) for x > 7 as long as C' > 2. Because g and h are
increasing away from 1 and g(y) = h(y), if we show that g(g) < Cg(y), then we will have for
y <z <gthatg(z) < g(y) < Cg(y) < Ch(x). To show this, note that

g(y) _ (min{e®,y}y — 1)[min{e, logy} + logyl=.

9(y) (y — 1)[logyl=.

which is bounded above by a constant for all ¥ > 1 using standard calculus.
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Now consider the case y < 1. Then logy < 0 and so h/(z) > ¢'(x) for all z > 0 and hence
h(z) > g(z) for all x > y. For x < y, we will show that for some y < y, g(z) < Ch(y) for
gy<x<yandg'(zr) > CH(y)for0 < x < g, proving that g(x) < Ch(x) forall x < y.

For x < e~y we have ¢'(z) = h/(z) = —e and for x < y? we have ¢/(x) > 2h/(z). Now take
¥ = max{e °,y}y, so that ¢’(z) > Ch'(z) for z < 7 as long as C' < 2. Again because g and h
are increasing away from 1 and g(y) = h(y), if we show that g(y) < C¢(y), then we will have for
§ < <ythat g(z) < g(7) < Cgly) < Ch(x). Then

g(7)  (max{e™%,y}ty — 1)[max{—¢,logy} + logy|=.
gly) (y — Dllogy)=.
which is bounded above by a constant for all y < 1 using standard calculus.
Therefore, we have that for all y > 0 that g(z) < Ch(z), which shows (6) and hence proves

the claim. u

Appendix C. Binary hypothesis testing

The functional D is closely related to the minimax optimal sample size needed for binary hypoth-
esis testing under differential privacy constraints.

Consider the setting where we have i.i.d. samples S1, Ss,...,S, from either P or (). We are
interested in e-differentially private testing strategy 7" : S™ — {0, 1} that minimizes the sum of the
type I and type Il error:

¢.(P,Q) = inf P(T(S) # 1) + Q(T(S) # 0).

The minimax sample complexity for an e-differentially private testing problem between two distri-
butions is then determined by finding the smallest sample size n necessary to ensure the sum of the
type I and type II errors is less than 1/3 (here 1/3 can be any absolute constant in (0, 1)):

N(P,Q) =min{n € N: ¢,(P,Q) <1/3}.

Canonne et al. (2018) determines the minimax sample complexity size 1 up to constants for
every private binary hypothesis problem. For any given distribution P and @), they first define

r = mae{ [ max(p - #Q.0}, [max(Q - n0} |

Suppose 7 is attained by the second argument (without loss of generality) and let &’ > 0 be such that
7 = [ max{P — e Q, 0}. They then further define two probability distributions P’, Q" by setting
dP’" x min{dP/dQ, e }dQ and dQ" x min{dQ/dP, e }dP. Finally, they set
Us(P,Q) =te+ (1—1)H*(P,Q").
Theorem 28 (Canonne et al. (2018)) Fore = O(1):
N(P,Q) =6 (1/U(P,Q))-

Although these definitions are apparently different, we demonstrate that D (P, Q) and U, (P, Q)
are respectively upper and lower bounded by each other, with constants solely determined by e. In
particular, we have the following result.

Theorem 29 Fore = O(1),
D.(P,Q) =0(U:(P,Q)).
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C.1. Proof of Theorem 29

To prove this result, we introduce an intermediate quantity: for any two probability distribution P
and (), we define

P — . P// _ /" 1 _ H2 Pl /
me(P.Q) PP Q0] | ey + (=D HAP.Q)
subject to P=7P"+(1—-7)P', Q=7Q" +(1-7)Q,
14P'/dQ'|| ; v [|dQ"/dF'|| < .
We shall prove that D.(P,Q),U-(P,Q), m:(P, Q) are respectively upper and lower bounded by
each other, with constants solely determined by by e.

Proposition 30 Fore = O(1),
Da(Pv Q) = G(ms(Pv Q)) = @(UE(P7 Q))

Proof We prove in Lemma 31 that D, (P, Q) = O(m.(P,Q)), and in Lemma 32 that m. (P, Q) <
U.(P,Q), and U.(P,Q) = O(D-(P,Q)) in 33, .

Lemma 31 Fore = 0O(1),
D.(P,Q) <2(e° +1)m.(P,Q).

Proof Consider any convex decomposition of the measure:
P=1P"+(1-7)P, Q=7Q"+ (1 -7)Q'

with [|[dP’/dQ"|| ., V ||dQ’/dP'||,, < e and T € [0, 1]. We prove for any such convex decomposi-
tion:
D.(P,Q) <4(e° + 1) (T]|P" = Q"|| oy + (1 = )i (P, Q")) - ©)

The function f.(t) is piecewise defined, not convex, and is non-differentiable at points ¢t = e~¢
and t = e®. For this reason, we introduce a function g. which is defined by:

fe(e™) + flet®)(t —ete) te (et +00)
gé(t) = fa(t) te [6_6’ 6+6]
fe(e™) + flle™®)(t—e™F) t € (—00,e77)

where we abuse the notation, and use

fle®) = lim f.(t), flle %)= lim f.(¢)

t—(es)~ t—(e—¢)t

to denote the left and right derivative of f. at e™¢, e~ respectively. This continuously differentiable
function g. agrees with f. when t € (e ¢,€°), and is linear within (e*¢, +00) and (—oo,e™¢).
Since f-(t) = (t — 1) log(t) is convex when ¢t € (e~¢, e™¢), this then implies that the derivative of
ge 1s monotonically increasing in ¢, and thus g, is convex in t. Additionally, one may verify that
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o fo(t) < g(t) forevery t € R. This is because g-(1) = f-(1) = 0, and ¢.(t) > f.(¢t) > 0 for
every t > 1,and ¢g.(t) < fI(t) < 0forevery ¢t < 1.

* g:-(t) < 2(e® — 1)|t — 1| for every t € R. This is because g.(1) = 0, and sup, |g.(t)] <
2(ef —1).

Let us go back to the proof of equation (7). Since f. < g., we obtain for every distribution
P Q:
D:(P,Q) = Dy, (P[|Q) < Dy (P[|Q).

Given that g. is convex, the divergence D,_(P||Q) is jointly convex in (P, Q)). Furthermore, since
P and @ are convex combinations of P”, P" and Q”, Q' respectively, it then follows that

Dy, (P||Q) < 7Dy, (P"]|Q") + (1 = 7) Dy (P']|Q").

We further estimate the divergence measures on the right-hand side.
For the first term, by leveraging the bound g¢.(¢) < 2(e® — 1)e|t — 1|, we deduce

Dy (P"|Q") < 4(ef = ) |IP" = Q"|| py -

For the second term, since dP’'(x)/dQ'(x) € [e”%,€°], and g.(t) = (t — 1)log(t) for ¢t €
[e7¢, e°], we obtain that

Dy (P'(|Q) = Dxr(PIQ") + Dxr(Q'|P') < 4(e° + 1)dia(P', Q).
where in the last inequality we utilize the bound (¢ —1) log(t) < 2(ef+1)(vt—1)?fort € [e~¢, €°].

By integrating the established bounds, we successfully demonstrate equation (7) as intended. ll

Lemma 32 Fore = O(1),
me(P, Q) < U(P, Q).

Proof This immediately follows from the definition that m. (P, Q) takes minimum over all possible
decompositions, while U, (P, @) is functional value from one possible decomposition. |

Lemma 33 Fore = O(1),
Ua(Pv Q) = O(DE(P7 Q))

Proof Our proof adapts from the arguments in the proof of Theorem 2.5 (Canonne et.al. 2019’).
Let us pick &’ < e such that

T = /maX{P —e°Q,0} = /maX{Q — P, 0}.
We partition the space X by:
G = {z|P(x) — €Q(z) > 0}, L={z|Q(z) — " P(z) >0}, T =S\(GUL).
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Since ¢’ < &, we have by definition:

D.(P.Q) = [(Ple) - Qo)) [tox |
P)]"
> [(Pw) - @) [ gt | e ®
= — 9 xT) — x O P(x) ) i — 8,
= (P(©) - Q)=+ | (Ple) = Qo) a5 ] o+ (Q(L) — PO

Since our two probability distributions P’, Q)" are defined by dP’ o< min{dP/dQ, e }dQ and
dQ" « min{dQ/dP, e }d P, we thereby have the identity:

(1—7)P =min{P,eQ}, (1-7)Q =min{Q, e P}.
In particular, we can see that

P(G)=Q1-7)P'(G)+7 QG)=(1-7)Q(9)
QL) =(1-7)Q(L)+7, P(L)=(1-7)P(L)
Also, for every z € J, P(x) agrees with (1 — 7)P’(z) and Q(x) agrees with (1 — 7)Q’(z).

Furthermore, for every = € 7, log(P(x)/Q(x)) € [—¢',¢].
Thereby, we have

P(G) - Q(G) =1 -7)(P(9) - Q'(9) + 7
Q(L) = P(L) = (1-7)(Q(L) - P'(L) +7
" P())° P(a)
z p p x
[ @ =) g5 de= [ (Ple) - Qoo g
Substituting bounds into inequality (8) reveals that D. (P, Q) is lower bounded by
(1= D)(P'(©) ~ Q@) + (1 - (@) ~ (D) + [ (Pa) ~ Qo) log G di+ 7+ )
J Q' ()
= (1= 7)(Dxu(P|Q") + Dki(Q'[|P)) + 7(e + &)
Since Dkr,(P'||Q') > d2.,(P',Q’), this then yields the bound as desired:
Dé(Pv Q) > (1 - T) ﬁel( /7Q/) +7E = UE(Pv Q)
This completes the proof of the theorem. |

Appendix D. Missing proofs and details for Section 2

In this section, we provide proofs for our lower bounds. We begin in Section D.1 where we prove
our local minimax lower bounds, and then we prove our global minimax lower bound. We also
demonstrate the connection of this lower bound to the existing total variation and hellinger lower
bounds in Section D.4.
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D.1. Proof of Theorem 6

A standard argument lower bounds the minimax error of e-DP estimation by the £-DP testing error.
More specifically, consider V' to be a random variable that have equal (prior) probability to be from
Py or P, T to be a testing function that satisfies e-DP, then

6(Py) — 6(P))

g, Sasep [AS) - 0P = |20

AecA. Pe{Py,P1}

inf P(TL(S) # V)

By the definition of sample complexity 9t( Py, P ) in Cannone et al. (2019), we know that when
n < N(Py, P), for all e-DP tests T, we have

P(TL(8) # V) = S[R(TL(S) = (P1)) + Pu(TL(S) = 0(Fy))] >

| =

By Theorem 28 and Theorem 29, we have (P, Py) = O(1/D. (P, Py)). Therefore, for every
P; chosen from the set of distribution

Pr = {DE(P“PO) —¢ <711>}

ol s B [AGS) - 0(P)] > |

we have

A€ A, PG{P(),P:[}

Now, taking supremum over P; € P; on both sides yields
loc 1 1
M (Pos Py Ae) = cwe (O ) Poi P
We can also prove an upper bound on the local minimax complexity.

Lemma 34

2 1
MO (Py; P, Ae) < - <0 <n> ,PO;P>

Proof Fixing any pair of distribution Py, P; € P, any e-DP estimation algorithm .4 € A, can be
used to build an e-DP testing function ;. For instance, define 7.(S) = Py if [A(S) — 6(P)| <
|A(S) — 0(Py)|, and T.(S) = P otherwise.

Similarly, any e-DP testing function 7% can be used to build an e-DP estimation algorithm A.
Namely, we just set A(S) = 0(Pp) if T.(S) = Py and A(S) = 6(P,) otherwise.

Therefore, we see that e-DP testing function and £-DP estimation algorithm are equivalent to
each other in binary testing.

By Canonne et al. (2018), we know that when n = ©(1/U;), which by Theorem 29 is equivalent
to D. = ©(1/n), for all P, € P, there exists e-DP testing function 77 that can distinguish between
Py and Pj, namely,

Py(T:(S) = 0(P1)) + PL(T:(S) = 0(Ry)) <

W =
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Then by the equivalence between testing function and estimation algorithm discussed above,
there exists e-DP estimation algorithm .4 such that

~ 1
_ _ < = _
S B [JAS) - 6(P)] < 2100 ()

So then

_ 0(FPo) — 6(P1)|
f E 4 supn -0(P)|| < ———%——
AIQAE Per{nl%fipl} as~pm [ALS) = 0(P] < 3

Next, by taking supremum over P’} we have

(R P A < 5o (01 ) o)

D.2. Chi-squared Divergence Bound

Theorem 35 Let Py, Py be arbitrary distributions on a common space X, A be any ¢ differential
private channel (Def 1) and M (-) = [ A(- | 8)dPy(S) for o € {0, 1} be the marginal distribution
on ©. Consider any convex decomposition of the probability measure Py, P:

Ph=(Q-7)Pi+7P!, Pb=(1—-71)P[+ 1P/

obeying ||dPy' /dP/'|| V ||[dP/'/dPy| < e*. Here, Py, Py, P, P{ are probability measures. T €
[0, 1]. Then, when ¢ = O(1), we have, for some constant C,

Dy (Mi||Mo) < exp(Cn(er + (1 = 7)dh (P, Fy))) — 1.
Our proof utilizes two different techniques in upper bounding the x? divergence.

Lemma 36 We have that
D, (Mq]|Myp) < exp(anz (P1]|Ry)) — 1.
Proof By data processing inequality:
Dy2(Mi||Mo) < Dy (PP || Fg™).
The conclusion then follows as D, » (P || P5™)+1 = (D2 (P1||Py)+1)" < exp(nD,2(P1||Py)).
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D.2.1. PROOF OF THEOREM 35
For any pair of distribution Py, P; € P, fixing ¢, following Canonne et al. (2018)’s definition about

7-(Py, P1) (we write 7 for abbreviation), we have

T = max {/X max{Py(z) — e P (z),0}dx, /X max{ Py (z) — e Py(z), O}dw} .

Assuming without loss of generality that the first term above is the larger one, we can then let

0 < €’ < ¢ be the largest values such that
/ max{FPy(z) — e“Pi(x),0}dr = / max{P|(z) — ¢ Py(x),0}dz = 7
X X

Finally, we define

/ min{ Py(z), e P; (CL’)}’ P(;/ (z) = max{Py(z) — e“Pi(x),0}

Fy(z) = 11— -
P|(z) = min{Pl(lﬂcl 6: Po(ﬂc)}7 Pl(@) = max{ P (z) ;ef Po(g;%o}'

So we can decompose

Py=(1- T)Pé +7P! P = (1-— T)Pll + TPII/

For a € {0, 1}, if we generate W1,..., W, ~ Ber(7), pick S; ~ P, when W; = 1, and S; ~ P/
when W; = 0, then marginally we will have Sy, ..., S, s P,. Basing on this construction, define

set N={ie{l,...,n}|{W; =1} and N = [n] \ N, then we can express the joint distribution as

Pa(Xlzn) — ZT|N|(1 - T)|NC|P!(SN)P¢;(SNC)
N

For 7 = 0, the bound reduces to Lemma 36.
For 7 > 0, first note that

, 2
D) = | (Z}Eg - 1) Pi(e)ds
2

2
:/ Pl,(:n) -1 Pl,($) +1 Pé(x)dx.
Fy(z) By(z)
/ / / xT 2
Then by our assumption that log( Py (z)/ P, (x)) € [—¢€, ], it follows that ( i%—g%—&-l) < (ee/2+
0 xr

1)2 for all z and so D, (P}||P}) < 2(e2 + 1)2d} (P}, ).
Then by Lemma 36,

Dy2(Mi||My) < exp(2n(e? + 1)°dp (P], Fy)) — 1 < Ondio (P, Fy).
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For general case of 7 € [0,1]. By decomposition of P,(S) discussed in the beginning of the
section, we naturally have

Mo(z) = 71 = 1)V My o(2),
N

where My , is the marginal distribution of the channel that corresponds to a specific set /NV. As the
Chi-squared divergence is convex in the pair of distribution, we then have

Dy2(My||Mo) <Y 7M1 = 7)WID 2 (M ]| Mivo)
N

Note that we have

DXZ(MNJHMN,O) _ / (MN,I(Z];OJ(ZJ)V,O(Z))QdZ (9)
(Mn1(2) = My 2(2))? (My2(2) = My o(2))?
= 2/ Mno(2) dzt 2/ Mno(2) dz 10

where we define

MNO /.A Z‘S SN)PO(SNc)dS
My (2 / A(2]8) PY(Sx) Pl(Sye)dS

Mys(z / A(2]S) PL(Sw) Pl(Swe)dS

For the first term in (10), we first define
A(=|Sy) = / A(2|S) Pl (Sxe )dSe

Then by privacy of A, Ais naturally e-DP with respect to Sy.. Therefore, for all Sy and S and
all z, we have

< Nl

Letting S}, be a fixed dataset, we have

Mya(2) _ [ AES)PI(SN)P(Sne)dS 2\N|ef"4 2ASN) L (SN)ASN . _ o
Myao(z) [ A(Z\S)Pé’(SN)P{(SNc>dS - [ A(z|S{) P (Sn)dSy '

So then
|My(z) — My(2)]* < (exp{4|N|e} — 1) My 2(2)?

For the second term in (10), we apply Lemma 36 to get

Dy2(Mn2||Myp) < exp {IN| D\2(Py||Pg)} — 1
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Now plugging these bounds to (10), we have

D2 (Mp1||[My,) < (exp{4|Nl|e} — 1) exp {|N¢| D,2(P[||Pg) } + (exp {|N°| D,2(P{||Pg)} — 1)
(11)
= exp(4|Nle + |N¢|D,2(P[||Py)) — 1 (12)

So then by Cauchy-Schwarz

D2 (My||Mo) < Elexp(4|Nle + [N°|Dy2(P{[| Fp))] — 1

< \/E[GXP(SINIS)]E[GXP@INCIDXQ(P{\IPé))] -1

Because |N| and | N¢| are binomial random variables, referring to the moment generating func-
tion of binomial random variables, we have
Elexp(8|Nle)] = (1 +7(e* — 1))
< exp(n7(e* — 1))
< exp(2C'nTe)

Elexp(2N°[Dye (P{|P)))] = (1 + (1 = 7)(e*P P — 1)y
< exp(n(1 —7)(e* I — 1))
< exp(2C"n(1 — 7) D, (P{[| Fy))
for some constant C’, C”, where we leverage e* — 1 < ez when z € [0, ¢] in the last inequality

withe = O(1) and D, »(P{||P}) < e* — 1= O(1).
Then we have

D, 2(M;||Mp) < exp(C'nre + C"n(1 — 1) D2 (Py]| Fy)) — 1
Now, by assumption, we have for all z,

dP{(z
dPj(x

~—
|

€ [e75, €,

~—

and so D, 2 (P[||P}) < 2(e¥/? + 1)2d},(P{, P}). Thus

D, 2(M||Mpy) < exp(C'nre + C"n(1 — T)(QE/Q +1)%2d2 (P, Py)) — 1
< exp(Cn(re + (1 — 7)dp (P}, Fp))) — 1

for some constant C because ¢ = O(1), which finishes the proof.

D.3. Super-efficiency

To provide our general super-efficiency result, we use constrained risk inequality (Brown and Low,
1996; Duchi and Ruan, 2020). The next proposition shows that improvement over modulus of
continuity lower bound at a point P implies worse performance elsewhere. The key technical

29



Asi DucHI HAQUE L1 RUAN

ingredient central to the development of the proposition is a new information contraction inequality
which relates the y2-divergence between the private measures My, M to the form optimal sample
complexity (Canonne et al., 2018) defined in Theorem 28, whose presentation we defer to Theorem
35 in Appendix D.2.

Before going to the main theorem, we first denote some of the constants used in other theorem
and lemma. Suppose Theorem 35 is satisfied with constant C'y, Theorem 29 is satisfied with constant
Cy and C3 (e.g. CoD. < U < C3D.) and Lemma 27 is satisfied with constant Cj.

To state the result, we also need to specify an upper bound on the sensitivity of local modulus
wr,p.. The exact value of this bound can be computed under specific distribution family P; for
instance, it is satisfied with the parametric family introduced in Example 1 with A, = V/k.

Condition 1 (Sensitivity Bound) Forall k,6 € Ry, there exists Ay, < oo such that
we (K6, Po; P) < Apwe (0, Po; P) -

Theorem 37 Suppose Condition 1 is satisfied with value A when k = 26’304 /Ca. Let A be any ¢
differentially private channel (Def 1) with marginal distributions M (-) = [ A(:|S)dP2}(S). If for
some n € [0, 1] and some constant k > C1C3 , the estimator A satlsﬁes

1
R(A7 907M0) S n - We <7P07P> )
nKk

then for all t € |0, 1], there exists a distribution Py € P and constant { = C1Cy such that,

1 12 tlog +
R(A,el,Ml)zﬁﬁ—n%} wa< 7 P1,77>.

+ ng

Roughly speaking, Theorem 37 states that, given a constant ¢, for any small enough 7, that if an
estimator A is super-efficient at I, in that its risk is considerably smaller than the local modulus at
Py, then that same estimator A pays nontrivial price elsewhere.

D.3.1. PROOF OF THEOREM 37

The proof leverages a constrained risk inequality that extends Brown and Low (1996, Thm. 1). For
any two probability measures Py and P; we define the 2-affinity
dPy
P d PO )

which measures the similarity between distributions Py and P;. Lemma 38 states the con-
strained risk inequality formally, which essentially says that, if an estimator has small risk under
Py, then its risk at P; must be nearly the size of the distance between the associated parameters 6
and 6,

dP?
p (Pi|Py) := D, (P1|Py) +1 =Ep, _

drg

Lemma 38 (Duchi and Ruan (2020, Theorem 1)) Let 6y = 0(Fy), 61 = 6(P1), and define A =
|6g — 01|/2. If the estimator 0 satisfies R(H 0o, Py) < d for some § > 0, then

2
R(0,61,P) > |AY? — (p(Py|Py) - 6)/?
+
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~

For notation shorthand, we introduce R,(6) = R(6,6,, M,). By Lemma 38, for any distribu-
tions Py and P;, we have

5 2
) 2 [G'(’O - 91’) "= (p () 0s5) - Ro(§)>1/2]

+
Following Canonne et al. (2018), we define

= max{ /X max{Py(z) — e“ Py (z), 0}dz, /X max{P, (z) — eEPO(:C)7O}d:C}.

Assuming without loss of generality that the first term above is the larger one, we then let
0 < €’ < ¢ be the largest values such that

/ max{Py(z) — e“Pi(x),0}dr = / max{P,(z) — ¢ Py(z),0} dz = 7.
X X
Finally, we define

/ min{ Py(z), e P (x)}

Pl(a) = _ min{ P, (z), eEIPO(:U)}

, Pi(x)

1—7 1—7
Then by Theorem 35, we further have the following information contraction inequality
p (M1 Mo) = Dy (Mi|Mo) + 1 < exp(Ci(n7 +n(1 = 7)dia (P, Fp))). (13)

This information contraction inequality is the key to the proof of Theorem 37. The rest follows the
same argument in Duchi and Ruan (2018b, Proposition 3).
For t € [0, 1], let P; be the collection of distributions

tlog *
Pi:={PeP|U.=er+ (1 -71)diy(P,P)) < R
2n01

so that under the conditions of the proposition, any distribution P; € P, satisfies
2

~ 1 V2 1 1/2
(0 > (reo - en) e, <,P0;P) . (14)
2 nK

+
Now, with inequalities (13) and (14), we see that for all ¢ € [0, 1], there exists P; € P; such that

2
-~ tlog% 1/2 (1-1) 1 1/2
Ri(0) > |wu. , Po; P —N 2 we %,Po;P

nCl
JF

Because 0 +— w(d, Py; P) is non-decreasing, utilizing Theorem 29, if ¢ € [0, 1] we may choose

P eP;
Rl(é\) > |:1_,,7(1—t)/2i|2 w tlog% POP
= n £ TLCng’ 9
1 2 2C,tlog L
> =1 o p0en2)” 1 p. 15
LA N ety T (15)

31



Asi DucHI HAQUE L1 RUAN

where the last step is by Condition 1 and the definition of A. Lastly, we lower bound the modulus of
continuity at Py by a modulus at P;. Following the same argument in the proof of Duchi and Ruan
(2018b, Proposition 3), we claim that by Lemma 27, any P; with D.(P;, Py) < 0 satisfies

1
w:(2C49, Po; P) > ng(é, Pi;P). (16)
Hence, if we take 6 = tlog %/(n(), all P, € P, satisfy Uz(Py, P1) < C96. By Theorem 29
they also satisfy D.(Py, P1) < 0. Then Eq. (15), inequality (16) imply for some P; € P
~ 1

2
Z 1= p=0)/2 .
Ri0) 2 5 [1 =02 we (2040, Py P)

1 2 tlog +
1 asye 1.
A\ [1 ” L%( nC 7P1’P>'

Let us return to the claim (16). For distributions Py, P;, P» with parameters 6, = 6(P,),

91—92 90_92
2 2

v

0y — 0
0 42

< [0p — 01| + [0o — O] <2

Next for any § > 0, conditioned on D.(Py, P1) < 4, for any P that D.(P;, P) < ¢, by Lemma 27
we have D.(Py, P) < C4D.(Py, P1) + C4D.(P1, P) < 2C40, therefore

w8(20457 P07 P) — sup GOQH(P)‘ Z sup 9029(f))'
De (P, P)<2C46 D.(P1,P)<§
> sup {01—9(P)‘_00—91}
D.(P1,P)<6 4 2

1
> 5(}.}5(5, Pla P) - w€(57 PO) P)
Rearranging, we have inequality (16), as for any distribution P; such that D.(Py, P) < 6,

1
2we (2040, Po, P) = we(0, o, P) + w (2046, P, P) = Juwe(, P1, P)

D.4. Connection with Total Variation Bound and Hellinger Distance Bound

In this section, we compare our new D.-based lower bound to existing lower bounds based on the
total variation metric and the Hellinger metric McMillan et al. (2022). First, we show in Proposi-
tion 39 that our lower bound is always larger than the one in McMillan et al. (2022). Morevoer,

we show our D.-based lower bound is always larger than existing lower bounds based on the
total variation metric and the Hellinger metric McMillan et al. (2022). We provide an example (see
Example 1) where our lower bound can be arbitrarily larger than existing lower bounds.

To this end, recall the local modulus of continuity with respect to the total variation metric and
the Hellinger metric:

wrv (9, Po; P) = sup {10(P1) = 0(Po)[ | [[P1 = Pollpy < 0}
1€

wdhel(é? PO?P) = IfuI;D {|9(P1) - 9(P0)| | dhel(PlHPO) < 5}'
1€
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Proposition 39 Letc < 1 and Py € P. Then

9 1 1
—, Po; > —, Po; \% —, Po;
We (7’17 07P) Z WtV (ns’ 07P) W el (ﬁ’ 077D>
Proof Fixing Py and for any P; € P, by Lemma 24 we have
De(Py, Pr) < 2 ||[Py — Pr|py -

Then, |Py — Pi|lpy = nis implies that D.(Py, P1) = 2. Taking supremum over P;’s that satisfy

the condition, we get
2 1
We <7P0;7’) > wrv (,Po;P)
n ne

For the other side, consider the divergence form of the function D, from (23) and the divergence
from of dﬁel. Then we have

p.P.Q) = [ £ (o) Q)i

x)

dha (P, Q) = /fhel (ggx)

where f.(t) = (t — 1)[log )=, and fra(t) = 3(Vi — 1)
When t > 0, we can piece-wisely compare the function values and deduct that

) Q(z)dz.

fe(t) < 2¢(e? +1) < 2(6% +1)
fhel(t) o 63 -1 - e% —1

for e < 1. Thus we have D (P, Q) < 9d? (P, Q). Therefore if dpei (P, Q) = ﬁ then we get that

D.(P,Q) < %. Overall taking supremum over P; we have
9 1
We EaP()aP dehcl %7P07P
|
Next, we will provide an example where we can strictly separate the bounds in Proposition 39.

Example 1 We first share some intuition about how to build this example. For the lower bounds
introduced in Proposition 39, when fixing a bounding value of % on the metrics, we are essentially
comparing f-divergence metrics basing on the following functions (disregard the constants):

fe(x) = (x = Dlloga),, efrv(z) = elz — 1|, and frep(z) = (V& —1)°
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— f=(x=1lInx]I%,

14 -—- efy=¢lx-1|

..... Frep = (VX — 1)?

From the plot of these functions we see that to make D, (which based on f.) much smaller than
ex TV distance and dﬁel, we can
(1) pick some mass py with likelihood ratio value x1 € [e” ¢, €] so then f-(x1)p1 << efry(z1)p1.
(2) pick some mass ps with likelihood ratio value xo =~ 0 or xo >> €° so then f.(x2)p2 <<
Jherz(@2)p2.
(3) finally to ensure that the relative size comparison is still valid after considering the sum of sep-
arate parts above, we want f.(x1)p1 = fe(x2)p2.

Basing on these ideas, we consider a parametric family of distributions { Py }gcr, where Py(x) =
IzE[O,I] and

1 €62
2 T e [07 14252
82 1
P 1—¢ld], ze€ 425577 3

xTr) =

) 1+¢ld|, xe (b, Lt
’ 2 142262

3 1462
[ 2 v € 1z

Then making use of approximation log(1 + ) ~ x and \/1 + x =~ 1 + § when x ~ 0, we have

£ 1

- = 1 _ _ - 2¢2
De(Ps, Po) = eq-5 53 + 5ldl(log(1 + ld]) — log(1 — eld])) 37555 = ©(°5")
1 62 1
1Ps — Pollpy = B (1+2£52 +5’5\71 +2€52) = O(eld])
1 ((vV6—1)2+ (2 —2)%)es? 1
2 _ = o _ 2 o 2
@Ea(Ps, Po) = 5 ( AT 257 (= VIR + VTH R - 1) 55

= 0(e6?).

So then
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(7)o ()

Now, consider a sequence of positive real numbers {c,,} such that &, — 0 and e2n — oo, we
have

Wty (na ,PO,P> V Wiy (W,PO,P)
lim i
n—o0 Wey, (57P07P)

=0.

Appendix E. Missing proofs for Section 3
E.1. Proof of Proposition 9

First, it is clear from the definition that dist™°" is 1 /n-sensitive. Thus, it remains to argue about the
accuracy guarantees of it. First, note that for any two distributions P, P’ € P

[P = Pl = ZE%P(A) - P'(4),

where A C R that maximizes P(A) — P'(A)isA={s e R: > 1}. Since P(s)/P'(s) is

)
monotone, this implies that either A = [sp, 00) or A = (—o0, 30] for some sg € R. Thus, we get
that

| P - P’HTV = max <sup Pr (S <s)— Pr (S<s),sup Pr(S>s)— Pr (5S> S)) ,

GR N SNP, SGR SNP SNP/
= max (22]%5121}’(3 <s)— SE%/(S <s), ilé}g lz% (S<s)— SIZSD(S < s)> ,
= sup| Pr (5 <)~ Pr (<),
seR S~P

Now, let ps = 2 3% | 1{S; < s} — Prg.p(S < s) and p = sup,cg |ps|, and note that

n

1
dist™"(¢; S) = inf sup | — 1{S; <s}l— Pr(S<s
(9= gl 22 | 1S <) - Pris <o

= inf Sup
QEP:H(Q)=t scR

ps + Pr(S<s)—SPrQ(S s)

<p+ inf sup| Pr (S <s)— Pr(S<s
P QEP:0(Q)=t selg SNP( ) SNQ( )

=p+ inf P
p QeP0(Q) HQ ”TV
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Similarly, we can show that dist™*"(¢; S) > infgep.g()=¢ [|Q — P|ly — p, hence

Aist™(58) ~ inf[Q~ Plyy| <

Finally, the DKW inequality (Lemma 20) implies that p < y/log(2/3)/n with probability 1 — 3.
The claim now follows from Theorem 7 where we can set A = /log(2/8)/n.

E.2. Proof of Proposition 11
The claim will follow by showing that for S g P, with probability 1 — 3 for all A € A we have

110g(2[P1/5)

n

n

%Zl{Si € A} — P(4)| <

=1

Indeed, let Py € P be such that || P — Pyl < 1. We have that

a7

n

1
dist®"(t; S) = inf sup |— 1{S; € A} —Q(A
(t:5) QEP:H(Q)=t Ac A(P) ”; { J )

1 n

721{5 e A} — P(A)| +

n

< sup inf sup [P(A) — Q(A)]
ACA(P QEP:H(Q)=t Ac A(P)

/4log(2l7’|//3’
+|P - P, inf su Py(A) —Q(A
| ol v + s tAeA%D)\ 0(A4) — Q(A)|
410g(2|7’|/5) .
<4228 E) f Py —
<4/ +77+Qe7>1-§1@)—t” 0= Qllrv
< HosCPD) 2’7”/5 a1 = Q-

Similarly, we can show that dist®*"(¢; S) > infep.o()=t [|Q — Pllpy — Alog(2(PI/B) _ 2n.

n

It remains to prove the concentration (17). Note that for S % P and any given A € A(P),
the variable 1{S; € A} is 1/4-sub-gaussian, hence Hoeffding inequality (Duchi, 2018, Corollary
4.1.10) implies that

Pr (‘i zn: 1{S; € A} — P(4)| >

i=1

< B/|PI.

4log(2l7’l/ﬁ)>

Applying union bound over all A € A(P) proves our desired concentration (17).

Appendix F. Proofs for Section 4
Lemma 40 For any distributions P, P',Q and € > 0 such that ||P — P'| 1, <,

|Ex~p[¢e(X; P, Q)] — De(P, Q)| < 22
Varxwp (0:(X; P,Q)) < 4e°D.(P, Q) + 8.
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Proof By definition of v, it follows that Ex.p[1):(X; P,Q)] = D<(P, Q). The first claim then
follows from Lemma 22 because |9 (-; P, Q)| < e.
For the variance,

Varx .p(¥:(X; P,Q)) = 4Varx..p (¥ (X; P, Q))
<AEyp[ve(X; P, Q)]
< 4EX~P[12E(X7 Pa Q)2] + 86277a

where the last inequality again follows from Lemma 22. Then,
scriinra= ot
X~P
) * Q)
Q(z)

= [ Pt (s péﬂ:

Vs
)

co ol 98] o
— [ 10G) - Pl | o f_?,(jﬂ dr

=e"D.(Q, P),

where the inequality follows by observing that | [logt]® .| < e°|t — 1|. The claim then follows
because D.(Q, P) = D.(P, Q) from Lemma 24. [ |

Lemma 41 (Concentration of pairwise scores) Suppose S; i PhePande < 1. IfP,Q € P
and t € R are such that |P — Py||py < nandt > max{4en, D:(P,Q)/2}, then

P (14=(S; P,Q) — D=(P, Q)| > t) < 2exp(—nt/100).

Proof Let i = Ep,[¢%-(X; Q, P)] and 0? = Varp, (1« (X; Q, P)). By Lemma 40, [i—D.(P, Q)| <
2en and 02 < 4e° D (P, Q) + 8¢%n. Using Bernstein’s inequality (Lemma 21),

P ([¢e(S; P, Q) — De(P, Q)| > 1) < P (|¢e(S; P, Q) — | >t —2em)

1 n
=P<n§we(si;Q,P>—u >t—2€n>
sn(t — 2en)?

<2exp [ — 22”(1 en)i .
0?2 + ge(t — 2en)4

Now using ¢ > max{4en, D-(P,Q)/2}, 02 < 4e°D.(P,Q) + 4e®n < (8e° + 2¢)t and 5t <
(t — 2en)4 < t, which gives us that

1,42
P (0.(SP.Q) ~ Do(P.Q)| > ) < 2exp ( T ;E)J '
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Because 8¢® + 2¢ + %5 < 25 for € < 1, the claim follows. [ |

Proof [Proof of Lemma 14] Notice by definition that dist” (Q;S) > —.(S; Q, Py). We apply
Lemma 41 with P <— @, Q < Py and t = D.(Q, Py)/2 to get that |1.(S; Q, Po) — D(Q, Pp)| <
D.(Q, Py)/2 with probability at least 1 — exp(—cnD.(Q, Py)/2).

Under this event, dist” (Q; S) > —.(S; Q, Py) > D-(Q, Py)/2. Now, noting that Lemma 26
implies | D.(Q, Py) — D:(Q, P)| < 4(e® — 1)n < 8en, the assumption D.(Q, P) > 10en implies

2 De(Q,Fo) 18
that 10 < D.(Q,P) < 10"

Therefore, by changing constants as necessary, we have with probability at least 1 —exp(—cnD¢(Q, P))
that dist” (Q; S) > D<(Q, Py)/2 > D-(Q, P)/10. u

Proof [Proof of Lemma 15] Consider ) € P such that D (P, Q) > 2B. Applying Lemma 41 with
t = D.(Py,Q)/2, we see that |1).(S; Py, Q) — D(Po, Q)| < D-(Po, Q)/2 with probability at least
1 —4exp(—enD:(FPy,Q)) > 1 — 4dexp(—cnB). By assumption on D.(Py, Q), |¢:(S; Po, Q) —
DE(P07 Q)’ < Ds(P0>/2 implies that we(SQ Fo, Q) > B >0.

Now consider @ € P such that D.(Fy, Q) < 2B. By applying Lemma 41 with ¢t = B, we
see that |¢-(S; Py, Q) — D:(FPo, Q)| < B with probability at least 1 — 4 exp(—cnB). Moreover,
[Ve(S; Po, Q) — D:(Py, Q)| < B implies that 1. (S; Py, Q) > —B.

By a union bound over all @) € P, we have with probability at least 1 — 4|P| exp(—cnB) that

dist” (Py; S) = — lnf ¥e(8; P, Q) < B.

Appendix G. Missing results for Section 5

Lemma 42 (Private to robust) Let ¢ < 1. Assume Ay, is a -DP algorithm such for any P € P,
given § i pn

Eiapn g [M4p(S) —0(P)]] < o

Then A,, is T-robust with T = 1/ne and error
Es~pn E,[l4p(S") — 0(P)]]| < ea.
o | S, B 48 0P| < ca
Proof Note that for S and S’ such that dp, (S, S’) < nT = 1/e, we have that

Ea, [l Ap(8) = 0(P)|] = /tee Pr(Ay(S") = t)[t — 6(P)]

< / ePr(A,(S) = )|t — O(P)|
te®
< eB g, [[Ap(S) — 0(P)]].

Thus we have that

B | B lA(S) 0P| < e [E4,[4,S) - 0(P)] < ea
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Lemma 43 (Robust to private) Assume A, is a T-robust algorithm such for any P,

Eg~pr E r S —-0(P < .
S~P Slidhaf(lg,)é’)gn'r -ATHA( ) ( )H e’

C-log( £
ﬁfor a constant 1 < C' < oo such that for

Then there is an -DP algorithm A, where ¢ = ——

d
S X P" we have

E gty [145(S) = 6(P)]] < 5

Proof The proof follows the same arguments as the proof of Theorem 3.1 in Asi et al. (2023),
except that we use expectations instead of high probability bounds. |

G.1. Proof of Theorem 18

The proof follows directly from the guarantees of the T-mechanism (Theorem 13) and the fact that
any -DP mechanism is also 7-robust with robust error e« for 7 = 1/ne (Lemma 42).

G.2. Proof of Theorem 19

Assume 9, (P, A;) = a/2. Otherwise assume v < 1. Then there is a 7-robust algorithm .4, with
error «, that is, we have that for any P € P

Es~pn E r S/ —0(P < .
P 3'1dhaf%§?é’)§n7 4[4+ (S7) (P)]] <

Joe( 1
Then, Lemma 43 implies that there is an e-DP algorithm A, where ¢ = CIZLT("‘) forl < C < o0
such that for any P € P, given S i P,

E gty [40(S) = (P < 50

0 (SupPG'P wC’-log(é)/nT (%’ P)) . Fi-

>
nally, the claim follows as we know that w., (1/n; P) > we,(1/n; P) whenever €1 < €3 and the
assumption that o > 1/n".

Lower bounds for e-DP estimation now imply that «
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